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Preface 


U.S.  defense  analysts  have  become  concerned  in  recent  years  about  the 
possibility  of  a  U.S.  adversary  employing  an  “antiaccess”  strategy — 
actions  that  would  impede  the  deployment  of  U.S.  forces  into  the 
combat  theater,  limit  the  locations  from  which  those  forces  could  effec¬ 
tively  operate,  or  force  them  to  operate  from  locations  farther  from 
the  locus  of  conflict  than  they  would  normally  prefer.  China  is  often 
proposed  as  a  potential  adversary  that  could  employ  such  a  strategy.  To 
date,  however,  there  has  been  no  published  comprehensive  assessment 
of  what  specific  types  of  antiaccess  methods  Chinese  military  strate¬ 
gists  are  contemplating  and  that  China  might  attempt  to  employ  in  a 
conflict  with  the  United  States. 

This  report  is  the  result  of  a  project  on  “Chinese  Antiaccess  Con¬ 
cepts  and  Capabilities,”  whose  purpose  was  to  determine  what  types  of 
antiaccess  measures  China  might  employ  in  the  event  of  a  conflict  with 
the  United  States,  assess  the  potential  effects  of  such  measures,  and 
identify  actions  the  United  States  can  take  and  capabilities  it  should 
acquire  to  reduce  these  effects. 

The  research  reported  here  was  conducted  within  the  RAND 
Project  AIR  FORCE  Strategy  and  Doctrine  Program  and  was  spon¬ 
sored  by  the  Air  Force  Deputy  Chief  of  Staff  for  Air  and  Space  Opera¬ 
tions  (AF/XO)  and  the  Commander,  Pacific  Air  Forces  (PACAF/CC) 
and  conducted  within  the  Strategy  and  Doctrine. 

It  is  part  of  an  ongoing  effort  by  Project  AIR  FORCE  to  assess 
the  nature  and  implications  of  the  growth  in  Chinese  military  power. 
Previous  publications  from  this  effort  include  the  following: 
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•  Evan  S.  Medeiros,  Roger  Cliff,  Keith  Crane,  and  James  C.  Mul- 
venon,  A  New  Direction  for  Chinas  Defense  Industry,  MG-334-AF, 
2005. 

•  Keith  Crane,  Roger  Cliff,  Evan  Medeiros,  James  C.  Mulvenon, 
and  William  Overholt,  Modernizing  China’s  Military:  Opportuni¬ 
ties  and  Constraints,  MG-260-1-AE,  2005. 

•  Kevin  Pollpeter,  U.S.-China  Security  Management:  Assessing  the 
Military -to -Military  Relationship,  MG-143-AF,  2004. 

•  Zalmay  Khalilzad,  David  T.  Orletsky,  Jonathan  Pollack,  Kevin 
Pollpeter,  Angel  M.  Rabasa,  David  A.  Shlapak,  Abram  N.  Shul- 
sky,  and  Ashley  J.  Tellis,  The  United  States  and  Asia:  Toward  a 
New  US.  Strategy  and  Force  Posture,  MR-1315-AF,  2001. 

•  Roger  Cliff,  The  Military  Potential  of  China’s  Commercial  Technol¬ 
ogy,  MR-1292-AF,  2001. 
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Summary 


Since  the  end  of  the  Cold  War,  U.S.  strategists  have  hecome  increas¬ 
ingly  concerned  with  the  possibility  that,  in  the  event  of  a  conflict  with 
the  United  States,  an  adversary  might  adopt  and  attempt  to  execute 
an  “antiaccess”  strategy  intended  to  interfere  with  the  U.S.  military’s 
ability  to  deploy  to  or  operate  within  overseas  theaters  of  operation. 
This  concern  stems  from  two  features  of  the  post-Cold  War  world. 
First  is  that,  with  the  disintegration  of  the  Soviet  Union,  no  country 
fields  military  forces  comparable  in  both  quantity  and  quality  to  those 
of  the  United  States,  and  thus  there  is  little  likelihood  that  the  U.S. 
military  will  be  defeated  in  a  conventional  force- on-force  engagement 
on  the  battlefield.  The  principal  threat  to  defeat  U.S.  military  forces, 
therefore,  is  through  the  use  of  an  asymmetric  approach,  such  as  an 
antiaccess  strategy. 

The  chances  of  success  of  an  antiaccess  strategy  are  increased  by 
the  second  feature  of  the  post-Cold  War  world:  The  absence  of  a  single 
dominant  adversary  makes  it  impossible  to  predict  where  U.S.  military 
forces  will  next  be  needed  and,  thus,  makes  it  likely  that  the  United 
States  will  have  relatively  few  forward- deployed  forces  in  the  vicinity  of 
a  conflict  about  to  erupt. 

For  potential  opponents  of  the  United  States,  the  motives  for 
adopting  an  antiaccess  strategy  are  compelling.  These  countries  must 
plan  to  face  an  adversary  that  enjoys  tremendous  military  and  techno¬ 
logical  superiority,  and  they  undoubtedly  recognize  that,  as  long  as  the 
U.S.  military  can  arrive  in  force  and  on  time,  it  will  almost  certainly 
prevail.  Thus,  they  may  seek  to  impede  the  deployment  of  U.S.  forces 
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and  restrict  or  disrupt  the  U.S.  military’s  ability  to  operate  within  a 
theater  far  from  U.S.  territory.  They  may  also  calculate  that,  by  mount¬ 
ing  a  credible  threat  to  do  so,  they  will  be  able  to  deter  the  United 
States  from  intervening  in  the  first  place,  or  at  least  limit  the  scale  and 
scope  of  that  intervention. 

This  monograph  describes  the  types  of  antiaccess  measures  one 
particular  country — China — might  employ  in  a  future  conflict  with 
the  United  States,  how  these  measures  might  affect  U.S.  military  oper¬ 
ations  in  the  event  of  a  conflict  between  the  United  States  and  China, 
and  possible  ways  the  United  States  can  reduce  the  effects  of  these 
measures.  For  purposes  of  this  discussion,  an  antiaccess  measure  is  con¬ 
sidered  to  be  any  action  by  an  opponent  that  has  the  effect  of  slowing 
the  deployment  of  friendly  forces  into  a  theater,  preventing  them  from 
operating  from  certain  locations  within  that  theater,  or  causing  them 
to  operate  from  distances  farther  from  the  locus  of  conflict  than  they 
would  normally  prefer.  Potential  Chinese  actions  that  could  affect  U.S. 
access  to  areas  around  China  were  identified  through  the  analysis  of 
Chinese  military  doctrinal  writings.  These  included  books  on  military 
doctrine,  articles  from  Chinese  military  journals,  reports  from  Chinese 
military  newspapers,  and  recent  Western  studies  of  Chinese  strategic 
thinking.  The  potential  effects  of  Chinese  antiaccess  measures  were 
assessed  by  examining  the  capability  of  the  Chinese  military  to  actu¬ 
ally  implement  these  measures  and  by  analyzing  how  such  implemen¬ 
tation  would  affect  U.S.  military  operations.  Possible  U.S.  measures  to 
reduce  the  effects  of  these  measures  were  identified  by  consulting  with 
RAND  Corporation  and  external  experts  on  the  associated  areas  of 
military  operations. 

The  possibility  that  the  Chinese  People’s  Liberation  Army  (PLA) 
might  employ  antiaccess  measures  in  a  conflict  with  the  United  States 
is  the  product  of  the  PLA’s  view  of  the  nature  of  modern  war,  its  aware¬ 
ness  of  China’s  military  weaknesses,  and  its  recognition  of  U.S.  mili¬ 
tary  superiority.  Because  of  the  rise  of  important  political  and  eco¬ 
nomic  centers  in  China’s  coastal  regions,  China’s  military  strategy  has 
shifted  from  defending  the  continent  to  defending  areas  on  China’s 
periphery  and  maritime  force  projection.  Instead  of  fighting  a  “People’s 
War”  involving  human-wave  attacks,  the  PLA  is  now  preparing  to  fight 
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a  “local  war  under  high-technology  conditions.”  PLA  strategists  expect 
such  conflicts  to  he  characterized  hy  limited  political  objectives  and  the 
use  of  information  technology  and  hy  being  highly  mobile,  lethal,  and 
resource  intensive.  (See  pp.  18-23.) 

Chinese  writers  are  keenly  aware  that  the  PLA,  despite  the  con¬ 
siderable  progress  it  has  made  in  recent  years,  still  lags  behind  the  U.S. 
military  in  terms  of  technology,  doctrine,  training,  and  experience 
and  that  any  conflict  against  the  U.S.  military  will  pose  extreme  chal¬ 
lenges.  To  defeat  a  technologically  superior  enemy,  such  as  the  United 
States,  the  PLA  has  focused  on  devising  strategies  that  maximize  Chi¬ 
na’s  relative  strengths  and  that  create  opportunities  to  exploit  adversary 
weaknesses.  Consequently,  the  PLA  would  not  seek  to  confront  the 
U.S.  military  in  a  force- on-force  battle  but  instead  would  seek  to  strike 
decisively  at  U.S.  vulnerabilities.  In  addition,  the  PLA  views  seizing  the 
initiative  at  the  outset  of  a  conflict  as  imperative  to  defeating  a  tech¬ 
nologically  superior  opponent.  As  a  result,  Chinese  writings  emphasize 
“gaining  mastery  by  striking  first,”  possibly  through  surprise  attack 
or  preemption.  This  suggests  that  Chinese  leaders  might  consider  pre¬ 
emptively  attacking  U.S.  forces  as  they  are  deploying  to  a  region  in 
what  U.S.  policymakers  intend  as  an  action  to  deter  a  conflict.  (See  pp. 
23-44.) 

PLA  writings  have  identified  several  perceived  strategic  U.S.  vul¬ 
nerabilities.  First  is  the  possibility  that  U.S.  forces  could  be  involved  in 
two  major  contingency  operations  simultaneously.  PLA  writers  have 
observed  that  even  a  relatively  limited  engagement,  like  the  1999  con¬ 
flict  with  Serbia  over  Kosovo,  requires  significant  U.S.  forces  and  that 
timing  a  military  operation  for  when  the  United  States  was  already 
engaged  could  mean  that  the  United  States  would  not  have  enough 
forces  available  to  respond  to  China’s  actions.  In  addition,  some  Chi¬ 
nese  strategists  calculate  that  the  perceived  U.S.  aversion  to  casualties 
might  be  exploited  by  delivering  a  sudden  blow  aimed  at  causing  a 
large  number  of  U.S.  military  casualties,  sowing  doubt  and  discontent 
among  the  U.S.  population,  and  potentially  forcing  the  withdrawal  of 
U.S.  forces.  Most  significantly  for  this  study,  some  Chinese  analysts 
have  suggested  that  the  dependence  of  the  United  States  on  potentially 
unreliable  friends  and  allies  for  access  to  forward  bases  and  support 
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presents  opportunities  for  China  to  pressure  these  countries  to  limit  or 
deny  the  United  States  use  of  these  facilities.  (See  pp.  44-50.) 

Although  the  Chinese  military  doctrinal  writings  we  examined  for 
this  study  do  not  explicitly  discuss  antiaccess  as  a  separate  and  distinct 
strategy,  they  do  suggest  that  Chinese  doctrine  for  defeating  a  militar¬ 
ily  superior  adversary,  such  as  the  United  States,  includes  a  number  of 
tactics  that  are  clearly  antiaccess  in  intention  or  effect.  The  PLA  has 
identified  the  U.S.  military’s  reliance  on  information  systems  as  a  sig¬ 
nificant  vulnerahility  that,  if  successfully  exploited,  could  paralyze  or 
degrade  U.S.  forces  to  such  an  extent  that  victory  could  he  achieved. 
In  particular,  PLA  analysts  believe  that  attacks  against  information 
systems  can  delay  the  deployment  of  U.S.  military  forces  by  disrupting 
communications  or  denying  the  U.S.  military  access  to  information  on 
enemy  whereabouts.  PLA  analysts  note  that  information  warfare  can 
employ  either  “soft-kill”  and  “hard-kill”  methods.  Soft-kill  methods 
include  computer  network  attacks  and  electronic  jamming,  while  pos¬ 
sible  hard-kill  methods  include  directed  energy  weapons,  explosives, 
and  kinetic  energy  attacks.  Targets  could  include  computer  systems 
based  in  the  United  States  or  abroad,  command  and  control  nodes,  and 
space-based  intelligence,  surveillance,  and  reconnaissance  and  com¬ 
munications  assets.  (See  pp.  51-60.) 

Noting  the  great  distances  that  U.S.  forces  would  need  to  travel 
in  a  conflict  with  China,  attacks  against  logistic  systems  are  also  dis¬ 
cussed.  The  goals  of  these  attacks  would  be  to  delay  the  deployment  of 
additional  U.S.  forces  to  the  region  and  to  render  existing  forces  in  the 
region  less  effective  or  more  vulnerable  by  preventing  timely  supplies 
of  the  materiel  needed  for  warfighting.  Attacks  against  logistic  systems 
described  in  PLA  writings  include  blockades,  attacking  supply  depots, 
and  striking  at  air  or  sea  supply  missions.  (See  pp.  60-62.) 

PLA  writings  also  discuss  attacks  against  air  bases  and  ports. 
Such  attacks  would  prevent  or  disrupt  the  inflow  of  personnel  and  sup¬ 
plies,  as  well  as  the  basing  of  air  and  naval  assets.  PLA  analysts  state 
that  attacking  these  targets  is  the  most  efficient  way  to  gain  air  or  sea 
superiority,  although  the  difficulty  of  achieving  success  is  not  under¬ 
stated.  While  no  source  specifically  indicated  which  U.S.  bases  might 
be  attacked,  the  importance  that  bases  in  the  western  Pacific  would 
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have  for  U.S.  military  operations  in  a  conflict  with  China  suggests  that 
they  may  he  key  targets  for  PLA  planners.  (See  pp.  62-71.) 

Similarly,  the  importance  of  naval  aviation  to  U.S.  operations  is  of 
great  concern  to  the  PLA.  Chinese  sources  describe  the  disproportion¬ 
ate  role  aircraft  carriers  sometimes  play  in  conflict  hut  also  make  clear 
their  belief  that  aircraft  carriers  can  be  defeated.  Massed  attacks  using 
air-  and  sea-launched  cruise  missiles  can  be  used  to  overwhelm  an  air¬ 
craft  carrier’s  defenses,  and  submarine-launched  torpedoes  can  be  used 
in  ambush.  Ballistic  missiles  are  also  discussed  as  possible  anticarrier 
weapons.  (See  pp.  71-76.) 

In  addition  to  military  strategies,  China  might  also  use  diplomatic 
and  political  strategies  to  deny  or  limit  the  use  of  forward  bases,  most 
notably  in  Japan.  While  Chinese  writings  are  not  explicit  in  discussing 
strategies  to  limit  or  deny  support  to  the  United  States,  interviews  with 
Chinese  military  officers  suggest  that  deterrence  and  coercion,  includ¬ 
ing  threats  of  force,  could  be  used  against  Japan.  (See  pp.  77-79.) 

If  China  were  to  employ  them  as  described  above  in  a  conflict 
with  the  United  States,  such  measures  could  significantly  disrupt  U.S. 
military  operations  as  a  whole  and  specifically  slow  the  deployment 
of  U.S.  forces  to  the  theater  of  operations,  prevent  them  from  oper¬ 
ating  from  certain  locations  within  the  theater  of  operations,  and/or 
cause  them  to  operate  from  distances  greater  than  the  U.S.  military 
would  otherwise  prefer.  In  particular,  Chinese  antiaccess  measures 
could  severely  degrade  the  ability  of  U.S.  forces  to  operate  from  air¬ 
fields  near  China;  impede  the  deployment  of  forces  to  forward  operat¬ 
ing  locations;  degrade  command  and  control,  early  warning,  or  supply 
capabilities  for  forward-deployed  forces  to  the  point  that  the  theater 
commander  would  choose  to  withdraw  them  to  more  distant  locations; 
and  prevent  naval  surface  assets  from  operating  in  waters  near  China. 
(See  pp.  81-93.) 

The  net  result  of  these  effects  could  be  that  the  United  States 
would  actually  be  defeated  in  a  conflict  with  China — not  in  the  sense 
that  the  U.S.  military  would  be  destroyed  but  in  the  sense  that  China 
would  accomplish  its  military  and  political  objectives  while  preventing 
the  United  States  from  accomplishing  some  or  all  of  its  political  and 
military  objectives.  Moreover,  even  if  Chinese  antiaccess  measures  did 
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not  result  in  the  outright  defeat  of  the  United  States,  they  would  likely 
make  it  significantly  more  costly  for  the  United  States  to  operate  in  the 
region,  and  these  costs  could  even  rise  to  the  point  at  which  the  United 
States  was  unwilling  to  pay  them.  Finally,  even  if  Chinese  antiaccess 
strategies  did  not  result  in  the  United  States  being  unwilling  or  unahle 
to  defeat  China,  Chinese  decisionmakers  might  convince  themselves 
that  they  would  cause  the  United  States  to  he  unwilling  or  unahle  to 
intervene  successfully.  If  the  decisionmakers  then  chose  to  take  actions 
that  would  cause  China  to  come  into  conflict  with  the  United  States, 
the  result  would  he  a  costly  and  hloody  war  that  would  not  otherwise 
have  occurred.  (See  pp.  111-114.) 

The  United  States  can,  however,  can  take  a  number  of  actions  to 
counter  Chinese  antiaccess  threats,  including  the  following: 

•  strengthening  passive  defenses  at  air  bases 

•  deploying  air  and  missile  defense  systems  near  critical  facilities 

•  diversifying  basing  options  for  aircraft 

•  strengthening  defenses  against  attacks  by  covert  operatives  (PLA 
special  operations  forces  or  covert  agents  under  the  control  of 
China’s  nonmilitary  intelligence  services) 

•  reducing  the  vulnerability  of  naval  forces  to  attack  while  in  port 

•  reducing  the  vulnerability  of  command,  control,  communica¬ 
tions,  computer,  intelligence,  surveillance,  and  reconnaissance 
systems 

•  taking  steps  both  to  deter  and  to  mitigate  the  potential  effects  of 
high- altitude  nuclear  detonations 

•  bolstering  allied  capabilities.  (See  pp.  95-103.) 

Moreover,  given  the  concern  that  Chinese  decisionmakers  could 
convince  themselves  that  antiaccess  tactics  might  cause  the  United 
States  to  be  unwilling  or  unable  to  intervene  successfully  in  a  conflict, 
these  actions  should  be  openly  publicized  to  reduce  the  likelihood  that 
China  might  embark  on  actions  that  would  result  in  a  confrontation 
with  the  United  States. 


Summary  xix 


A  number  of  new  or  improved  capabilities  would  further  enhance 
U.S.  ability  to  counter  Chinese  antiaccess  strategies,  including  the  fol¬ 
lowing: 

•  improved  ballistic  missile  defenses 

•  a  capability  to  detect,  identify,  and  attack  mobile,  time-sensitive 
targets 

•  improved  land-based  and  advanced  shipborne  cruise  missile 
defenses 

•  improved  antisubmarine  warfare  capabilities 

•  improved  minesweeping  capabilities 

•  an  antisatellite  capability,  as  well  as  counters  to  antisatellite 
attack 

•  an  extended-range  air  defense  capability 

•  counters  to  long-range  surface-to-air  and  air-to-air  missiles 

•  early  strategic  and  tactical  warning  capabilities.  (See  pp.  103- 
109.) 

The  potential  Chinese  antiaccess  threat  is  significant,  but  there  is 
much  the  United  States  can  do  to  mitigate  the  threat.  Some  of  these 
measures  are  relatively  low  cost,  but  others  will  require  additional 
capabilities,  and  still  others  may  require  a  fundamental  reassessment  of 
operational  doctrine  and  plans. 
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CHAPTER  ONE 


Introduction 


The  concept  of  antiaccess — the  idea  that  an  opponent  of  the  United 
States  may  seek  to  interfere  actively  with  the  U.S.  military’s  ability  to 
deploy  to  or  operate  within  overseas  theaters  of  operations — began  to 
emerge  as  an  important  theme  in  U.S.  strategic  writings  in  the  1990s. 
Perhaps  the  earliest  formulation  of  the  idea  was  in  a  paper  written  by 
Andrew  Krepinevich  in  1992,  while  he  worked  at  the  Office  of  Net 
Assessment  in  the  Pentagon.  He  stated  that  “many  competitors  .  .  .  will 
probably  have  the  .  .  .  goal  of  information,  space,  sea,  and  air  denial,  as 
opposed  to  seeking  control  or  domination”  (Krepinevich,  2002,  p.  44; 
emphasis  in  the  original).'  In  its  1996  report  on  strategic  mobility,  the 
Defense  Science  Board  (DSB),  while  also  not  expressly  using  the  term 
antiaccess,  noted  that  “future  adversaries  will  have  the  motives  and 
likely  the  means  to  seriously  disrupt  U.S.  strategic  deployments”  by 
coercing  other  states  into  not  cooperating  with  U.S.  deployment  efforts 
or  by  directly  attacking  ports  and  airfields;  logistics  nodes;  strategic 
transport  assets;  and  command,  control,  communications,  and  com¬ 
puter  systems  with  missiles,  mines,  special  operations  forces  (SOF), 
aircraft,  submarines,  offensive  information  warfare,  weapons  of  mass 
destruction  (WMD),  or  advanced  conventional  weapons  (DSB,  1996, 
pp.  52-56). 2  This  early  characterization  of  the  antiaccess  problem  is 
broadly  reflected  in  most  subsequent  analyses  of  the  issue. 


'  The  quote  is  taken  from  the  Center  for  Strategic  and  Budgetary  Assessment’s  recent  reis¬ 
sue  of  the  paper. 

^  At  about  the  same  time,  Chinese  scholars  noted  that  one  way  for  a  “weak”  power  to  defeat 
a  “high-technology”  adversary  was  to  launch  a  preemptive  strike  against  that  adversary  while 
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The  motives  for  adopting  an  antiaccess  strategy  are  theoreti¬ 
cally  compelling:  If  the  U.S.  military  can  arrive  in  force,  it  will  almost 
undoubtedly  win  in  a  conventional  military  campaign.  A  rational  oppo¬ 
nent  should  thus  seek  to  acquire  the  capabilities  necessary  to  disrupt  or 
delay  U.S.  deployment  activities  or  to  deny  it  the  use  of  regional  bases 
in  the  hope  that,  by  successfully  doing  so  or  threatening  to  do  so,  it  will 
prevent  or  deter  the  United  States  from  acting  (DSB,  1996,  p.  55).^ 
Denial  of  access  cannot  be  considered  a  new  strategic  goal.  After 
all,  a  major  goal  of  German  submarine  operations  in  the  North  Atlan¬ 
tic  after  the  entry  of  the  United  States  into  World  War  II  was  to  pre¬ 
vent  the  deployment  and  supply  of  U.S.  forces  in  Europe.  Similarly, 
Germany’s  “Atlantic  Wall”  along  the  coast  of  France  was  intended  to 
prevent  Allied  ground  forces  from  being  able  to  enter  the  northern 
European  mainland  theater  of  operations.  During  the  Gold  War,  the 
United  States  put  considerable  military  effort  into  ensuring  that  Rus¬ 
sian  submarines  would  not  be  able  to  interfere  with  the  flow  of  U.S. 
ground  forces  across  the  Atlantic  and  into  Western  Europe.  What  has 
given  the  problem  of  antiaccess  increased  saliency  in  recent  years  is 
the  disintegration  of  the  Soviet  Union  and  the  associated  uncertainty 
about  where  U.S.  military  forces  will  next  be  needed.  During  the  Gold 
War,  the  United  States  focused  on  preventing  a  Soviet  offensive  against 
Western  Europe  and  maintained  substantial  forces  in  that  region  to 
respond  to  such  a  possibility.^  With  the  demise  of  the  Soviet  Union, 
there  is  no  longer  a  single  dominant  threat  against  which  forces  can 


it  was  deploying.  Harbors,  airports,  and  strategic  airlift  and  sealift  were  all  identified  as 
desirable  targets.  In  addition,  the  scholars  stated  that  Iraq’s  passivity  in  the  face  of  a  U.S. 
military  buildup  played  an  important  role  in  Iraq’s  defeat  during  the  1991  Gulf  War.  (See  Lu 
Linzhi,  1996,  p.  6,  and  Sun  Zian,  1995,  pp.  10-11.) 

^  In  practice,  however,  the  logic  of  a  preemptive  antiaccess  strategy,  particularly  one  using 
WMD,  may  be  far  less  compelling  if  the  possibility  remains  that  the  conflict  might  other¬ 
wise  be  avoided  or  contained.  It  is  interesting  to  note  that,  in  the  winter  of  2002-2003,  Iraq 
took  no  antiaccess  actions  in  the  face  of  both  a  lengthy  U.S.  military  buildup  in  the  Gulf 
region  and  the  near  certainty  of  a  conflict. 

^  As  the  reference  above  to  the  flow  of  U.S.  ground  forces  across  the  Atlantic  and  into 
Western  Europe  suggests,  of  course,  this  does  not  mean  that  there  could  not  have  been  an 
antiaccess  problem  even  during  the  Gold  War. 
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be  forward  deployed.  Thus,  wherever  the  next  crisis  erupts,  the  United 
States  will  have  relatively  fewer  forward-deployed  forces  on  hand  than 
it  would  have  had  in  the  event  of  a  Soviet  invasion  of  Western  Europe.^ 
With  fewer  forward-deployed  forces  to  defend  U.S.  strategic  interests 
and  to  protect  the  bases  necessary  for  the  flow  of  reinforcements  into 
a  theater,  it  has  become  conceivable  that  a  relatively  weak  power  could 
adopt  and  execute  a  strategy  that  successfully  interferes  with  the  U.S. 
military’s  ability  to  project  power. 


The  Antiaccess  Challenge  in  Department  of  Defense 
Strategy  and  Policy  Publications 

The  1997  Quadrennial  Defense  Review  (QDR)  only  tangentially 
reflected  the  concerns  the  DSB  had  raised,  but  the  threat  enemy  anti¬ 
access  action  poses  has  gained  increasing  prominence  in  U.S.  Depart¬ 
ment  of  Defense  (DoD)  strategy  and  policy  documents  ever  since. The 
December  1997  National  Defense  Panel  (NDP)  report  on  transform¬ 
ing  defense  recognized  antiaccess  as  a  future  operational  challenge  for 
the  U.S.  military  and  stated  that  it  was  an  important  reason  “trans¬ 
formation”  of  the  U.S.  military  needed  to  be  accelerated.  NDP  (1997, 
pp.  11-13)  noted  that,  since  the  United  States  depended  on  power  pro¬ 
jection  to  defend  its  global  interests,  it  was  vulnerable  to  an  opponent’s 
asymmetric  efforts  to  deny  it  access  to  vital  regions  of  the  world.  Such 
efforts  might  include  the  use  of  ballistic  and  cruise  missiles  (possibly 
fitted  with  chemical,  biological,  or  nuclear  warheads)  to  neutralize 
ports  and  airfields,  forward  bases,  and  prepositioned  assets;  the  use  of 
sea  mines  and  antiship  cruise  missiles  (ASCMs)  to  deny  our  use  of  key 


^  The  downsizing  of  the  U.S.  military  is  another  important  factor  in  its  ability  to  maintain 
a  robust  forward  presence. 

^  The  report  of  the  1997  QDR,  in  a  discussion  of  asymmetric  threats,  states  that  if 

an  adversary  ultimately  faces  a  conventional  war  with  the  United  States,  it  could  also 
employ  asymmetric  means  to  delay  or  deny  U.S.  access  to  critical  facilities;  disrupt  our 
command,  control,  communications,  and  intelligence  networks;  deter  allies  and  poten¬ 
tial  coalition  partners  from  supporting  U.S.  intervention;  or  inflict  higher  than  expected 
U.S.  casualties  in  an  attempt  to  weaken  our  national  resolve.  (Cohen,  1997,  p.  4) 
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straits  and  littoral  regions;  attacks  on  fixed  installations  with  standoff 
weapons;  and  efforts  to  divide  us  from  our  allies.  WMD  had  particu¬ 
lar  salience  because  of  their  destructiveness,  the  perceived  ease  with 
which  they  could  he  acquired  and  used,  and  their  purported  ability  to 
allow  weak  states  to  “counter  and  possibly  thwart”  the  U.S.  military’s 
overwhelming  conventional  superiority  and  because  traditional  U.S. 
nuclear  usage  policies  might  no  longer  be  sufficient  to  deter  their  use 
(NDP,  1997,  pp.  15-16,  51).  An  important  “transformational”  capabil¬ 
ity  was  thus  identified  as  the  ability  to  project  power  into  areas  where 
the  U.S.  military  lacked  forward  access  (NDP,  1997,  pp.  33-34,  35). 

Four  years  after  its  tentative  appearance  in  the  report  of  the  first 
QDR,  and  reflecting  the  concerns  of  the  NDP,  antiaccess  was  an 
important  theme  of  the  report  of  the  2001  QDR,  which  identified 
“projecting  and  sustaining  U.S.  forces  in  distant  antiaccess  or  area- 
denial  environments  and  defeating  anti- access  and  area-denial  threats” 
as  one  of  six  critical  operational  goals  that  should  provide  a  focus  for 
DoD’s  transformation  efforts  (Rumsfeld,  2001,  p.  30).  The  2001  QDR 
identified  missiles  (both  ballistic  and  cruise)  and  chemical,  biologi¬ 
cal,  radiological,  nuclear,  and  “enhanced  high  explosive”  (CBRNE) 
weapons  as  the  greatest  antiaccess  threats,  particularly  for  their  abil¬ 
ity  to  deny  or  delay  U.S.  military  access  to  overseas  bases,  airfields, 
and  ports.  Other  antiaccess  threats  of  concern  included  advanced  air- 
defense  systems  that  could  threaten  nonstealthy  aircraft  and  advanced 
mines,  ASCMs,  and  diesel  submarines  that  could  threaten  the  abil¬ 
ity  of  U.S.  naval  and  amphibious  forces  to  operate  in  littoral  waters 
(Rumsfeld,  2001,  pp.  26,  31,  42,  43).  Given  these  threats,  and  the  fact 
that  the  U.S.  defense  strategy  rests  on  the  ability  to  project  power  glob¬ 
ally,  it  was  deemed  vital  that  the  U.S.  military  “retain  the  capability 
to  send  well-armed  and  logistically  supported  forces  to  critical  points 
around  the  globe,  even  in  the  face  of  enemy  opposition,  or  to  locations 
where  the  support  infrastructure  is  lacking  or  has  collapsed”  and  that 
it  monitor  an  opponent’s  ability  to  “detect  and  attack  U.S.  forces  as 
they  approach  the  conflict  areas  or  hold  at  risk  critical  ports  and  air 
bases  with  missiles  and  CBRNE  attacks”  (Rumsfeld,  2001,  p.  43).  To 
enable  the  U.S.  military  to  defeat  the  antiaccess  threat,  Rumsfeld  (2001, 
pp.  43-44)  deems  theater  missile  defense  necessary,  as  is  addressing 
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the  growing  threat  posed  by  submarines,  air  defense  systems, 
cruise  missiles,  and  mines;  accelerating  development  of  the  Army 
Objective  Force;  enhancing  power  projection  and  forcible  entry 
capabilities;  defeating  long-range  means  of  detection;  enabling 
long-range  attack  capabilities;  enhancing  protection  measures  for 
strategic  transport  aircraft;  and  ensuring  U.S.  forces  can  sustain 
operations  under  chemical  or  biological  attack. 

According  to  public  DoD  comments,  the  need  to  counter  the 
antiaccess  threats  identified  in  the  QDR  was  subsequently  included  in 
the  Defense  Planning  Guidance  as  a  key  operational  goal  of  transfor¬ 
mation  (DoD,  2003). 

More  recently,  similar  language  was  included  in  the  Transfor¬ 
mation  Planning  Guidance,  which  called  for  a  U.S.  military  able  to 
“defeat  the  most  potent  of  enemy  anti-access  and  area  denial  capabili¬ 
ties  through  a  combination  of  more-robust  contamination  avoidance 
measures,  mobile  basing  and  priority  time  critical  counterforce  target¬ 
ing”  (Rumsfeld,  2003,  p.  10).  Furthermore,  transformation  is  explicitly 
linked  to  providing  the  capabilities  the  military  requires  to  achieve  the 
six  critical  operational  goals,  which  include  defeating  antiaccess  threats, 
identified  in  the  2001  QDR  and  the  Defense  Planning  Guidance. 

Using  language  similar  to  that  of  the  2001  QDR  report  (Rums¬ 
feld,  2001,  p.  30),  the  new  defense  strategy  issued  in  March  2005  listed 
“projecting  and  sustaining  forces  in  distant  anti-access  environments” 
as  one  of  eight  “key  operational  capabilities”  (DoD,  2005,  pp.  12-13). 
The  report  of  the  QDR  based  on  this  strategy  that  was  issued  a  year 
later  gave  less  explicit  prominence  to  the  antiaccess  issue  but  did  state 
that  “the  United  States  will  continue  to  adapt  its  global  posture  to 
.  .  .  mitigate  anti- access  threats”  and  that  the  U.S.  military  needs  the 
following  capabilities:  “persistent  surveillance,  including  systems  that 
can  penetrate  and  loiter  in  denied  or  contested  areas”;  “the  capabil¬ 
ity  to  deploy  rapidly,  assemble,  command,  project,  reconstitute,  and 
reemploy  joint  combat  power  from  all  domains  to  facilitate  assured 
access”;  and  “secure  broadband  communications  into  denied  or  con¬ 
tested  areas  to  support  penetrating  surveillance  and  strike  systems” 
(DoD,  2006,  pp.  30-31). 
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The  potential  antiaccess  threat  is  also  an  important  theme  in  mili¬ 
tary  service  documents  discussing  transformation  and  future  opera¬ 
tional  concepts.  Both  the  Army’s  Stryker  Brigade  Combat  Team  and 
its  Future  Force  have  been  motivated  and  justified  in  part  by  the  need 
to  be  able  to  deploy  into  a  theater  of  operations  where  traditional  fixed 
deployment  infrastructure  may  not  exist  or  is  threatened  by  enemy 
antiaccess  capabilities.  The  U.S.  Air  Force,  for  its  part,  sees  its  Global 
Strike  concept  of  operations  (CONOPS)  as  a  means  to  defeat  the  postu¬ 
lated  antiaccess  capabilities  of  potential  adversaries.  The  Global  Strike 
CONOPS  is  said  to  be  designed  to  “enable  joint  forces  to  meet  access 
and  time  challenges”  and  may  include  “neutralizing  the  adversary’s 
anti-access  systems,  paving  the  way  for  follow-on  persistent  forces  .  .  . 
needed  to  continue  after  the  initial  anti- access  campaign”  (Headquar¬ 
ters  U.S.  Air  Force,  2004).  Finally,  the  Navy’s  “Sea  Shield”  concept 
of  operations  is  intended  to  defeat  enemy  antiaccess  threats  by  pro¬ 
viding  mobile  theater  air  and  missile  defense  that  will  protect  critical 
infrastructure  ashore  and  littoral  sea-control  capabilities  that  can  neu¬ 
tralize  an  opponent’s  advanced  mine,  diesel  submarine,  and  swarming 
small  combatant  threats  (U.S.  Navy,  2003,  pp.  3,  8,  17-22;  Bucchi 
and  Mullen,  2002,  pp.  56-59). 

It  is  thus  clear  that,  since  its  tentative  appearance  in  the  1997 
QDR  report,  the  antiaccess  challenge  has  now  become  firmly  embed¬ 
ded  in  future  U.S.  military  modernization  plans  and  high-level  strate¬ 
gic  documents. 


Previous  Analyses  of  the  Antiaccess  Threat 

In  1996,  the  DSB  noted  its  disappointment  in  the  quality  and  quan¬ 
tity  of  work  on  the  problem  of  the  antiaccess  threat.  ^  Since  that  time,  a 
growing  body  of  studies  on  the  antiaccess  threat  has  emerged,  but  the 
overall  quantity  remains  relatively  small.  This  is  striking,  considering 


^  DSB  (1996,  pp.  13,  53)  used  the  term  force  survivability,  but  what  the  board  was  discuss¬ 
ing  is  clearly  identifiable  as  what  is  now  described  as  the  antiaccess  threat. 
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the  rich  body  of  analytic  work  available  examining  the  converse  issue 
of  “access.”® 

One  notable  feature  of  recent  antiaccess  studies  is  the  large  degree 
to  which  they  reflect  the  antiaccess  challenges  laid  out  in  both  the 
1996  DSB  report  and  the  1997  NDP  report.  The  primary  problem 
remains  the  U.S.  military’s  dependence  on  fixed  airfields  and  ports 
for  deployment  and  on  theater  airfields  for  the  effective  operation  of 
tactical  strike  aircraft.^  There  is  broad  consensus  on  the  primary  anti¬ 
access  threats,  with  those  most  mentioned  being  long-range  ballistic 
and  cruise  missiles,  ASCMs,  WMD  (especially  chemical  and  biological 
weapons),  advanced  sea  mines,  diesel  submarines,  and  SOF.  Ballistic 
missiles  armed  with  WMD  warheads  are  given  particular  prominence 
in  the  literature  both  because  of  their  ability  to  bring  deployment  and 
combat  operations  to  a  halt  at  fixed  bases  and  because  of  their  potential 
use  as  a  coercive  tool  to  drive  a  wedge  between  the  United  States  and 
countries  that  provide  the  U.S.  military  with  access. 

The  closest  thing  to  a  comprehensive  study  of  the  antiaccess  chal¬ 
lenge  is  probably  a  2003  report  from  the  Center  for  Strategic  and  Bud¬ 
getary  Assessments  (Krepinevich,  Watts,  and  Work,  2003).  This  study 
analyzes  at  a  general  level  the  threat  that  antiaccess  strategies  and  “area 
denial”  operations — operations  that  “aim  to  prevent  [U.S.  forces’] 
freedom  of  action  in  the  more-narrow  confines  of  the  area  under  an 
enemy’s  direct  control”  (Krepinevich,  Watts,  and  Work,  2003,  p.  5) — 
present  to  the  operational  approaches  of  each  U.S.  military  service. 


®  The  “access”  literature  focuses  on  the  physical  infrastructure,  host-nation  support,  and 
logistics  requirements  of  force  deployment.  Naturally,  there  is  some  overlap  between  the 
access  and  antiaccess  literature.  O’Malley  (2001,  pp.  23-29,  35-38),  for  instance,  uses  bal¬ 
listic  missile  ranges  as  one  of  its  criteria  for  determining  the  suitability  of  an  airfield;  Shlapak 
et  al.  (2002,  pp.  40,  51-55)  briefly  discusses  the  role  of  fear  and  coercion  in  the  politics  of 
access  and  includes  potential  threat  capabilities  as  a  factor  in  choosing  suitable  airfields. 

^  Others  have  noted  that  aircraft  carrier  strike  groups  are  dependent  on  bases  ashore  for 
their  continuing  combat  effectiveness  and  that  a  clever  opponent  will  seek  to  sever  this  vital 
link.  A  carrier  strike  group,  for  instance,  requires  regular  deliveries  of  jet  engines  and  repair 
parts  to  and  from  forward  bases  if  it  is  to  conduct  prolonged  operations.  Furthermore,  naval 
operations  also  depend  on  secure  bases  ashore  for  land-based  maritime  patrol  operations  (an 
important  antisubmarine  warfare  [ASW]  and  intelligence-collection  function),  cruise  mis¬ 
sile  replenishment,  and  repair  facilities.  (See  Nagy,  1999,  pp.  58-61.) 
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There  have  also  been  a  number  of  valuable  analyses  of  the  effects  of 
potential  antiaccess  methods  on  facets  of  the  deployment  chain.  For 
example,  Stanton  (2001,  pp.  54-57)  discusses  the  potential  vulner¬ 
ability  of  U.S.  naval  combatants  to  unconventional  attacks  while  in 
constrained  waters,  such  as  straits,  canals,  or  ports.  Similarly,  Packard 
(2000)  discusses  the  potential  vulnerability  of  the  U.S.  Marine  Corps’s 
Afloat  Prepositioning  Force  to  attack  by  enemy  SOF. 

Despite  the  prominence  that  the  antiaccess  literature  gives  the 
vulnerability  of  fixed  targets,  particularly  to  missile  attacks,  this  area 
has  been  subject  to  little  comprehensive  exploration.  Most  studies 
focus  on  the  effects  of  a  chemical  or  nuclear  attack  on  such  installa¬ 
tions  and  ignore  the  effects  of  a  more-probable  conventional  strike.  A 
good  example  of  this  is  the  detailed  examination  of  the  threat  to  ports 
and  air  bases  from  chemical-  and  nuclear-armed  missiles  in  Weaver 
and  Glaes  (1997),  which  argues  that  WMD  are  the  tools  of  choice  for 
regional  powers  to  use  against  the  critical  fixed  facilities  required  for 
U.S.  power-projection  operations.  While  one  cannot  discount  the  pos¬ 
sibility  of  a  WMD  attack  against  U.S.  installations,  it  is  also  important 
to  thoroughly  explore  non-WMD  threats  to  U.S.  deployment  opera¬ 
tions  and  fixed  installations.'® 

Fortunately,  two  excellent  recent  studies  examine  important 
facets  of  the  problem  of  air  base  vulnerability.  Stillion  and  Orletsky 
(1999)  focuses  narrowly  on  the  threat  to  unsheltered  aircraft  and  per¬ 
sonnel  from  ballistic  and  cruise  missiles  armed  with  conventional  anti¬ 
materiel  submunition  warheads  and  the  operational  problems  of  being 
forced  to  operate  from  bases  outside  the  range  of  an  enemy’s  missile 
force.  Bowie  (2002)  takes  a  broader  perspective,  arguing  that,  over  the 
long  term,  the  combined  uncertainties  arising  from  both  political  fac¬ 
tors  and  emerging  military  threats  will  tend  to  constrain  the  combat 
power  of  land-based  fighter  aircraft  significantly.  Bowie  identifies  the 
primary  military  threat  as  long-range  cruise  and  ballistic  missiles  (what 
he  labels  “deep-strike  systems”),  SOF,  and  WMD.  He  also  empha¬ 
sizes  the  vulnerability  of  unsheltered  aircraft  and  notes  that  it  would 


Some  argue  that  states  can  be  deterred  from  using  such  weapons  in  a  preemptive  anti¬ 
access  role.  For  example,  see  Bowie  (2002,  pp.  50-51). 


Introduction  9 


be  difficult  to  close  a  runway  for  an  extended  period  with  either  bal¬ 
listic  or  cruise  missiles,  but  fuel  supplies  and  prepositioned  ammuni¬ 
tion  ships  would  be  lucrative  and  hard-to-protect  targets.”  Bowie  also 
notes  that,  while  hardening  is  expensive,  closing  hardened  airfields  for 
a  substantial  period  requires  using  a  large  number  of  precision  weapons 
(see  Bowie,  2002,  pp.  45,  54-55).  Both  studies  suggest  that  long-range 
bombers  are  part  of  the  solution  to  the  antiaccess  problem.  A  third  rel¬ 
evant  study,  Shlapak  and  Vick  (1995),  does  not  explicitly  address  the 
antiaccess  issue,  but  it  does  explore  the  threat  to  airfields  and  airfield 
operations  from  SOF  units  in  detail.'^ 

Concern  about  air  base  vulnerability,  however,  is  not  a  recent  phe¬ 
nomenon.  In  the  mid-1980s,  the  threat  from  Soviet  tactical  aircraft  led 
to  concern  within  the  U.S.  Air  Force  about  operating  from  forward 
locations  that  were  under  attack.  The  result  was  the  1985  Salty  Demo 
exercise,  which  highlighted  the  chaos  that  sustained  attacks  (over  30 
strikes  per  day)  could  create  and  led  to  policy  recommendations  on 
how  to  harden  and  prepare  an  airfield  for  flight  operations  while  being 
subject  to  an  enemy’s  attack  (Correll,  1988;  Bowie,  2002,  p.  47).'^ 

While  airfields  have  has  some  analytic  treatment,  the  issue  of  vul¬ 
nerability  of  ports  to  conventional  attacks  seems  to  have  been  largely 
overlooked.  In  one  article,  Siegel  (2002,  pp.  34-36)  notes  that  even  a 
single  lucky  shot  on  a  crowded  port,  if  it  hits  an  ammunition  stockpile 
or  ship,  has  the  potential  to  cause  a  great  deal  of  damage  to  a  port.*^  In 


”  Bowie  (2002,  p.  28)  notes  that  a  week’s  supply  of  current-generation  weapons  for  three 
“air  expeditionary  forces”  weighs  about  20,000  short  tons,  the  equivalent  of  the  82nd  Air¬ 
borne  Division  plus  three  days’  worth  of  supplies. 

An  interesting  companion  piece  to  this  work  is  Vick  (1995),  which  looks  at  the  historical 
threat  to  air  bases  from  ground  attacks. 

Another  good  discussion  of  air  base  attack  can  be  found  in  Halliday  (1987),  which  exam¬ 
ines  how  three  days  of  attacks  by  one  or  two  Soviet  regiments  of  aircraft  (36  or  72  aircraft) 
would  affect  the  sortie  rates  and  aircraft  inventory  of  a  U.S.  Air  Force  fighter  wing. 

Siegel  takes  only  a  brief  look  at  a  potential  problem,  however,  and  it  is  unclear  whether  his 
conclusion  about  the  amount  of  damage  from  exploding  ammunition  would  hold  up  under 
a  more-detailed  analysis  of  the  damage  mechanism  being  posited. 
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general,  however,  there  appear  to  he  few  if  any  studies  of  the  vulner¬ 
ability  of  ports  to  conventional  attack. 

In  addition  to  military  threats  to  access,  there  are  potentially 
important  political  ones.*'’  Historically,  the  primary  reason  the  United 
States  has  lost  access  to  theater  bases  has  been  a  divergence  between 
host-nation  and  U.S.  national  interests  (Cote,  2001,  pp.  2,  12-13). 
The  United  States  lost  access  to  important  bases  in  the  Philippines 
and  Panama  because  of  domestic  political  opposition  to  its  presence.*'' 
More  recently,  the  Turkish  Parliament  rejected  a  U.S.  request  to  launch 
a  northern  front  against  Iraq  during  Operation  Iraqi  Freedom.  While 
these  particular  events  were  primarily  due  to  purely  internal  political 
forces,  an  adversary  of  the  United  States  could  potentially  attempt  to 
cause  a  similar  effect  by  using  diplomatic  suasion  to  convince  a  key 
nation  in  its  region  to  deny  U.S.  forces  the  right  to  operate  from  or 
through  that  nation’s  territory  in  the  event  of  a  conflict  between  the 
adversary  and  the  United  States.*^  Indeed,  Larson  et  al.  (2003,  pp.  xv- 
xvi,  97-98)  identified  an  opponent’s  ability  to  exploit  such  divergences 
of  interest  as  one  of  the  key  antiaccess  threats  the  United  States  faces. 
Another  potential  U.S.  political  vulnerability  is  the  trend  away  from 
formal  alliances  that  assure  access  and  provide  security  guarantees, 
such  as  the  North  Atlantic  Treaty  Organization  (NATO),  toward  more 
ad  hoc  relationships  that  are  created  as  required  and  involve  few  mili¬ 
tary  commitments  on  the  part  of  the  United  States  (Cote,  2001,  pp.  8- 
9).  The  need  to  create  such  relationships  “on  the  fly”  could  increase  an 
opponent’s  ability  to  drive  a  wedge  between  the  United  States  and  its 
potential  partners  and  thus  could  lead  either  to  the  denial  of  required 


*^  The  technical  aspects  of  port  vulnerability  and  repair  can  be  found  in  Smith,  Cooksey,  et 
al.  (1988). 

*'’  Blaker  (1990)  examines  the  importance  of  overseas  bases  and  the  international  political 
issues  involved  in  securing  basing  rights. 

*^  On  the  Philippines,  see  Cruz  de  Castro  (2003,  pp.  971-988). 

*®  The  United  States  does,  of  course,  have  powerful  tools,  such  as  power,  prestige,  and 
money,  with  which  to  counter  such  efforts  (see  Bowie,  2002,  pp.  32-33).  Some  Air  Force 
advocates  have  long  argued  that  “access”  is  not  an  issue  because  the  United  States  has  never 
been  prevented  from  conducting  significant  military  operations  to  which  it  was  seriously 
committed  (see  “The  Access  Issue,”  1998). 
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access  or  to  a  militarily  significant  delay  in  its  granting.  The  political 
antiaccess  threat  is  thus  as  serious  as  the  military  one. 

Most  of  these  studies,  however,  have  focused  on  generic  threats  to 
U.S.  access.  There  has  no  been  no  in-depth  assessment  of  what  types 
of  antiaccess  tactics  and  strategies  specific  countries  might  employ  in 
a  conflict  with  the  United  States.  The  antiaccess  analyses  that  exam¬ 
ine  specific  scenarios  generally  assume  that  the  adversary  in  question 
would  use  the  adversary’s  capabilities  to  deny  U.S.  forces  access  in 
the  same  way  as  the  (American)  analysts  would.  At  most,  they  have 
relied  on  a  nonsystematic  examination  of  a  country’s  doctrinal  writ¬ 
ings  for  ideas  about  what  types  of  antiaccess  methods  that  country 
might  employ.  In  particular,  there  has  been  no  in-depth  analysis  of 
what  types  of  antiaccess  methods  the  military  strategists  of  one  of  the 
most  prominent  candidates  for  employing  such  an  approach  might  be 
contemplating — China. 


Definition  of  Antiaccess 

Despite  the  high-level  interest  in  antiaccess  and  the  term’s  increasing 
use  in  U.S.  defense  policy  documents,  no  official  definition  of  either 
“antiaccess”  or  an  “antiaccess  strategy”  exists.'^  For  purposes  of  this 
study,  we  considered  an  antiaccess  measure  to  be  any  action  by  an  oppo¬ 
nent  that  has  the  effect  of  slowing  the  deployment  of  friendly  forces 
into  a  theater,  preventing  them  from  operating  from  certain  locations 
within  that  theater,  or  causing  them  to  operate  from  distances  farther 
from  the  locus  of  conflict  than  they  would  normally  prefer.^** 

Examples  of  antiaccess  measures  include  attacks  on  airfields, 
which  could  force  aircraft  to  operate  from  more-remote  airfields  or 
could  prevent  additional  forces  from  being  flown  into  the  theater; 
attacks  on  seaports,  which  could  prevent  additional  forces  from  being 
brought  into  the  theater  through  these  ports;  and  attacks  on  aircraft 


The  terms  access  and  antiaccess  cannot  be  found  in  the  DoD  dictionary  (DoD,  2001,  as 
amended). 

See  Larson  et  al.  (2003)  for  a  differently  worded  but  essentially  similar  definition. 
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carriers,  which  could  prevent  naval  aviation  from  operating  within  the 
theater  or  force  the  carriers  to  withdraw  to  more- distant  locations  from 
which  their  aircraft  would  he  less  effective.  Examples  of  what  were 
not  considered  antiaccess  measures  include  efforts  at  camouflage  and 
concealment,  short-range  air  defenses,  or  defensive  comhat  air  patrols 
because,  while  these  measures  might  render  U.S.  attacks  within  a  given 
area  more  risky  or  less  effective  and  could  even  deter  U.S.  forces  from 
striking  targets  in  that  area,  they  would  not  impede  the  deployment  of 
friendly  forces  into  the  overall  theater  of  conflict  or  force  them  to  oper¬ 
ate  from  more-distant  locations. 


Approach 

This  monograph  describes  the  types  of  antiaccess  measures  China 
might  employ  in  a  future  conflict  with  the  United  States,  their  poten¬ 
tial  consequences,  and  actions  the  United  States  can  take  and  capabili¬ 
ties  it  should  acquire  to  reduce  these  consequences.  We  identified  the 
types  of  antiaccess  measures  China  might  employ  in  a  future  conflict 
with  the  United  States  by  examining  Chinese  military  doctrinal  writ¬ 
ings  for  descriptions  of  actions  that,  in  the  event  of  a  conflict  between 
the  United  States  and  China,  could  impede  U.S.  access  to  the  western 
Pacific.  These  writings  were  found  in  openly  published  and  internally 
distributed  Chinese-language  books  on  military  strategy,  articles  in 
Chinese  military  journals,  reports  from  Chinese  military  newspapers, 
and  recent  Western  studies  of  Chinese  security  policy.^' 

Chinese  writings  on  military  and  security  issues  have  prolifer¬ 
ated  in  recent  years,  presenting  analysts  of  the  Chinese  military,  once 
handicapped  by  a  lack  of  primary  source  materials,  with  an  almost 
overwhelming  amount  of  new  information  and  a  wide  range  of  new 
research  opportunities  (see  Medeiros,  2003,  pp.  119-168).  In  addition 


The  last  include  Ross  (2002,  pp.  48-85),  Christensen  (2001,  pp.  5-40),  Pillsbury  (2000), 
and  Pillsbury  (1998).  Because  of  the  unlikelihood  that  members  of  China’s  defense  establish¬ 
ment  would  be  willing  to  speak  to  RAND  researchers  on  such  a  sensitive  topic,  we  did  not 
attempt  to  interview  Chinese  military  strategists  for  this  project  but  instead  incorporated 
information  from  interviews  conducted  in  other  contexts  when  relevant. 
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to  the  growing  availability  of  Chinese-language  books  and  journal  arti¬ 
cles  on  military  affairs,  a  rapidly  expanding  universe  of  information 
about  the  People’s  Liberation  Army  (PLA)  and  Chinese  security  policy 
is  also  available  on  the  Internet.^^  These  new  sources  have  yielded  new 
insights  in  many  areas  of  research  on  the  PLA,  including  strategy  and 
doctrine,  training,  and  defense  economicsT^ 

While  these  materials  promise  to  revolutionize  research  on  the 
PLA  and  Chinese  military  affairs,  they  also  present  analysts  with  sev¬ 
eral  formidable  challenges,  one  of  the  most  significant  of  which  is 
assessing  the  authoritativeness  of  sourcesT"*  We  used  two  criteria  for 
selecting  the  publications  to  read  and  evaluate  for  this  report.  First  was 
whether  a  given  source  reflected  authoritative  PLA  views  or  simply  rep¬ 
resented  the  personal  opinions  and  views  of  the  publication’s  author.^^ 
This  is  a  particularly  critical  challenge  because  publications  in  China 
are  no  longer  required  to  bear  an  official  imprimatur  or  represent  offi¬ 
cial  views.  On  the  contrary,  there  is  an  emerging  group  of  civilian  and 
military  authors  who  aspire  to  be  foreign  policy  and  security  pundits 
and  who  often  express  personal  views  in  their  writings,  in  quotes  in 
official  print  media,  and  in  television  sound  bites  that  may  or  may  not 
have  official  sanction. 

The  second  criterion  was  whether  a  publication  appeared  to  target 
a  professional  audience  or  a  wider  readership.  Many  newsstand  maga¬ 
zines  are  aimed  at  what  seems  to  be  a  growing  audience  of  amateur 
military  enthusiasts  in  China,  and  the  articles  they  carry  are  of  highly 
variable  reliability.  At  the  other  end  of  the  spectrum  are  books  clearly 
intended  to  be  read  by  military  officers  and  other  professional  defense 
specialists.  Books  printed  by  the  publishing  houses  affiliated  with  the 


For  a  comprehensive  assessment  of  the  potential  influence  of  Internet  sources,  as  well  as 
some  of  the  difficulties  the  exploitation  of  such  sources  presents  to  analysts  of  the  PLA,  see 
Fravel  (2003,  pp.  49-118).  For  a  more-general  overview  of  the  Chinese-language  resources 
available  on  the  Internet,  see  Fravel  (2000,  pp.  821-842). 

For  more,  see  Medeiros  (2005,  pp.  132-137). 

For  more  on  these  challenges,  see  Medeiros  (2003)  and  Finkelstein  (2002,  pp.  22—26). 
For  more  on  the  challenges  and  importance  of  making  this  distinction,  see  Finkelstein 

(2002,  pp.  22-26). 
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PLA’s  National  Defense  University  and  Academy  of  Military  Sciences 
(AMS)  were  considered  to  be  among  the  sources  most  likely  to  reflect 
the  mainstream  views  of  high-level  military  personnel  and  security 
strategists. 

Although  the  textual  sources  we  analyzed  for  this  study  are  author¬ 
itative  examples  of  official  Chinese  military  thinking,  it  is  important 
to  bear  in  mind  that  they  are  essentially  theoretical.  As  other  analysts 
have  wisely  cautioned,  there  may  be  a  significant  divergence  between 
the  views  set  forth  in  these  theoretical  publications  and  the  actual  prac¬ 
tice  of  the  PLA’s  “operational  art”  (Finkelstein,  2002,  pp.  22-26).  It 
should  also  be  recognized  that  the  set  of  Chinese  military  doctrinal 
writings  reviewed  for  this  study  was  undoubtedly  incomplete.  We  were 
unable  to  acquire  all  the  books  and  journals  we  wanted  to  review  as 
part  of  this  study,  and  it  is  highly  likely  that  there  are  additional  rel¬ 
evant  Chinese  military  doctrinal  publications  that  we  are  unaware  of. 

In  addition,  the  Chinese  military  writings  analyzed  for  this  study 
were  general  doctrinal  texts,  not  specific  Chinese  operational  plans 
for  conducting  operations  against  the  United  States.  In  the  absence  of 
access  to  such  operational  plans,  which  the  Chinese  government  would 
obviously  do  its  utmost  to  protect,  it  is  impossible  to  know  precisely 
how  the  Chinese  military  would  actually  carry  out  the  types  of  anti¬ 
access  measures  these  texts  imply.  In  particular,  it  is  possible  that  some 
of  the  tactics  for  defeating  more  technologically  advanced  militaries 
described  in  these  writings  were  developed  with  Taiwan  in  mind,  not 
the  United  States.  Indeed,  in  some  cases,  China  does  not  currently 
possess  the  capability  to  employ  the  tactics  mentioned  in  the  writ¬ 
ings  against  the  United  States.  As  China’s  capabilities  improve  in  the 
future,  however,  it  is  certainly  reasonable  to  assume  that  they  would  be 
employed  against  the  United  States  as  well.  Even  if  a  particular  tactic 
was  conceived  of  or  is  discussed  as  specifically  for  use  against  Taiwan, 
we  assumed  that  China  would,  when  and  if  China  acquired  the  requi¬ 
site  capability,  use  that  tactic  against  the  United  States,  unless  there  was 
a  particular  reason  not  to  do  so.  If  a  vulnerability  exists  and  if  China 
has  both  the  capability  and  an  expressed  intent  to  implement  actions 
consistent  with  exploiting  that  vulnerability,  it  would  be  imprudent  to 
assume  that  China  would  not  do  so. 
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A  related  point  is  that,  in  the  same  way  that  the  extent  to  which 
these  writings  are  intended  to  apply  to  the  United  States  is  often 
unclear,  it  is  also  often  unclear  whether  these  writings  are  specifically 
about  Taiwan  scenarios,  since  that  is  by  far  the  most  likely  major  con¬ 
ventional  military  contingency  for  China  to  become  involved  in  at 
present,  or  are  intended  to  be  more  generally  applicable.  Again,  even 
if  a  particular  tactic  was  conceived  of  or  is  discussed  as  specifically  for 
use  in  a  Taiwan  scenario,  we  assumed  that  China  would  likely  do  so 
unless  there  is  a  particular  reason  that  tactic  would  not  be  used  in  other 
scenarios. 

It  should  be  noted  that  the  military  doctrinal  writings  we  exam¬ 
ined  do  not  reflect  Chinese  analyses  of  the  performance  of  the  U.S. 
military  in  Operation  Enduring  Freedom  or  Operation  Iraqi  Freedom. 
These  operations  are  too  recent  to  have  affected  official  military  doctri¬ 
nal  writings  examined  in  this  study — any  formal  changes  to  Chinese 
doctrine  as  a  result  of  analyses  of  these  operations  will  probably  not 
appear  until  several  years  after  these  operations,  as  was  the  case  after 
Operation  Desert  Storm  in  1991.^*^ 

We  determined  the  potential  effects  of  the  antiaccess  measures 
from  these  Chinese  military-doctrinal  writings  by  assessing  the  actual 
capability  of  the  Chinese  military  to  implement  these  measures,  taking 
into  consideration  the  geography  of  the  western  Pacific  and  the  U.S. 
basing  structure  in  the  region  and  analyzing  how  such  implementation 
would  affect  U.S.  military  operations.  We  consulted  RAND  Corpo¬ 
ration  and  external  experts  on  military  operations  during  this  assess¬ 
ment  and  conducted  a  daylong  seminar  that  presented  a  hypothetical 
US.-China  conflict  scenario  to  a  group  of  RAND  specialists  on  mili¬ 
tary  operations  and  active-duty  members  of  the  U.S.  military.  Attend¬ 
ees  described  probable  U.S.  operational  approaches  to  the  conflict  and 
assessed  the  likely  effects  of  Chinese  antiaccess  measures  on  U.S.  oper¬ 
ations. 

Finally,  the  actions  the  United  States  can  take  and  the  capabilities 
it  should  acquire  to  reduce  the  effects  of  Chinese  antiaccess  measures 


For  a  review  of  initial  Chinese  analyses  of  Operation  Iraqi  Freedom,  see  Albert  et  al. 
(2003). 
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were  largely  developed  through  consultation  with  RAND  and  external 
experts  on  the  associated  areas  of  military  operations.  This  included  the 
daylong  seminar  examining  a  hypothetical  U.S.-China  conflict  sce¬ 
nario,  which  considered  not  just  the  likely  effects  of  Chinese  antiaccess 
measures  hut  also  actions  the  United  States  could  take  and  capabilities 
it  could  acquire  to  counter  them. 


CHAPTER  TWO 


Contemporary  Chinese  Military  Strategy 


The  bulk  of  Chinese  writings  on  military  strategy  focus  on  such  topics 
as  amphibious  operations;  missile  campaigns;  joint  operations;  defen¬ 
sive  information  warfare;  air  defense;  concealment,  denial,  and  decep¬ 
tion;  psychological  operations;  and  modernization  of  its  command, 
control,  communications,  computers,  intelligence,  surveillance,  and 
reconnaissance  (C^ISR)  systems.  Antiaccess  is  not  a  distinct  topic  in 
these  writings.  The  Chinese  military  publications  we  analyzed  for  this 
study  do  not  appear  to  even  use  a  term  equivalent  to  antiaccess  or  refer 
to  the  considerable  body  of  U.S.  writings  on  the  topic.  Close  analysis  of 
Chinese  military  publications,  however,  including  internal  and  openly 
published  books,  journal  articles,  and  military  newspaper  reports,  indi¬ 
cates  that  the  strategies  China  is  likely  to  employ  in  a  conflict  with  the 
United  States  will  contain  prominent  antiaccess  elements.  Indeed,  anti¬ 
access  themes  are  pronounced  when  Chinese  strategists  discuss  options 
available  to  the  PLA  for  wresting  the  initiative  from  the  United  States 
or  for  preventing  the  timely  deployment  of  additional  U.S.  forces  in 
Asia. 

This  chapter  provides  an  overview  of  Chinese  strategists’  view  of 
the  nature  of  warfare  in  the  current  security  environment,  the  PLA’s 
military  limitations  in  the  context  of  that  security  environment,  and 
their  overall  assessment  of  U.S.  military  power.  It  then  describes  over¬ 
all  strategic  principles  Chinese  military  writers  identify  as  important 
for  the  PLA  to  be  able  to  confront  a  technologically  superior  adversary 
effectively  in  a  military  conflict  and  Chinese  perceptions  of  vulnerabil¬ 
ities  in  the  U.S.  approach  to  warfare.  The  chapter  that  follows  describes 
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some  of  the  specific  strategies  and  tactics  Chinese  military  sources  dis¬ 
cuss  that  have  the  potential  to  affect  U.S.  access  to  the  Asia-Pacific 
region  in  the  event  of  conflict  with  China. 


Sources  of  Chinese  Strategy 

When  contemplating  the  most  effective  way  to  contend  with  the  U.S. 
military,  Chinese  strategic  thinking  is  largely  shaped  hy  three  sepa¬ 
rate  aspects  of  China’s  current  security  environment:  the  likely  nature 
of  future  military  conflict,  the  limitations  of  China’s  current  military 
capabilities,  and  the  overwhelming  military  dominance  of  the  United 
States. 

"Local  War  Under  High-Technology  Conditions" 

Like  many  things  in  China,  the  official  view  of  the  nature  and  demands 
of  warfare  has  changed  radically  since  the  initiation  of  China’s  eco¬ 
nomic  and  political  reform  program  in  the  late  1970s.  Chinese  views 
of  warfare  have  evolved  in  response  to  their  changing  assessment  of  the 
international  environment  and  the  nature  of  the  threats  China  must 
confront  in  that  environment.  This  view  of  modern  warfare,  in  turn, 
has  shaped  the  military  doctrine  China  has  developed  to  protect  and 
assert  the  nation’s  interests  in  the  new  environment. 

Since  1976,  the  PLA’s  operational  doctrine  has  evolved  from  advo¬ 
cating  a  largely  defensive  war  based  on  using  China’s  strategic  depth 
and  massive  population  to  gradually  wear  down  an  opponent  to  an 
offensive  strategy  based  on  the  rapid  projection  of  force  in  response  to 
external  threats  and  seizing  the  initiative  at  the  outset  of  conflict.  Chi¬ 
na’s  national  military  strategy  has  shifted  from  continental  defense  to 
defending  areas  on  China’s  periphery  and  to  maritime  force  projection. 
One  important  consequence  of  this  change  in  military  strategy  is  that 
it  has  forced  the  PLA,  traditionally  a  low-tech  military  geared  toward 
guerrilla  warfare  and  massed  infantry  tactics,  to  come  to  grips  with  its 
inadequacies  in  conducting  warfare  that  places  a  premium  on  mobility, 
rapid  operations,  and  modern  precision  weaponry. 
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From  1978  to  1985,  the  PLA  described  the  type  of  war  it  expected 
to  fight  as  “people’s  war  under  modern  conditions.”  Its  primary  focus 
was  on  how  to  defend  China  from  a  limited  invasion  by  the  Soviet 
Union  aimed  at  key  political  and  industrial  centers  in  north  China. 
While  the  PLA  continued  to  rely  on  massing  large  armies  to  repel 
invaders,  it  could  no  longer  rely  on  luring  an  enemy  deep  within  its  ter¬ 
ritory  to  weaken  its  adversary.  Although  China  was  still  a  largely  agrar¬ 
ian  society,  important  economic  and  political  centers  had  emerged  in 
the  second  half  of  the  20th  century  that  had  to  be  defended.  By  the  late 
1970s,  Chinese  military  strategists  were  concerned  that,  in  the  event 
of  war  with  the  Soviet  Union,  Soviet  military  forces  would  not  seek 
to  invade  all  of  China  but,  rather,  simply  choose  to  occupy  China’s 
important  industrial  centers  in  its  northeastern  provinces,  near  its  bor¬ 
ders  with  the  Soviet  Union. 

In  response  to  these  perceived  changes  in  the  security  threat  it 
confronted,  the  PLA  planned  to  defend  China  at  its  borders  with  a 
strategy  of  “active  defense.”  As  then-president  of  AMS  Xiao  Ke  put  it, 

to  follow  the  method  of  “luring  the  enemy  in  deep”  used  by  the 
Red  Army  during  the  Jiangxi  period  and  apply  it  mechanically 
would  be  absurd.  At  that  time  we  occupied  no  cities  and  had  no 
modern  industry;  we  took  everything  needed  from  the  enemy.* 

Instead,  the  PLA  would  conduct  a  series  of  blocking  actions  meant  to 
channel  the  Soviet  Army  into  battlefields  of  the  PLA’s  choosing.  While 
China’s  conventional  military  forces  kept  the  Soviets  occupied,  guerrilla 
forces  would  maneuver  behind  the  main  Soviet  force  to  attack  logistics 
targets  to  wear  down  the  Soviet  assault.  Once  Soviet  forces  had  weak¬ 
ened,  the  PLA  would  conduct  counterattacks  against  the  Soviets. 

As  the  geopolitical  situation  changed  in  the  1980s,  so  did  Chinese 
doctrine.  In  1985,  Chinese  strategists  concluded  that,  because  of  the 
Soviet  Union’s  preoccupation  with  countering  the  United  States,  war 
with  the  Soviet  Union  was  unlikely.  While  war  with  the  Soviet  Union 
was  not  excluded,  it  was  believed  that  any  military  confrontation  with 


1 


From  Xinhua,  September  9,  1979,  cited  in  Godwin  (2001,  p.  91). 
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the  Soviet  Union  would  be  limited  in  geographical  scope  and  political 
objective.  Military  planners  also  began  to  envision  other  contingencies 
along  China’s  borders  that  might  require  military  action.  PLA  theorists 
predicted  that  these  new  contingencies  would  be  “local,  limited  wars” 
with  an  objective  to  “assert  one’s  own  standpoint  and  will  through  lim¬ 
ited  military  action”  rather  than  complete  annihilation  of  an  adversary’s 
capabilities  (Jiao  and  Xiao,  1987;  quoted  in  Godwin,  1992,  p.  194). 
Chinese  military  planners  expected  these  wars  to  be  short  and  believed 
that  they  would  be  determined  not  only  by  military  action  but  also  by 
political  and  diplomatic  factors. 

Preparing  for  local,  limited  wars  that  could  break  out  in  a  variety 
of  locales  presented  the  PLA  with  many  challenges.  Instead  of  focus¬ 
ing  on  an  invasion  from  the  north,  China  now  also  had  to  consider 
using  its  military  around  the  entirety  of  its  periphery,  including  the 
ocean.  Operationally,  the  PLA  emphasized  offensive  operations  that 
could  bring  about  a  rapid  decision  to  a  conflict,  rather  than  engaging 
in  a  protracted  war.  It  established  better-trained  and  -equipped  rapid- 
reaction  forces  and  “fist  units”  to  respond  quickly  to  contingencies  and 
began  to  emphasize  joint  operations,  which  for  the  first  time  eroded 
the  dominance  of  the  ground  forces  in  Chinese  strategy  (Godwin, 
1999,  p.  54). 

The  overwhelming  success  of  the  United  States-led  invasion  of 
Iraq  during  the  Gulf  War  in  1991,  however,  forced  Chinese  analysts 
to  reconsider  their  ability  to  fight  an  opponent  armed  with  advanced 
weaponry.  The  Gulf  War  did  conform  to  the  Chinese  view  of  modern 
wars  as  being  quick  and  intense,  but  the  effectiveness  with  which  the 
US.  military  used  airpower  and  joint  operations  to  paralyze  an  Iraqi 
army  that  was  in  some  cases  armed  with  Chinese  weapons  caused  con¬ 
cern  within  the  PLA  that  it  was  woefully  unprepared,  in  terms  of  both 
technology  and  operational  doctrine,  to  fight  and  win  a  similar  type 
of  war.2  As  one  analyst  of  Chinese  doctrine  (Godwin,  1999,  p.  55) 
writes. 


^  According  to  International  Institute  for  Strategic  Studies  (1990),  Chinese-made  weap¬ 
onry  in  Iraq’s  inventory  included  1,500  Type  59  and  Type  69  tanks,  1,000  YW-531  armored 
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[w]hat  PLA  analysts  saw  was  not  a  war  of  the  future,  but  a  war 
as  it  could  be  fought  today  by  a  post-industrial  power.  Little  the 
PLA  had  achieved  by  reorganization,  modifying  its  force  struc¬ 
ture,  building  a  better  educated  officer  corps,  reconceptualizing 
the  manner  it  planned  to  conduct  future  wars,  and  more  realistic 
training  could  offset  the  impact  of  technology  on  operations  by 
well-trained,  properly  organized  joint  forces  exploiting  the  tech¬ 
nological  sophistication  of  their  armaments  and  supporting  sys¬ 
tems. 

PLA  analysis  of  the  Gulf  War  paid  considerable  attention  to  the 
role  of  the  U.S.  military’s  reconnaissance  and  surveillance  assets.  The 
role  of  airpower  received  attention  for  its  ability  to  destroy  air  defense 
and  command-and-control  nodes,  while  the  U.S.  use  of  stealth  aircraft 
and  cruise  missiles  highlighted  the  difficulties  the  PLA  would  have 
in  defending  itself  against  an  attack  from  an  advanced  air  force  (Sun 
Lihui,  2002). 

In  1993,  President  Jiang  Zemin  directed  the  PLA  to  focus  on  pre¬ 
paring  to  fight  [“local  wars  under  high-technology 

conditions”].  As  the  term  suggests,  there  are  two  discrete  components 
to  this  concept,  each  the  product  of  distinct  trends  in  the  international 
security  environment.  Local  wars  under  modern  high-technology  con¬ 
ditions,  also  called  [“high-technology  local  wars”],  are 

(1)  limited  in  geographical  scope,  duration,  and  political  objectives 
and  (2)  dominated  by  high-technology  weaponry.  They  feature  highly 
accurate  and  lethal  firepower;  the  joint  use  of  air,  land,  and  sea  forces; 
the  intense  use  of  information  technology;  and  high  mobility,  lethality, 
and  resource  consumption.  High-technology  local  wars  are  also  char¬ 
acterized  by  near-total  battlefield  awareness,  nonlinear  battlefields,  and 
multidimensional  combat  (Finkelstein,  1999,  pp.  127-128). 

Local  wars  differ  fundamentally  from  total  war,  the  type  of  war¬ 
fare  that  the  PLA  traditionally  prepared  to  fight.  In  total  war,  the 
PLA’s  objective  would  have  been  the  total  destruction  of  all  threaten¬ 
ing  enemy  forces,  who,  in  turn,  would  have  been  bent  on  the  complete 


personnel  carriers,  an  unspecified  number  of  Type  59-1  howitzers,  and  60  J-6  and  40  J-7 
fighters. 
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destruction  of  the  Chinese  communist  state.  In  contrast,  PLA  theorists 
assess  that  local  wars  are  characterized  hy  the  pursuit  of  limited  politi¬ 
cal  goals  through  relatively  limited  use  of  force.^  Military  force  is  more 
of  an  adjunct  to  diplomatic  strategies  aimed  at  achieving  or  defend¬ 
ing  discrete  political  objectives.  According  to  Peng  and  Yao  (2001, 
p.  451),  in  local  wars,  “what  is  emphasized  most  is  the  combined  use  of 
many  types  of  military,  political,  economic,  and  diplomatic  measures” 
[authors’  translation].  Military  action  is  intended  to  create  conditions 
for  the  achievement  of  the  desired  political  outcome. 

Chinese  strategists  formally  began  to  use  the  term  high-technology 
to  describe  contemporary  warfare  following  the  first  Gulf  War.  High- 
technology  is  the  general  label  Chinese  writers  use  to  describe  advances 
in  the  range,  precision,  and  destructiveness  of  modern  weapon  systems, 
as  well  as  in  the  effectiveness  and  integration  of  reconnaissance  and 
communication  capabilities.  While  Chinese  strategists  had  empha¬ 
sized  the  role  of  technology  in  warfare  since  the  late  1970s,  the  U.S. 
performance  in  the  first  Gulf  War  made  a  deep  impression  on  them.  As 
one  Chinese  official  has  noted  (Ding,  1995), 

the  Gulf  War  demonstrated  that  the  application  of  high-tech  in 
the  military  has  given  weapons  an  unprecedented  degree  of  preci¬ 
sion  and  power,  heightening  the  suddenness,  three  dimensional¬ 
ity,  mobility,  rapidity,  and  depth  of  modern  warfare. 

The  U.S.  military’s  devastation  of  Iraq’s  army,  which  was  mostly 
equipped  with  Soviet  and  Chinese  weaponry,  offered  Chinese  observers 
sobering  proof  of  high-technology  weaponry’s  ability  to  deliver  highly 
accurate,  lethal  firepower  and  thereby  bring  about  a  rapid  decision  on 
the  battlefield. 

Although  there  have  been  important  advances  across  a  wide  range 
of  weaponry-related  technology,  Chinese  military  analysts  consider 
information  technology  to  be  what  truly  differentiates  high-technology 
warfare  from  earlier  forms  of  warfare.  As  one  Chinese  general  explains, 
“information  equipment  of  all  kinds  is  linked  into  wide-ranging  net¬ 
works,  forming  huge  information  systems  with  C^ISR  systems  at  their 


^  See,  for  example,  Peng  and  Yao  (2001,  pp.  435-437,  450-452,  487-488). 
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core,  becoming  the  nerve  center  of  a  modern  armed  force”  (Dai,  2002). 
Improvements  in  sensor,  communication,  and  guidance  technologies 
allow  a  high-technology  military  to  gather  and  utilize  information 
about  the  battlefield  more  rapidly  and  effectively  than  ever  before.  As 
impressive  as  such  individual  U.S.  platforms  as  the  B-2  stealth  bomber 
are,  Chinese  analysts  believe  that  U.S.  military  superiority  actually  rests 
on  its  effective  use  of  information  technology  (its  C^ISR  network). 

Ultimately,  the  distinct  trends  of  “local  war”  and  “high- 
technology  conditions”  have  similar  and  mutually  reinforcing  effects 
on  the  nature  of  war.  Foremost  among  these  is  to  make  wars  short, 
perhaps  consisting  of  a  single  campaign  that  will  be  highly  destructive 
and  decided  quickly.  This  implies  that  victory  in  the  opening  battle 
may  decide  a  war  (Li,  1999,  pp.  149-150). 

Operationally,  high-technology  local  wars  create  an  imperative 
that  a  military  be  able  to  seize  and  hold  the  initiative  from  the  outset  of 
hostilities.  High-technology  local  wars  offer  little  opportunity  for  one 
side  to  present  an  effective  defense  if  it  finds  itself  disadvantaged  fol¬ 
lowing  an  initial  onslaught.  In  the  words  of  one  Chinese  analyst,  “in  a 
limited  high-tech  war,  where  the  pace  of  action  is  fast  and  the  duration 
short,  a  campaign  often  takes  on  a  make-or-break  character.  Clearly 
the  quick  and  decisive  battle  assumes  much  more  importance  in  such 
a  war”  (Lu,  1996).  Once  lost,  it  is  all  but  impossible  for  a  country  to 
regain  the  initiative."* 

China's  Military  Weaknesses 

Although  China  has  made  considerable  progress  in  military  modern¬ 
ization,  the  demands  of  high-technology  local  warfare  present  a  wide 
range  of  serious  challenges  to  the  PLA.  Through  most  of  its  existence, 
the  PLA  had  prepared  for  warfare  that  would  be  conducted  on  the 
mainland  itself,  where  its  overwhelming  numbers,  coupled  with  Chi- 


*  Since  December  2004,  the  terms  local  war  under  high-technology  conditions  and  high- 
technology  local  war  have  been  replaced  in  Chinese  doctrinal  writings  by  the  term  fa.id-h 
iSfiT'  [informationalized  war].  This  new  concept  emerged  after  the  bulk  of  the  research  for 
this  project  had  been  completed,  however,  and  the  doctrinal  implications  between  high- 
technology  local  war  and  informationalized  war  were  not  fully  clear  at  the  time  this  study  was 
completed. 
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na’s  geographic  vastness,  would  eventually  wear  down  an  invading 
force.  High-technology  local  war  requires  something  dramatically  dif¬ 
ferent.  The  PLA  needs  to  he  able  to  project  power  rapidly  to  its  periph¬ 
ery  or  heyond,  to  confront  an  adversary  that  likely  has  technologically 
superior  weaponry  and  prohahly  has  no  intention  of  trying  to  take  and 
hold  territory  on  the  mainland. 

Many  Chinese  writers  and  strategists  are  under  no  illusions 
regarding  the  PLA’s  shortcomings,  including  the  quality  of  training, 
the  educational  level  of  PLA  personnel,  and  even  doctrinal  issues. 

The  challenges  China  will  face  in  a  high-technology  local  war  are 
compounded  hy  the  PLA’s  technological  and  doctrinal  shortcomings. 
Internal  assessments  of  the  state  of  the  Chinese  military  moderniza¬ 
tion  assert  that  the  PLA  has  yet  to  fully  develop  “mechanized”  warfare 
capabilities  similar  to  those  the  United  States  and  the  Soviet  Union 
deployed  up  to  the  late  1970s,  to  say  nothing  of  the  ability  to  prosecute 
an  “informationized  (high-technology)”  war  effectively  (Xu,  2002;  Li, 
2000;  Yang,  1998).  Given  these  realities,  many  Chinese  strategists  con¬ 
cede  that  high-technology  local  war  presents  the  PLA  with  “grim  chal¬ 
lenges”  (Li,  1998). 

Chinese  analysts  also  bluntly  acknowledge  that  China’s  military 
technology  is  inferior  to  that  of  its  most  likely  potential  adversaries  and 
that  this  situation  will  not  change  for  the  foreseeable  future.^  As  a  pas¬ 
sage  in  Peng  and  Yao  (2001,  p.  466)  explains, 

the  most  salient  objective  reality  that  the  PLA  will  face  in  future 
campaign  operations  is  the  fact  that  it  will  be  using  inferior  weap¬ 
ons  to  deal  with  an  enemy  that  has  superior  arms,  [authors’  trans¬ 
lation] 

The  passage  goes  on  to  note  that  the  PLA’s  “guiding  concepts”  for  mili¬ 
tary  planning  need  to  be  developed  with  “a  clear  recognition  of  this 
reality”  (Peng  and  Yao,  2001,  p.  467  [authors’  translation]).  Chinese 
analysts  also  acknowledge  that  one  consequence  of  this  deficiency  is 
that  China  will  likely  absorb  a  great  deal  of  damage  and  must  be  will- 


^  See,  for  example,  Peng  and  Yao  (2001,  pp.  466—467). 


Contemporary  Chinese  Military  Strategy  25 


ing  to  “pay  a  heavy  price”  in  any  conflict  with  a  technologically  supe¬ 
rior  adversary,  such  as  the  United  States.'’ 

Chinese  strategists  point  in  particular  to  weaknesses  in  the  PLA’s 
long-range  precision-strike  capabilities.  According  to  Wang  and  Zhang 

(2000,  p.  25), 

in  view  of  actual  conditions,  the  PLA  in  a  short  time  or  in  a  con¬ 
siderably  long  time  will  not  possess  the  Ikif  A'fkfTf&teA  [deep 
and  multidirectional  strike  capabilities]  of  the  world’s  top  mili¬ 
tary  powers,  [authors’  translation] 

The  PLA  has  also  suffered  from  doctrinal  weaknesses,  according 
to  a  number  of  Chinese  writers.  Aside  from  the  challenging  materiel 
demands  of  high-technology  local  war,  Chinese  strategists  must  also 
develop  new  strategies,  tactics,  and  principles  to  guide  how  the  PLA 
will  train  for  and  operate  in  future  military  conflicts.  The  doctrinal 
transition  from  People’s  War  to  a  military  strategy  more  suitable  to 
high-technology  local  war  has  not  been  smooth  or  clear.  As  one  article 
in  Chinese  Military  Science  noted,  the  PLA  has  “yet  to  solve”  the  chal¬ 
lenge  of  “freeing  itself  from  the  influence  of  old  conventions,  familiar 
rules,  and  outdated  concepts”  (Huang  and  Zuo,  1996,  pp.  49-56).  As 
described  earlier,  high-technology  local  war  entails  a  range  of  opera¬ 
tional  requirements  very  different  from  the  sort  called  for  by  the  PLA’s 
older.  People’s  War  doctrine.^ 

U.S.  Military  Technological  Superiority 

One  of  the  most  persistent  themes  in  Chinese  military  writings  is  that 
many,  if  not  most,  of  the  PLA’s  potential  adversaries  are  substantially 
more  advanced  than  the  PLA  in  terms  of  military  technology.®  Nowhere 
is  the  gap  in  military  technology  more  severe  than  between  the  PLA 


See,  for  example,  Jiang  (1997,  pp.  111-112). 

^  In  1999,  the  PLA  issued  a  new  set  of  operational  regulations.  At  the  time  that  the  analysis 
for  this  study  was  conducted,  it  was  not  yet  clear  whether  PLA  analysts  assessed  these  new 
regulations  to  have  fully  resolved  its  doctrinal  shortcomings  (see  Finkelstein,  2002). 

®  The  PLA  has  often  faced  or  prepared  to  face  technologically  superior  adversaries,  and  this 
has  historically  been  an  important  theme  in  Chinese  writings  on  strategy  and  doctrine.  For 
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and  the  U.S.  military.  Chinese  military  analysts  recognize  that  con¬ 
tending  with  U.S.  military  power  in  a  local  war  will  pose  extreme  chal¬ 
lenges  for  the  PLA,  particularly  within  the  context  of  high-technology 
local  war  (Godwin,  2001).® 

Chinese  strategists  also  acknowledge  that  the  United  States  sets 
the  standard  for  military  power  in  today’s  world.  The  United  States 
has  been  at  the  center  of  the  information  revolution,  which  in  turn 
forms  the  technological  basis  of  high-technology  local  war.  Perhaps 
more  importantly,  the  U.S.  military  has  demonstrated  the  ability  to 
use  that  technology  to  enhance  its  overall  combat  effectiveness  to  a 
far  greater  extent  than  any  other  military.  Chinese  Lieutenant  General 
Li  Jijun  illustrates  this  recognition  of  U.S.  military  power  in  describ¬ 
ing  the  U.S.  performance  in  the  first  Gulf  War,  noting  that  it  dem¬ 
onstrated  “great  strategy,  great  command,  great  logistics,  and  a  great 
alliance  forming  a  great  system.”  General  Li  concludes  that  the  U.S. 
performance  represented  a  “big  step  forward  in  both  military  theory 
and  practice”  (Shi,  1995,  pp.  70-76). 

At  the  same  time,  Chinese  military  leaders  understand  that  a  very 
real  possibility  exists  that  China  will  have  to  confront  that  same  U.S. 
military  if  it  is  going  to  preserve  or  affirm  what  Beijing  believes  are 
its  sovereign  rights  over  Taiwan.  Knowledge  of  their  weakness  rela¬ 
tive  to  U.S.  military  power  is  insufficient  to  compel  Chinese  leaders  to 
renounce  interests  that  might  bring  them  into  conflict  with  the  United 
States.  It  is  important  to  understand,  therefore,  what  Chinese  strate¬ 
gists  consider  to  be  the  strategic  principles  for  defeating  a  technologi¬ 
cally  superior  adversary. 


more  on  developments  in  Chinese  doctrine  from  the  Korean  War  to  the  period  after  the  Gulf 
War,  see  Godwin  (2001,  pp.  87-118). 

®  Godwin  cites  an  article  by  a  PLA  analyst  who  asserts  that  there  are  no  historical  cases  in 
which  a  country  with  a  technologically  inferior  military  has  defeated  a  technologically  supe¬ 
rior  adversary  in  a  high-technology  local  war. 
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Strategic  Principles  for  Defeating  a  Technologically 
Superior  Adversary 

It  is  apparent  that  many  Chinese  strategists  recognize  the  scope  of  the 
challenges  the  PLA  must  confront,  as  descrihed  above.  These  strate¬ 
gists  understand  that  the  nature  of  warfare  has  changed  in  a  way  that 
renders  China’s  traditional  strengths,  such  as  its  strategic  depth,  all  hut 
irrelevant.  They  also  appear  to  understand  that  the  PLA  has  to  develop 
rapid-reaction  and  force-projection  capabilities  that  its  technology  base 
and,  to  a  lesser  extent,  operational  doctrine  cannot  currently  support. 
Finally,  they  recognize  that  one  of  their  most  likely  adversaries,  the 
United  States,  is  superior  to  the  PLA  in  almost  all  aspects  of  high- 
technology  local  war  and  that  the  dangers  the  PLA  would  have  to  con¬ 
front  in  an  open  conflict  with  the  U.S.  military  would  be  extreme. 

Chinese  military  writings  suggest  that  the  PLA’s  strategic  approach 
to  these  challenges  has  coalesced  around  a  number  of  discrete  themes. 
Articles  in  Chinese  military  journals  and  publications  describe  a  range 
of  strategies  and  tactics  designed  to  maximize  China’s  chances  of  pre¬ 
vailing  in  a  high-technology  local  war  against  the  United  States. 

Underlying  the  Chinese  approach  toward  a  potential  conflict  with 
the  United  States  is  the  conviction  that  even  an  adversary  with  supe¬ 
rior  weapons,  technology,  and  equipment  will  be  unable  to  maintain 
absolute  superiority  in  all  respects.  Military  conflict  does  not  occur  in 
a  vacuum.  Rather,  it  takes  place  within  a  specific  geographic  and  politi¬ 
cal  context  that  will  inevitably  provide  the  PLA  with  opportunities 
to  offset  the  United  States’  advantages  in  technology.  As  Jiang  (1997, 
pp.  113-114)  explains, 

if  China  confronts  an  enemy  with  high  technology  and  superior 
equipment  in  a  local  war,  it  is  impossible  that  the  enemy  would 
also  have  comprehensive  superiority  in  politics,  diplomacy,  geog¬ 
raphy,  and  support,  [authors’  translation] 

In  considering  all  the  factors  that  have  an  influence  on  the  out¬ 
come  of  a  conflict,  “apart  from  its  technological  superiority,  it  would  be 
difficult  for  the  enemy  to  gain  superiority  in  all  of  these  other  respects.” 
As  a  result,  “there  are  opportunities  to  defeat  even  adversaries  with 
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the  most  advanced  weaponry  and  equipment”  (Jiang,  1997,  p.  112 
[authors’  translation]) 7° 

The  central  challenge  for  Chinese  military  planners,  therefore,  is 
to  devise  strategies  that  will  maximize  China’s  relative  strengths  and 
create  opportunities  to  exploit  U.S.  weaknesses.  This  is  reiterated  in 
numerous  sources,  including  an  internal  volume  on  the  study  of  cam¬ 
paigns,  which  states  that  “only  hy  using  its  areas  of  strength  to  strike  at 
the  enemy’s  weakness  can  the  PLA  achieve  campaign  victory  in  future 
wars  against  aggression”  (Wang  and  Zhang,  2000,  p.  25  [authors’ 
translation]). 

Avoiding  Direct  Confrontation 

Chinese  strategists  appear  to  understand  that  success  against  the  U.S. 
military  depends  on  China’s  ability  to  avoid  a  direct  confrontation  with 
U.S.  forces  in  a  traditional,  force- on-force  battle.  In  an  interview  with 
the  newspaper  China  Youth  Daily,  a  PLA  senior  colonel  compared  any 
attempt  by  China  to  contend  directly  with  the  United  States  in  a  high- 
technology  conflict  to  “throwing  an  egg  against  a  rock”  (Sha,  1999). 
This  sentiment  is  echoed  broadly  (although  less  colorfully)  in  a  number 
of  articles  appearing  in  more-authoritative  journals.  The  conclusion 
these  articles  stress  is  that  the  PLA  must  develop  operational  doctrine 
and  combat  capabilities  that  will  allow  it  to  exploit  U.S.  vulnerabilities 
decisively." 

Seizing  the  Initiative  Early 

No  principle  is  as  routinely  and  uniformly  emphasized  in  Chinese  writ¬ 
ings  on  the  demands  of  high-technology  local  war  as  the  need  for  the 
PLA  to  seize  the  initiative  from  the  outset  of  a  conflict.  Although  offi¬ 
cial  Chinese  doctrine  holds  that,  at  the  strategic  level,  China  will  never 


For  one  example  among  the  many  sources  that  address  this  topic,  see  Jiang  (1997).  On 
pp.  35-41,  Jiang  discusses  the  PLA’s  history  of  fighting  against  enemies  with  superior  equip¬ 
ment  and  technology  in  the  Chinese  civil  war,  the  war  against  Japan,  and  the  Korean  War. 
In  addition,  Jiang  notes  that  it  was  Mao  Zedong  who,  at  a  meeting  in  September  1953,  first 
officially  raised  the  formulation  of  [“using  inferior  equipment  to 

defeat  an  enemy  with  superior  equipment”]. 

See,  for  example,  Shen  (1998,  pp.  218-219). 


n 
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initiate  a  conflict,  Chinese  military  observers  view  seizing  the  initiative 
at  the  operational  level  to  be  an  imperative  if  they  hope  to  have  any 
chance  of  success,  particularly  against  an  adversary  as  potent  as  the 
United  States.  As  one  Liberation  Army  Daily  article  argues,  “in  a  high- 
tech  local  war,  a  belligerent  which  adopts  a  passive  defensive  strategy 
and  launches  no  offensive  against  the  enemy  is  bound  to  fold  its  hands 
and  await  destruction”  (Huang,  1999,  p.  6). 

The  risks  of  passively  waiting  for  the  enemy  to  complete  deploy¬ 
ment  and  buildup  of  forces  are  potentially  devastating.  Once  the  U.S. 
marshals  its  forces,  the  PLA  would  find  itself  in  an  untenable  position. 
In  the  words  of  one  Chinese  analyst  (Lu,  1996), 

if  [the  PLA]  just  sits  there  and  waits  for  the  enemy  to  complete 
assembling  its  full  array  of  troops,  China’s  fighting  potential  will 
certainly  be  more  severely  jeopardized  because  the  enemy  will 
then  be  in  a  position  to  put  its  overall  combat  superiority  to  good 
use,  making  it  more  difficult  for  China  to  win  the  war. 

Moreover,  “for  the  weaker  party,  waiting  for  the  enemy  to  deliver 
the  first  blow  will  have  disastrous  consequences  and  may  even  put  it 
in  a  passive  situation  from  which  it  will  never  be  able  to  get  out”  (Lu, 
1996). 

Surprise 

Chinese  strategists  recognize  that  attaining  some  degree  of  surprise 
may  be  necessary  to  effectively  seize  the  initiative  in  a  conflict  with  an 
adversary  as  powerful  as  the  United  States.  Indeed,  numerous  Chinese 
strategists  emphasize  [achieving  victory  through  surprise]  by 

striking  at  an  unexpected  time  and  in  an  unanticipated  place. In  one 
recent  internal  volume  (Wang  and  Zhang,  2000,  pp.  108-110),  Chi¬ 
nese  military  writers  highlight  the  importance  of  surprise,  defining  it 
and  describing  its  potential  results  as  follows: 

Taking  the  enemy  by  surprise  would  catch  it  unprepared  and 
cause  confusion  within  and  huge  psychological  pressure  on  the 
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See,  for  instance,  Peng  and  Yao  (2001,  p.  307). 
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enemy  and  would  help  one  win  relatively  large  victories  at  rela¬ 
tively  small  costs,  [authors’  translation] 

Wang  and  Zhang  (2000,  pp.  108-110)  further  states  that,  once  sur¬ 
prise  is  achieved,  the  PLA  must  exploit  it  decisively  as  quickly  as  pos¬ 
sible: 


Under  modern  conditions,  it  is  difficult  to  sustain  surprise, 
which  can  only  exist  at  the  beginning.  Therefore,  once  surprise  is 
achieved,  one  must  move  quickly  to  exploit  and  expand  the  initial 
battle  success,  so  as  not  to  let  the  enemy  regain  its  footing  from 
the  confusion,  [authors’  translation] 

How  China  will  he  able  to  conduct  such  operations  in  the  face 
of  the  clear  superiority  the  U.S.  military  holds  over  Chinese  forces 
remains  a  problem.  Chinese  analysts  express  their  concerns  that  sur¬ 
prise  is  becoming  more  difficult  to  achieve,  although  they  assess  that  it 
is  still  possible.  According  to  Wang  and  Zhang  (2000,  pp.  108-110), 

disguising  one’s  own  intent  well  is  an  important  element  of  taking 
the  enemy  by  surprise.  The  objective  of  disguising  one’s  intent 
can  be  achieved  through  camouflage,  deception,  feint,  and  under 
bad  weather.  Although  it  has  become  more  difficult  to  disguise 
one’s  intent  under  modern  conditions,  modern  campaign  practice 
has  proved  that  it  is  still  possible  to  take  the  enemy  by  surprise 
through  excellent  stratagem,  smart  camouflage,  deception,  feint, 
and  under  bad  weather  conditions.  With  developments  in  dis¬ 
guising  technology  and  equipment,  it  is  particularly  important  to 
deceive  and  mislead  the  enemy  by  high-technology  means  so  as 
to  truly  hide  one’s  intent  and  achieve  victory  by  taking  the  enemy 
by  surprise,  [authors’  translation] 

In  terms  of  timing,  it  is  critical  to  strike  before  the  superior  adver¬ 
sary  has  a  chance  to  initiate  its  own  attack  or  when  it  is  still  deploy¬ 
ing  its  forces  and  building  up  its  strength.  According  to  one  Chinese 
writer,  “the  enemy  is  most  vulnerable  during  the  early  phase  of  the  war 
when  it  is  still  deploying  troops  and  making  operational  preparations” 
(Lu,  1996).  Similarly,  the  authors  of  a  Chinese  book  on  U.S.  military 
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Strategy  (Pan  and  Sun,  1994,  p.  238)  view  the  deployment  phase  as  a 
critical  period  of  weakness  for  the  United  States: 

In  the  opening  stage,  it  is  impossible  to  rapidly  transfer  enor¬ 
mous  forces  to  the  battlefield.  Thus  [the  United  States]  is  unable 
to  establish  superiority  of  forces  and  firepower,  and  it  is  easy  for 
the  U.S.  military  to  be  forced  into  a  passive  position  from  the 
start;  this  could  very  possibly  have  an  impact  on  the  process  and 
outcome  of  the  conflict,  [authors’  translation] 

To  this  end,  one  possibility  mentioned  in  an  internal  volume  is  using 
a  military  exercise  as  ItlP  [cover]  for  the  preparations  that  would  pre¬ 
cede  an  attack  (Wang  and  Zhang,  2000,  p.  330).  This  is  the  point  at 
which  the  logic  of  preemptive  attack  begins  to  assert  itself  in  Chinese 
writings. 

Preemption 

A  number  of  Chinese  authors  describe  preemptive  attack  as  a  neces¬ 
sary  and  logical  strategy  for  a  less-advanced  country  to  utilize  against  a 
more-powerful  adversary.  If  future  wars  will  be  decided  largely  by  the 
outcome  of  the  initial  engagement  or  campaign,  attempting  to  take  the 
initiative  after  hostilities  have  commenced  seems  a  risky  strategy,  par¬ 
ticularly  for  the  weaker  side.  A  quick  strike  prior  to  or  quickly  follow¬ 
ing  the  formal  declaration  of  hostilities  will  disrupt  U.S.  deployment  of 
forces  to  the  region,  place  the  United  States  in  a  passive  position,  and 
deliver  a  psychological  shock  to  the  United  States  and  its  allies.  As  Lu 
(1996)  argues, 

this  makes  it  imperative  that  China  launch  a  preemptive  strike 
by  taking  advantage  of  the  window  of  opportunity  present  before 
the  enemy  acquires  a  high-tech  edge  or  develops  a  full-fledged 
combat  capability  in  the  war  zone.  Through  a  preemptive  strike, 
China  can  put  good  timing  and  geographical  location  and  the 
support  of  the  people  to  good  use  by  making  a  series  of  offensive 
moves  to  destroy  the  enemy’s  ability  to  deploy  high-tech  weapons 
and  troops  and  limit  its  ability  to  acquire  a  high-tech  edge  in  the 
war  zone,  thus  weakening  its  capacity  to  mount  a  powerful  offen- 
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sive.  This  is  the  only  way  to  steer  the  course  of  the  war  in  a  direc¬ 
tion  favorable  to  China. 

Iraq’s  fate  in  the  first  Gulf  War  provided  ample  evidence  to  Chi¬ 
nese  strategists  of  the  perils  of  not  seizing  the  initiative  from  the  begin¬ 
ning  of  the  conflict.  Many  Chinese  assessments  of  the  first  Gulf  War 
argue  that  Iraq  would  have  had  a  better  chance  of  defeating  the  United 
States  if  it  had  launched  a  preemptive  attack  instead  of  waiting  for  the 
United  States  to  deliver  the  first  blow.  Chinese  analysts  assess  that  Iraq 
missed  the  opportunity  to  attack  US.  and  coalition  forces  while  they 
were  deploying  to  the  region  (Jiang,  1997,  pp.  151-152).  According  to 
Lu  (1996), 

in  the  Gulf  War,  Iraq  suffered  from  passive  strategic  guidance  and 
overlooked  the  importance  of  seizing  the  initiative  and  launching 
a  preemptive  attack.  In  doing  so,  it  missed  a  good  opportunity  to 
turn  the  war  around  and  change  its  outcome. 

For  the  PL  A,  the  U.S.  deployment  phase  represents  a  window  of 
opportunity  that  can  be  exploited  through  preemptive  attack.  Accord¬ 
ingly,  one  Chinese  analyst  wrote  the  following  (Lu,  1996): 

an  effective  strategy  by  which  the  weaker  party  can  overcome 
its  more-powerful  enemy  is  to  take  advantage  of  serious  gaps  in 
the  deployment  of  forces  by  the  enemy  with  a  high-tech  edge  by 
launching  a  preemptive  strike  during  the  early  phase  of  the  war  or 
in  the  preparations  leading  to  the  offensive. 

In  the  words  of  another  Chinese  analyst  (Li,  1995,  p.  190), 

this  lengthy  period  of  war  preparations  undoubtedly  provides  an 
adversary  with  quite  a  few  opportunities  that  it  can  exploit,  by 
launching  a  surprise  attack  or  cutting  off  supply  lines,  for  instance, 
causing  the  enemy  to  collapse  without  a  battle  because  it  is  unable 
to  receive  supplies  in  a  timely  fashion,  [authors’  translation] 

Preemptive  strikes  may  be  especially  critical  to  the  PLA  in  the 
event  of  the  intervention  of  a  powerful  third  party  in  a  China-Taiwan 
conflict.  According  to  one  Chinese  analyst  (Lu,  1996),  “in  military 
affairs,  launching  a  preemptive  strike  has  always  been  an  effective  way 
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in  which  the  party  at  a  disadvantage  may  overpower  its  stronger  oppo¬ 
nent.”  Lu  (1996)  argues  that  launching  a  preemptive  strike  would  help 
compensate  for  China’s  relative  inferiority: 

The  paramount  mission  of  a  preemptive  strike  is  to  neutralize 
the  enemy’s  high-tech  edge  and  destroy  its  readiness  to  launch 
an  attack.  That  the  enemy  has  more  sophisticated  weaponry  than 
China  is  the  biggest  problem  China  faces  in  a  future  war.  Recon¬ 
naissance  and  positioning  satellites,  AWACS  [Airborne  Warning 
and  Control  System],  stealth  bombers,  aircraft  carriers,  long- 
range  precision-guided  weapons — the  enemy  has  all  of  that;  we 
don’t. 

Chinese  writers  also  offer  some  details  about  the  form  preemptive 
strikes  would  take.  They  write  that  preemptive  strikes  “should  stress 
sudden  attacks  of  short  duration.”  Some  writers  suggest  that  missile 
strikes  and  submarines  could  disrupt  the  deployment  of  enemy  forces. 
Others  assert  that,  along  with  “firepower  assaults,”  electronic  warfare, 
and  psychological  warfare,  SOF  would  also  play  a  key  role  in  any  pre¬ 
emptive  strike.  SOF  units  would  “infiltrate  the  enemy’s  rear  area  to 
carry  out  special  operations  and  sabotage,  attacking  the  critical  ele¬ 
ments  in  and  key  links  of  its  war  making  machine  everywhere — on 
land,  at  sea,  and  in  the  air”  (Lu,  1996).  The  targets  to  be  attacked 
would  include  harbors,  airports,  transportation  links,  critical  military 
installations,  and  O'ISR  systems. 

Engaging  in  a  preemptive  strike  appears  to  conflict  with  the  PLA’s 
traditional  guideline  of  striking  only  after  the  enemy  has  struck.  Sur¬ 
prisingly,  however,  preemptive  strikes  are  viewed  as  consistent  with 
China’s  “active  defense”  strategy,  as  suggested  by  the  following  passage 
from  Lu  (1996): 

The  so-called  preemptive  strike  means  taking  a  series  of  decisive 
offensive  actions  in  a  battle  to  attack  key  targets  of  the  enemy’s 


What  is  more,  the  analyst  warns,  the  technological  gap  between  China  and  its  potential 
adversaries  is  increasing. 

For  more  on  the  targets  that  would  be  attacked  and  the  approaches  the  PLA  might  use  to 
strike  them,  see  Chapter  Three. 
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in-depth  campaign  formations,  diminishing  its  high-tech  edge, 
impairing  its  readiness  to  attack,  and  creating  an  advantageous 
combat  situation,  all  within  a  strategic  framework  of  gaining 
mastery  by  striking  only  after  the  enemy  has  struck. 

This  paradox  is  explained  by  defining  the  enemy’s  first  strike  as 
any  “military  activities  conducted  by  the  enemy  aimed  at  breaking  up 
China  territorially  and  violating  its  sovereignty”  (Lu,  1996).  By  this 
definition,  any  U.S.  military  support  or  deployment  to  address  a  mili¬ 
tary  crisis  around  Taiwan  could  be  interpreted  as  a  “military  activity 
aimed  at  breaking  up  China”  and  thereby  rendered  the  equivalent  of  a 
“strategic  first  shot.”  This  could  serve  as  sufficient  pretext  for  China  to 
launch  a  military  strike  against  U.S.  forces  (Lu,  1996). 

Key-Point  Strikes 

Chinese  writings  identify  a  range  of  particularly  important  targets 
through  the  concept  of  [“key-point  strikes”].  According  to 

Wang  and  Zhang  (2000,  p.  97),  the  objective  of  key-point  strikes  is 

crippling  and  degrading  the  enemy’s  operational  superiority.  In 
such  a  case,  one  should  select  the  enemy’s  information  systems, 
command  systems,  and  support  systems  as  targets  for  concen¬ 
trated  strike.  As  for  ordinary  combat  adversaries,  one  should 
determine  targets  for  concentrated  strike  based  on  the  objective 
of  annihilating  the  enemy’s  effective  force  strength,  [authors’ 
translation] 

Or,  as  one  passage  puts  it,  key-point  attacks  are  intended  to 
[“paralyze  first  and  annihilate  later”]  (Wang  and  Zhang,  2000, 
p.  89  [authors’  translation]). 

The  key-point  strike  concept  is  based  on  the  premise  that  all  mili¬ 
taries,  regardless  of  how  capable  or  technologically  advanced  they  are, 
possess  areas  of  vulnerability.  Wang  and  Zhang  (2000,  p.  96)  defines 
key  points  as  targets 


that  could  have  a  direct  influence  on  the  overall  situation  of  the 
campaign  or  produce  an  overall  effect.  They  include  systems. 
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parts,  and  links  vital  to  the  sustaining  of  the  campaign,  as  well 
as  important  force  groupings  and  important  battlefield  facilities, 
[authors’  translation] 

Wang  and  Zhang  (2000,  p.  96)  describes  this  concept  as  utilizing  “flex¬ 
ible  and  mobile  campaign  methods”  to  actively  engage  “vital  targets 
that  integrate  and  support  the  enemy’s  overall  operations  system.” 

To  launch  successful  key-point  strikes  against  the  enemy’s  cen¬ 
ters  of  gravity,  it  is  first  necessary  to  identify  them.  Wang  and  Zhang 
(2000,  p.  95)  lists  five  types  of  targets  that,  if  sufficiently  degraded  or 
destroyed,  could  tip  the  balance  in  favor  of  the  PLA:  [com¬ 
mand  systems];  [information  systems];  [weapon  sys¬ 
tems],  [logistics  systems];  and,  finally,  the  linkages  between 

these  systems  [authors’  translations] . 

Command  Systems.  Command  systems  are  the  nerve  centers  of 
campaign  operations  and  together  with  information  systems  are  viewed 
as  the  most  critical  of  the  five  targets  (Jiang,  1997,  pp.  149-151).  Wang 
and  Zhang  (2000,  p.  95)  states  that 

destroying  or  crippling  the  enemy’s  campaign  command  system 
could  paralyze  the  enemy’s  entire  campaign  system.  Hence,  crip¬ 
pling  the  enemy’s  command  system  is  vital  to  the  destruction  of 
the  overall  structure  of  the  enemy’s  campaign  operational  system, 
[authors’  translation] 

Information  Systems.  Military  information  systems  comprise 
complex  systems  of  surveillance  and  reconnaissance  devices,  computer 
equipment,  communication  facilities,  command-and-control  facilities, 
and  information  processing  and  display  equipment.  Chinese  strategists 
view  information  capabilities  as  an  essential  component  of  a  military 
force’s  strength.  Hence,  crippling  or  destroying  the  enemy’s  informa¬ 
tion  system  can  drastically  degrade  the  enemy’s  combat  capabilities  by 
making  it  “blind,”  “deaf,”  and  “paralyzed”  (Wang  and  Zhang,  2000, 
p.  95).'5 


For  more  information  on  PLA  views  on  the  criticality  of  information  systems,  see  Mulve- 
non  (1999). 
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Weapon  Systems.  According  to  Wang  and  Zhang  (2000,  p.  95), 
“modern  weapon  systems  are  a  pillar  supporting  the  entire  campaign 
system.  Crippling  or  destroying  the  enemy’s  weapon  systems  would 
fundamentally  degrade  its  overall  comhat  capahilities”  [authors’  trans¬ 
lation]  . 

Logistic  Systems.  Because  of  their  high  operational  tempos  and 
consumption  of  materiel,  modern  campaigns  require  extensive  logis¬ 
tic  support.  This  is  more  true  for  the  U.S.  military  than  for  any  other 
military  in  the  world.  According  to  Wang  and  Zhang  (2000,  p.  95), 
disrupting  U.S.  logistic  support  can  he  an  effective  way  to  undermine 
overall  U.S.  comhat  capahilities: 

Modern  campaigns,  because  of  their  extremely  high  levels  of 
consumption,  depend  more  and  more  on  logistic  and  equipment 
support.  Damage  inflicted  on  various  bases  and  on  various  facili¬ 
ties  would  also  put  [a  combatant]  in  a  passive  position.  A  lack  of 
fuel,  ammunition,  supplies,  and  various  technical  and  support 
equipment  could  lead  to  campaign  defeat.  The  vastness  of  the 
battlefield  lengthens  the  logistic  and  equipment  support  lines 
and  increases  their  quantities.  Because  of  the  complexity  of  the 
technologies  involved  in  weapon  systems  and  the  great  variety  of 
types  of  weapon  systems,  logistic  and  equipment  support  cover  a 
large  area  and  many  issues  and  thus  have  become  more  difflcult. 

In  addition,  support  systems,  most  regarded  as  soft  targets  and 
weak  in  defense,  are  vulnerable  to  attack.  All  these  factors  have 
made  campaign  support  systems  prime  targets  of  campaign  oper¬ 
ations.  Hence,  attacking  the  enemy’s  campaign  support  systems 
constitutes  a  vital  link  in  the  effort  to  paralyze  the  enemy’s  entire 
campaign  operational  structure,  [authors’  translation]''" 

Links  Between  Systems.  Chinese  military  writers  often  describe 
modern  war  as  [“a  war  of  systems”].  For  these  systems  to  func¬ 

tion  properly,  they  must  he  integrated  effectively.  As  Wang  and  Zhang 
(2000,  p.  95)  explains,  “only  through  close  coordination  of  these 
[operational]  systems  can  one  achieve  unified  [campaign]  objectives” 


As  will  be  discussed  below,  Chinese  strategists  view  logistics  and  support  as  some  of  the 
main  potential  vulnerabilities  of  the  U.S.  military. 
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[authors’  translation].  According  to  Wang  and  Zhang  (2000,  pp.  95- 
96),  it  therefore  makes  sense  for  the  PLA  to  try  to 

sever  and  cripple  the  interconnection  of  the  enemy’s  operational 
system,  command  system,  weapon  system,  support  system,  etc., 
and  the  internal  links  within  each  system.  Destroying  their  rela¬ 
tionship  and  their  coordination  would  result  in  the  enemy  carry¬ 
ing  out  isolated  instead  of  concerted  campaign  operations.  This 
would  help  achieve  the  objective  of  degrading  the  enemy’s  overall 
combat  capabilities,  [authors’  translation] 


Concentrated  Attack 

Chinese  strategists  argue  that,  once  committed  to  attack,  the  PLA  will 
need  to  ensure  that  the  attack  employs  sufficient  force  to  he  effective. 
Some  strategists  assert  that  China  will  need  to  use  its  most  advanced 
platforms  as  the  “core”  of  the  attack  (Huang,  1999).  As  one  writer 
puts  it,  Chinese  military  planners  must  “overcome  a  mentality  of  using 
forces  with  scrupulous  care  and  should  send  without  hesitation  its 
most  advanced  technological  arms  and  best  picked  units  to  the  front” 
(Huang,  1999).  The  same  article  criticizes  Iraq’s  performance  in  the 
hrst  Gulf  War  for  firing  “Scud  missiles  like  spraying  pepper.”  Huang 
continues: 

A  belligerent  should  make  concentrated  use  of  its  advanced  tech¬ 
nological  arms  and  pick  units  to  a  maximum  extent  and  should 
launch  a  super-intensive  surprise  attack  within  a  limited  time  and 
limited  space,  thus  putting  “overwhelming  pressure”  on  the  bat¬ 
tlefield  and  attaining  the  set  goal  at  one  blow. 

Another  PLA  source  (Wang  and  Zhang,  2000,  p.  96)  describes 
“concentrated  strikes”  as 

the  concentration  of  forces  along  the  main  axis  of  the  military 
campaign,  at  the  critical  juncture,  and  for  a  major  operation,  with 
an  objective  of  mounting  focused  strikes  against  targets  vital  to 
sustaining  and  supporting  the  enemy’s  operational  system. 
Destroying  and  annihilating  such  vital  targets  and  quickly  para- 
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lyzing  the  enemy’s  operational  system  should  become  the  focus 
of  campaign  execution  and  the  main  approach  to  achieving  cam¬ 
paign  victory.  ...  In  directing  a  campaign,  the  key  to  carrying 
out  the  concept  of  concentrated  strike  is  to  correctly  determine 
the  vital  targets  for  concentrated  strike  and,  at  the  same  time, 
to  concentrate  the  necessary  force  to  strike  at  these  vital  targets. 
Both  are  indispensable,  [authors’  translation] 


Achieving  Information  Superiority 

Many  Chinese  writers  regard  information  collection,  processing  and 
transmission  and  the  denial  of  those  capabilities  to  an  adversary  as  vital 
to  the  successful  prosecution  of  a  modern  high-technology  war.  Peng 
and  Yao  (2001,  p.  358)  states  that 

information  supremacy  is  the  precondition  for  achieving  suprem¬ 
acy  in  the  air,  at  sea,  and  on  the  ground  and  is  critical  to  achiev¬ 
ing  and  maintaining  battlefield  supremacy.  Information  opera¬ 
tions  are  unavoidably  the  most  important  operational  method  of 
modern  wars,  [authors’  translation] 

As  a  result  of  the  growing  significance  of  information  in  con¬ 
ducting  high-technology  war,  “information  warfare”  has  become  an 
increasingly  important  subject  among  PLA  strategists.  Wang  and 
Zhang  (2000,  p.  169)  describes  information  warfare  as 

a  means,  not  a  goal.  The  goal  of  information  warfare  is,  at  the 
critical  time  and  region  related  to  overall  campaign  operations, 
to  cut  off  the  enemy’s  ability  to  obtain,  control,  and  use  infor¬ 
mation  and  to  influence,  reduce,  and  even  destroy  the  enemy’s 
capabilities  of  observing,  decisionmaking,  and  commanding  and 
controlling  troops,  while  we  maintain  our  own  ability  to  com¬ 
mand  and  control  so  as  to  seize  information  superiority  and  pro¬ 
duce  strategic  and  campaign  superiority,  creating  conditions  for 
winning  the  decisive  battle,  [authors’  translation] 

PLA  analysts  base  many  of  their  judgments  about  information 
warfare  on  observations  of  how  the  United  States  has  conducted  opera- 
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tions  since  the  first  Gulf  War.  They  note  that,  in  the  1990  conflict 
with  Iraq,  the  first  U.S.  attacks  targeted  Iraqi  radar  sites,  and  subse¬ 
quent  coalition  air  strikes  were  accompanied  by  large-scale  electronic 
jamming.  Examples  like  these  have  led  many  Chinese  researchers  to 
conclude  that  success  in  modern  warfare  is  no  longer  a  function  of  the 
number  of  casualties  inflicted  on  the  enemy  or  the  seizure  of  territory 
but  of  denying  information  to  the  enemy.  Chen  (1998,  p.  393)  asserts 
that 


the  operational  objectives  of  the  two  sides  on  attack  and  defense 
are  neither  the  seizing  of  territory  nor  the  killing  of  so  many  ene¬ 
mies,  but  rather  the  paralyzing  of  the  other  side’s  information 
system  and  the  destruction  of  the  other  side’s  will  to  resist.  The 
enemy’s  command  centers,  communication  hubs,  information 
processing  centers,  high-tech  weapon  control  systems,  and  supply 
systems  could  become  priority  targets  of  attack.  The  scenes  in  the 
past  of  close-combat  fighting  have  become  history,  and  where  the 
front  and  the  rear  are  located  is  no  longer  an  issue  of  concern  to 
commanders  and  units. 

The  conduct  of  information  warfare  also  greatly  emphasizes  the 
concept  of  “gaining  mastery  by  striking  first.”  In  fact,  conducting 
information  operations  not  only  facilitates  but  may  actually  require 
striking  first.  Specifically,  Wang  and  Zhang  (2000,  p.  178)  states  that 
information  operations  rely 

more  on  taking  early  advantage  to  seize  control  over  informa¬ 
tion.  This  is  decided  by  the  characteristics  of  information  war¬ 
fare.  First,  an  information  offensive  is  mainly  launched  by  remote 
combat  and  covert  method,  making  it  easier  to  launch  a  sudden 
attack.  Second,  information  warfare  consumes  fewer  human  and 
materiel  resources  than  the  conventional  combat  of  forces,  so  it 
has  stronger  sustainability.  Once  the  offensive  starts,  it  can  go  on 
incessantly  for  a  long  time.  Third,  information  systems  operate  in 
the  electromagnetic  spectrum.  Therefore,  any  operating  informa¬ 
tion  system  on  the  battlefield  is  exposed.  Theoretically  speaking, 
it  is  impossible  for  an  operating  information  system  to  completely 
protect  itself  from  an  enemy’s  information  offensive.  Moreover, 
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physical  destruction  during  an  information  offensive  also  makes 
it  difficult  for  the  defender  to  restore  the  system  quickly.  These 
characteristics  of  information  warfare  show  that  whoever  takes 
the  early  advantage  is  more  likely  to  seize  control  over  informa¬ 
tion  on  the  battlefield  and  achieve  a  better  combat  effect.  In  this 
sense,  active  offense  requires  that,  in  information  warfare  on  the 
battlefield,  we  not  only  use  the  offense  as  our  main  means  but 
that  we  also  “gain  mastery  by  striking  first.”  [authors’  translation; 
quotation  marks  in  the  original] 

Key-point  attacks  are  also  stressed  in  information  warfare.  Of  the 
four  important  types  of  campaign  operations  discussed  in  Wang  and 
Zhang  (2000) — information  warfare,  combined  firepower  operations, 
mobility,  and  special  warfare — attacks  against  key  points  are  only  men¬ 
tioned  in  the  information  warfare  section.  In  fact,  Wang  and  Zhang 
(2000,  p.  179)  specifically  refers  to  concentrating 

the  forces  of  information  offensive  at  the  very  beginning  of  a  cam¬ 
paign  on  directly  attacking  the  vital  parts  and  key  links  of  enemy 
information  systems,  destroying  enemy  information  systems  first 
and  paralyzing  the  whole  enemy  combat  system  to  get  the  great¬ 
est  victory  with  least  cost,  [authors’  translation] 

Although  gaining  information  superiority  is  seen  as  the  key  to  vic¬ 
tory,  information  superiority  does  not  have  to  be  maintained  through¬ 
out  the  entire  course  of  a  war  and  does  not  need  to  be  achieved  in  its 
totality.  Rather,  information  superiority  can  be  seized  during  specific 
time  periods  needed  to  conduct  attacks  on  vital  targets.  One  source 
(Dai,  1999,  pp.  276-277)  states  that, 

for  any  strong  army,  establishing  information  control  is  a  relative 
concept,  and  absolute  information  control  does  not  exist.  For  our 
army,  this  is  even  more  so.  The  process  of  establishing  information 
control  is  relative,  with  the  scope  of  control  being  localized  and 
the  gains  and  losses  dynamic.  The  most  important  value  of  infor¬ 
mation  operations  is  when  they  are  needed  by  joint  operations. 

The  scope  of  seizure  is  relative  like  this,  with  localized  informa¬ 
tion  control  increasing  effectiveness,  [authors’  translation] 
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While  information  warfare  attacks  can  assume  a  variety  of  forms, 
they  generally  fall  into  two  main  categories:  “soft”  and  “hard”  kill 
methods.  Soft-kill  methods  include  computer  network  attacks  and 
electronic  jamming.  Some  can  he  carried  out  clandestinely,  are  deni¬ 
able,  and  often  have  temporary  effects.  Hard-kill  methods,  on  the 
other  hand,  cause  physical  destruction  and  can  he  carried  out  through 
the  use  of  ballistic  and  cruise  missiles,  SOF,  air  strikes,  microwave 
weapons,  lasers,  particle-beam  weapons,  and  nuclear  and  nonnuclear 
electromagnetic  pulse  (EMP)  weapons.  The  physical  destruction  that 
hard  kills  cause  is  described  as  the  only  method  that  can  thoroughly 
paralyze  information  systems  and  infrastructure  (Dai,  1999,  p.  272). 
The  targets  of  these  weapons  include  command  personnel,  command- 
and-control  facilities,  communication  centers,  computer  systems, 
command-and-control  aircraft,  and  communication  satellites. 

Raising  the  Costs  of  Conflict 

In  a  conflict  with  the  United  States,  China’s  strategy  must  “frustrate 
the  adversary’s  strategic  intentions,”  undermine  its  resolve  and  determi¬ 
nation,  and  prevent  it  from  fighting  the  type  of  war  it  wants  to  fight. 
To  do  so,  it  is  necessary  to  inflict  sufficient  casualties  and  costs  for  the 
United  States  to  lose  its  willingness  to  continue  to  engage  in  the  con¬ 
flict.  According  to  a  PEA  officer’s  doctoral  dissertation  on  defeating  a 
superior  adversary  (Jiang,  1997,  pp.  118-119), 

under  the  conditions  of  a  high-technology  local  war,  when  a 
superpower  intervenes  directly  in  the  war,  it  is  possible  for  the 
side  with  inferior  equipment  to  strive  to  gain  the  initiative  on  the 
battlefield  and  realize  its  important  strategic  objectives,  control 
the  scale  of  the  war  and  combine  fighting  with  negotiating,  and 
compel  the  superior  enemy  to  pull  out  of  the  conflict.  Because 
the  superpower  must  cope  with  the  influence  of  its  other  funda¬ 
mental  strategic  interests,  the  level  of  its  intervention  is  limited; 
moreover,  it  will  seek  to  win  victory  in  the  war  at  minimum  cost, 
[authors’  translation] 
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This  strategy  assumes  that  China  can  raise  the  costs  of  military 
action  to  a  level  the  United  States  deems  unacceptable.  According  to 
this  author  (Jiang,  1997,  pp.  117-118), 

if  we  can  destroy  a  portion  of  the  enemy’s  effective  forces,  it  will 
create  a  traumatic  experience  for  the  enemy;  the  resolution  to 
fight  the  war  of  an  enemy  with  high-technology  equipment  that  is 
extremely  sensitive  to  casualties  and  costs  will  be  clearly  shaken; 
and  we  will  be  able  to  compel  the  enemy  to  decide  to  withdraw 
from  the  war.  [authors’  translation] 

As  a  result,  “smashing  the  adversary’s  will  to  resist”  has  become  more 
important  than  thoroughly  destroying  the  enemy’s  military  forces  in 
high-technology  local  wars  (Peng  and  Yao,  2001,  pp.  436,  486  [authors’ 
translation]). 

This  analysis  may  have  worrisome  implications  if  Chinese  ana¬ 
lysts  are  convinced  that  the  resolve  of  China’s  potential  adversaries  is 
relatively  weak.  Indeed,  there  is  some  evidence  that  Chinese  strategists 
doubt  Taiwan’s  political  will  to  resist  Chinese  attempts  at  coercion.  For 
instance,  one  PLA  researcher  (Zhu,  2001)  asserts  that  “resolving  the 
Taiwan  problem  is  not  a  matter  of  actual  strength  [$A];  it’s  a  matter 
of  determination  [A:Y'].”  Some  of  the  same  researcher’s  comments  sug¬ 
gest  a  dangerous  overconfidence  on  the  part  of  at  least  some  in  the  PLA 
(Zhu,  2001): 

Apart  from  the  will  of  the  people  in  Taiwan — practically  every¬ 
one  has  a  passport  from  another  country — Taiwan’s  AfeAA  [fight¬ 
ing  capacity]  is  also  doubtful.  Moreover,  there  is  the  tradition  of 
anti-Taiwan  independence  education,  as  well  as  anticommunist 
education  in  Taiwan.  As  soon  as  the  fighting  starts,  whether  the 
military  would  support  a  government  that  wants  Taiwan  inde¬ 
pendence  is  doubtful,  [authors’  translation] 

Limited  Strategic  Aims 

Chinese  strategists  recognize  that  they  will  not  have  to  achieve  a  total 
military  victory  over  the  United  States.  Under  conditions  of  local  war, 
political  goals  are  limited.  As  a  result,  China  need  only  achieve  a  rela- 
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tive  military  victory  to  attain  its  larger  political  objectives.  As  one  Chi¬ 
nese  source  (Jiang,  1997,  pp.  115-117)  notes, 

since  the  end  of  the  Second  World  War,  in  the  majority  of  wars 
in  which  the  side  with  inferior  equipment  has  defeated  an  enemy 
with  superior  equipment,  the  inferior  side  has  won  a  relative  mili¬ 
tary  victory,  compelling  the  superior  enemy  to  stop  fighting  or  to 
retreat  from  the  battlefield,  [authors’  translation] 

This  has  been  the  case  for  two  primary  reasons.  The  first  is  that 
the  relative  imbalance  between  the  weapons  and  capabilities  of  the  two 
sides  in  a  conflict  has  “limited  the  scale,  scope,  and  level  of  the  victory” 
won  by  the  inferior  side,  making  it  impossible  for  that  side  to  seek  a 
further  expansion  of  its  gains.  The  second  is  that  the  superior  adversary 
in  such  conflicts  has  usually  had  limited  strategic  objectives.  Conse¬ 
quently,  “once  the  technologically  superior  enemy  calculates  that  the 
risks  and  cost  of  the  war  are  becoming  too  great,  it  often  will  give  up  on 
trying  to  use  military  actions  to  achieve  its  political  objectives”  (Jiang, 
1997,  p.  116  [authors’  translation]). 

Thus,  in  a  high-technology  local  war  that  pits  a  relatively  infe¬ 
rior  country  against  a  superior  adversary,  China  need  not  seek  a  purely 
military  victory.  Instead,  it  can  achieve  its  objectives  through  a  com¬ 
bination  of  “partial  military  victory  on  the  battlefield  plus  ultimate 
political  victory  at  the  negotiating  table”  (Jiang,  1997  [authors’  transla¬ 
tion]).  This  may  require  it  to  fight  and  negotiate  at  the  same  time  and 
to  use  military  pressure  to  gain  an  advantage  in  negotiations,  especially 
if  negotiations  become  complicated  and  protracted.'^  The  objective  of 
such  force  is  to  position  China  to  end  the  conflict  on  terms  that  are  as 
advantageous  as  possible. 

The  principal  challenges  the  PLA  must  confront  are  preventing 
the  United  States  from  prevailing  in  an  initial  engagement,  controlling 
any  subsequent  escalation,  and  creating  an  environment  in  which  it 
holds  a  strong  advantage  in  negotiations  (Jiang,  1997,  pp.  116-117). 


This  tactic  is  certainly  not  new  for  the  PRC,  which  employed  it  during  the  Korean  War 
and  other  conflicts. 
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Modern  Military  Capabilities 

It  is  important  to  note  that  the  principles  described  above  are  consid¬ 
ered  complements  to,  not  substitutes  for,  military  modernization  and 
the  acquisition  of  high-technology  weapon  systems.  For  example,  in  a 
discussion  of  China’s  relative  deficiencies  in  long-range  precision-strike 
capabilities,  Wang  and  Zhang  (2000,  p.  25)  recommend  that  China 
both  acquire  new  capabilities  to  launch  and  defend  against  such  attacks 
and,  in  the  meantime,  devise  approaches  that  make  it  possible  to  carry 
out  and  counter  such  attacks  using  current  capabilities: 

In  the  face  of  this  serious  challenge  in  the  development  of  future 
campaign  trends,  [the  PLA]  must  strive  to  enhance  its  deep  and 
multidimensional  campaign  operations  to  new  heights.  That  is, 
it  must  possess  certain  capabilities  to  mount  deep  and  multi¬ 
dimensional  strikes,  and  at  the  same  time,  it  must  also  have 
fairly  good  protective  capabilities  to  effectively  counter  deep  and 
multi-dimensional  strikes  mounted  by  the  enemy.  This  requires 
that,  on  the  one  hand,  it  improve  its  weapon  systems  and  equip¬ 
ment  and  explore  new  combat  methods  and  that,  on  the  other 
hand,  based  on  present  conditions,  it  search  for  ways  and  means, 
with  characteristics  of  its  own,  to  mount  or  counter  in-depth  and 
multidimensional  strikes,  [authors’  translation] 

PLA  authors  point  out  that  the  Chinese  military  already  has  some 
sophisticated  weapons  of  its  own,  including  some  that  are  at  or  near 
world-class  levels.  “Under  modern  conditions,”  one  PLA  officer  (Jiang, 
1997,  p.  114)  writes, 

the  shortcomings  of  the  weapons  and  equipment  of  the  Chinese 
military  are  relative;  [there  is  some  superiority  amidst 

inferiority];  and  there  are  ways  to  improve  and  make  up  for  [the 
weaknesses],  [authors’  translation] 


Chinese  Perceptions  of  U.S.  Vulnerabilities 

Chinese  security  analysts  assess  that  the  United  States  has  a  number  of 
important  military  and  strategic  vulnerabilities  that  should  be  targeted 
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in  the  event  of  conflict.  Perhaps  no  potential  U.S.  military  vulnerahil- 
ity  is  as  important,  in  Chinese  eyes,  as  its  heavy  reliance  on  its  infor¬ 
mation,  or  C'lSR,  network  (Dai,  2002).  Chinese  strategists  believe 
that  the  U.S.  military’s  awesome  power  derives  in  large  degree  from  its 
effective  integration  and  use  of  information  technology.  More  so  than 
the  capabilities  of  individual  platforms,  such  as  fighters  or  aircraft  car¬ 
riers,  it  is  its  C^ISR  system  that  gives  the  United  States  capabilities  so 
far  beyond  those  of  other  countries.  Effectively  attacking  that  system 
will  affect  U.S.  combat  capabilities  much  more  profoundly  than  would 
directly  targeting  combat  platforms.  As  one  writer  from  the  Chinese 
Academy  of  Military  Science  argues,  “if  they  [the  United  States]  fail 
to  acquire  or  transmit  information,  digital  forces  will  be  paralyzed, 
their  combat  capability  would  shrink  rapidly,  and  they  will  lose  the 
initiative  on  the  battlefield”  (Lu,  1996).  The  U.S.  C^ISR  system  repre¬ 
sents  its  “military  nerve  center,”  and  damaging  it  may  throw  the  enemy 
into  disarray,  turning  it  into  a  “group  without  a  leader”  (Jiang,  1997, 
pp.  149-150  [authors’  translation]). 

Chinese  strategists  also  believe  the  U.S.  military  information 
network  to  be  both  fragile  and  vulnerable  (Dai,  2002).  A  number  of 
Chinese  writers  argue  that  the  high-technology  systems  that  form  the 
backbone  of  the  U.S.  C^ISR  network  are  fragile  and  susceptible  to  both 
hard  and  soft  attacks.  Networks  as  large  and  complex  as  the  one  the 
U.S.  military  uses  are  said  to  be  inherently  unreliable  and  open  to  dis¬ 
ruption  (Jiang,  1997,  pp.  151-152).  Thus,  the  foundation  of  the  U.S. 
military’s  success  can  also  be  its  undoing. 

Chinese  analysts  argue  that  another  problem  the  United  States 
confronts  is  that  it  will  have  difficulty  establishing  a  position  of  clear 
military  superiority  at  the  outset  of  a  conflict  if  hostilities  begin  before 
its  forces  are  fully  deployed. 

An  assessment  of  the  United  States’  experience  in  the  Gulf  War 
offered  in  one  Chinese  book  highlights  the  challenges  the  United 
States  encounters  when  deploying  its  forces  to  distant  regions  across 
the  globe.  During  the  Gulf  War,  the  author  writes,  it  took  only  about 
14  hours  for  U.S.  aircraft  to  travel  from  the  continental  United  States 
to  the  region,  but  it  took  14  days  for  many  ships  to  reach  the  Persian 
Gulf  The  total  time  required  for  preparation  was  five  months,  more 
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than  long  enough  for  Iraq  to  have  taken  some  sort  of  action  to  disrupt 
the  U.S.  deployment  to  the  theater,  had  Baghdad  decided  to  launch  a 
preemptive  strike  (Li,  1995,  pp.  189-190). 

Closely  related  to  the  challenges  of  rapid  deployment  are  issues  of 
logistics  and  supply.  When  U.S.  forces  operate  at  great  distances,  supply 
lines  are  long,  and  ensuring  effective  logistics  support  is  extremely  chal¬ 
lenging,  according  to  Chinese  analysts.  One  Chinese  author  writes  that 
U.S.  comhat  forces  deploy  with  very  limited  supplies,  perhaps  enough 
to  last  for  no  more  than  two  to  hve  days  (Li,  1995,  pp.  189-190).'® 
Thus,  the  logistics  and  support  requirements  of  high-technology  forces 
are  seen  as  particularly  daunting.  For  example,  Chinese  military  writ¬ 
ers  estimate  that  an  aircraft  carrier  strike  group  requires  replenishment 
of  60,000  tons  of  [“ordinary  fuel”]  and  30,000  tons  of  aviation 

fuel  every  four  to  hve  days  (Jiang,  1997,  pp.  113-114  [authors’  trans¬ 
lation]).  This  forces  the  United  States  to  scramble  to  mount  complex 
logistics  and  support  operations.  Chinese  analysts  estimate  that  it  can 
take  as  much  as  three  to  four  months  for  the  United  States  to  establish 
a  complete  logistics  and  supply  network  in  a  distant  theater  of  opera¬ 
tions  (Li,  1995,  pp.  189-190).'9 

Chinese  analysts  also  note  that  the  United  States  possesses  sev¬ 
eral  key  strategic  weaknesses  (see  Pan  and  Sun,  1994,  pp.  236-238). 
The  hrst  and,  according  to  some  Chinese  writers,  most  important  of 
these  is  the  extraordinary  difficulties  the  United  States  would  con¬ 
front  if  it  found  itself  engaged  in  two  high-technology  local  wars  at 
the  same  time.  A  number  of  Chinese  analysts  have  argued  that  this 
problem  was  brought  into  sharp  relief  by  the  extent  of  the  U.S.  com¬ 
mitment  in  Kosovo.20  Some  argued  that  the  U.S.  intervention  there 
was  emblematic  of  a  pattern  of  U.S.  military  overcommitment,  with 


The  author  estimates  that  an  Army  division  deploys  with  three  to  five  days  of  supplies  and 
that  an  Army  brigade  carries  enough  supplies  to  last  two  to  three  days. 

The  actual  time  required  would  of  course  depend  on  the  scale  and  location  of  the  opera¬ 
tion. 

See,  for  example,  Tang  (1999).  Much  of  this  article,  published  in  the  semimonthly  of  the 
Shanghai  Institute  of  International  Studies,  appears  to  be  highly  derivative  of  the  analysis 
presented  in  Pan  and  Sun  (1994,  pp.  236-238);  see  also  Wei  and  Li  (2000).  The  article 
reports  on  interviews  with  several  Chinese  Academy  of  Military  Science  researchers,  includ- 
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the  result  that  limited  military  resources  were  being  spread  too  thinly 
across  too  many  regions.  This  view  was  encapsulated  in  an  article  pub¬ 
lished  in  the  China  Institute  for  International  Studies  journal.  Yang 
(1999)  asserted  that  the  United  States  was  beginning  to  suffer  from 
imperial  overreach: 

The  Kosovo  crisis  has  exposed  again  the  conflict  between  the  US 
strategic  intention  of  global  domination  and  its  limited  might. 
While  U.S.  military  might  is  unmatched,  since  the  end  of  the 
Cold  War,  due  to  frequent  foreign  interventions,  U.S.  military 
might  is  showing  signs  of  being  “overused,”  with  its  personnel 
and  equipment  both  being  in  short  supply. 

The  article  concluded  that  the  crisis  revealed  the  erosion  of  the 
U.S.  military’s  capability  to  handle  two  conflicts  simultaneously.  In 
the  words  of  the  author,  “That  small  Kosovo  war  was  too  much  for 
the  United  States  to  cope  with,  putting  into  question  the  U.S.  mili¬ 
tary  strategy  of  simultaneously  winning  two  regional  conflicts”  (Yang, 
1999).  As  a  result  of  this  increasing  tendency  toward  imperial  overreach, 
according  to  Pan  and  Sun  (1994,  p.  237),  “America  worries  that,  once 
its  military  is  drawn  into  a  conflict  in  some  region,  a  regional  power 
in  a  second  or  third  area  might  take  advantage  of  the  occasion  to  pro¬ 
voke  another  war,  making  it  difficult  for  America  to  respond”  [authors’ 
translation].  Chinese  analysts  regard  assertions  that  the  United  States 
could  fight  two  regional  wars  at  the  same  time  as  an  attempt  to  placate 
allies  that  belies  the  inability  of  the  United  States  to  prosecute  two  con¬ 
flicts  simultaneously.^' 

Chinese  writers  argue  that  a  second  problem  with  U.S.  strategy  is 
that  U.S.  leaders  must  confront  several  domestic  factors — chief  among 
them  partisan  politics,  potential  public  opposition,  a  highly  critical 
media,  and  an  assertive  Congress — that  restrict  their  military  and  dip¬ 


ing  Min  Zhenfan,  Wang  Zhenxi,  Fan  Gaoyue,  and  Yao  Yunzhu,  as  well  as  Wang  Liqun  of 
the  PLA  Air  Force  Command  Academy. 

Although,  with  its  recent  operations  in  Iraq,  the  United  States  has  certainly  showed  that 
it  can  sustain  a  much  higher  level  of  military  effort  than  was  involved  in  Kosovo,  these  ana¬ 
lysts  would  probably  now  argue  that  the  United  States  would  be  hard  pressed  to  prosecute  a 
second  conflict  as  long  as  it  remains  involved  in  Iraq. 
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lomatic  options.  Chinese  writers  frequently  argue  that  these  domestic 
pressures  are  functions  of  an  almost  total  unwillingness  on  the  part  of 
U.S.  leaders  and  the  American  public  to  accept  casualties  in  contempo¬ 
rary  military  conflicts.  One  Liberation  Army  Daily  article,  for  example, 
asserts  that  the  U.S.  public  is  “abnormally  sensitive”  about  military 
casualties  and  that  its  tolerance  for  casualties  is  continuing  to  decline. 
“Once  casualties  occur  in  a  war,”  the  author  asserts,  “a  domestic  anti¬ 
war  cry  arises”  (Du,  2000).  Another  analyst  similarly  asserts  that  the 
United  States  has  a  very  limited  capacity  to  withstand  personnel  casu¬ 
alties  and  is  concerned  that  casualties  will  give  rise  to  domestic  antiwar 
sentiment  (Li,  1995,  p.  190). Chinese  analysts  assess  that  even  a  small 
number  of  casualties  is  sufficient  to  spark  strong  popular  opposition 
and  erode  domestic  support  for  U.S.  participation  in  a  conflict.  The 
U.S.  experience  in  Somalia  is  usually  cited  in  support  of  this  asser¬ 
tion. ^3  In  addition,  Chinese  analysts  argue  that  this  lack  of  resolve  on 
the  part  of  the  United  States  was  demonstrated  again  in  the  Kosovo 
intervention.  According  to  one  Chinese  analyst,  the  Clinton  adminis¬ 
tration’s  reluctance  to  consider  the  use  of  ground  forces  in  the  Kosovo 
conflict  “showed  that  the  United  States  is  unwilling  to  pay  too  great  a 
price  for  its  foreign  interventions”  (Yang,  1999). 

A  third  major  weakness  in  U.S.  strategy,  in  the  view  of  PLA  strat¬ 
egists,  and  of  most  significance  for  this  study,  is  America’s  “heavy  reli¬ 
ance”  on  assistance  from  its  allies,  including  everything  from  political 
and  financial  support  to  basing  and  overflight  rights.  The  United  States 
cannot  successfully  carry  out  major  military  operations  without  sig¬ 
nificant  assistance  from  its  allies  and  cooperation  from  other  countries, 
according  to  Chinese  analysts.  According  to  Yang  (1999), 

when  the  United  States  carries  out  a  local  war,  not  only  does  it 

need  political  and  diplomatic  support  from  its  allies,  it  is  even 


This  may  limit  U.S.  military  options,  according  to  the  author. 

See,  for  example,  Tang  (1999).  According  to  Tang, 

after  entering  Somalia,  the  people  in  the  United  States  showed  strong  reaction  when 
18  Rangers  were  killed  in  a  battle.  This  forced  the  U.S.  military  to  give  up  its  goal  in 
Somalia,  [resulting  in]  the  end  [to]  all  military  activities  there,  and  the  withdrawal  of  all 
invading  troops  in  dejection. 
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more  dependent  on  their  economic  assistance  and  military  par¬ 
ticipation. 

Many  Chinese  strategists  argue  that  the  United  States  would  not  have 
been  able  to  win  the  Gulf  War  without  the  assistance  and  support  of 
its  coalition  partners.  According  to  one  analyst,  the  heavy  U.S.  reliance 
on  allies  was  one  of  the  major  problems  PLA  theoreticians  identihed 
in  their  studies  of  the  Gulf  War  (Li,  1995,  p.  188).  In  addition,  some 
Chinese  writers  assess  that  U.S.  reliance  on  allies  was  even  more  pro¬ 
nounced  in  the  Kosovo  conflict  (Tang,  1999).^^  The  conclusion  PLA 
strategists  reached  is  that  the  U.S.  military  will  need  to  rely  on  the 
assistance  of  allies  and  friends  to  prevail  in  future  conflicts  and  that 
this  will  likely  cause  operational  and  political  problems  for  the  United 
States. 

The  most  critical  aspect  of  this  dependence  on  allied  support  is 
the  requirement  for  access  to  forward  bases,  which  is  seen  as  a  major 
limitation  on  the  effectiveness  of  U.S.  responses  to  regional  crises.  As 
one  Chinese  analyst  writes  in  an  article  published  in  an  official  journal 
(Jiang,  1999), 

forward  bases  are  indispensable  for  .  .  .  U.S.  joint  operations.  A 
case  in  point  is  the  dependence  of  air  force  units  on  forward  bases 
in  launching  .  .  .  operations  against  ground  and  naval  forces. 

They  directly  affect  the  intensity  and  continuity  of  the  .  .  .  opera¬ 
tions  through  such  key  factors  as  sortie  and  replenishment  rates. 

Due  to  the  great  reduction  of  permanent  overseas  U.S.  military 
bases  after  the  Cold  War  and  the  fact  that  regional  crises  tend  to 
break  out  quite  suddenly,  U.S.  forces  often  find  themselves  lack¬ 
ing  forward  bases. 

The  U.S.  style  of  war  is  so  dependent  on  access  to  forward  bases,  the 
author  continues,  that  without  access  to  “first-line”  forward  bases, 
U.S.  forces  “will  have  difficulty  launching  multiple  waves  of  quick  and 
sudden  air  strikes.”  If  they  are  forced  to  rely  solely  on  “second-  and 


After  discussing  the  military  and  financial  assistance  provided  by  U.S.  allies  in  the  Gulf 
War,  Tang  (1999)  asserts  that  “The  US  dependence  on  allies  was  even  more  conspicuous  in 
the  Kosovo  War.” 
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third-line  airfields”  and  aircraft  carriers  to  launch  air  strikes,  their  over¬ 
all  operational  capabilities  “will  he  greatly  diminished”  (Jiang  Chuan, 
1999).  Chinese  analysts  note  that  the  U.S.  bases  on  Okinawa  would 
play  a  critical  role  in  any  U.S.  response  to  a  crisis  on  the  Korean  penin¬ 
sula  or  in  the  Taiwan  Strait.  In  particular,  they  emphasize  the  crucial 
role  of  U.S.  fighter  aircraft  and  ASW  aircraft  stationed  on  Okinawa, 
in  responding  to  a  Taiwan  crisis  (Kang,  1998).  Chinese  sources  have 
also  noted  local  displays  of  resentment  over  the  continued  presence  of 
U.S.  forces  on  Okinawa  and  the  tensions  these  incidents  have  caused 
between  Washington  and  Tokyo.^^ 

This  perceived  U.S.  reliance  on  allies  for  basing  and  support  is 
seen  as  a  weakness  for  several  reasons.  For  example,  PLA  analysts  from 
AMS  note  that  the  United  States  encountered  numerous  problems — 
from  interoperability  and  coordination  to  political  disputes  within  the 
coalition — in  cooperating  with  its  allies  in  the  Kosovo  war.  The  con¬ 
flict  highlighted  the  political  difficulties  of  alliance  warfare  because 
“the  extent  to  which  military  action  is  affected  and  restricted  by  politi¬ 
cal  factors  increases  as  the  scale  of  the  alliance  expands”  (see  Wei  and 
Li,  2000).  Disagreements  within  NATO  and  domestic  political  pres¬ 
sures  in  some  alliance  countries  all  restricted  the  military  options  avail¬ 
able  to  the  United  States  in  the  conflict.  According  to  Li  (1995,  p.  189), 
these  weaknesses  are  ones  that  adversaries  of  the  United  States  will  be 
able  to  exploit  in  future  conflicts: 

In  alliance  warfare,  there  are  differences  in  interests,  military 
strategy,  weapons  and  equipment,  culture,  and  language  among 
the  militaries  of  the  various  countries,  and  there  will  be  problems 
of  command  and  coordination.  This  can  provide  an  adversary 
with  an  [opportunity  that  can  be  exploited]  by  splitting 

and  causing  collapse  [of  the  enemy’s  alliances]  politically  and  by 
routing  [the  enemy]  militarily,  [authors’  translation] 


See,  for  example,  Zhang  and  Yi  (2000)  and  Liu  Lisheng  (2000). 


CHAPTER  THREE 


Elements  of  Chinese  Military  Strategy  with 
Potential  Implications  for  U.S.  Theater  Access 


As  noted  at  the  beginning  of  the  previous  chapter,  we  found  no  explicit 
use  of  the  term  “antiaccess”  in  Chinese  military  writings.  This  is  prob¬ 
ably  because  Chinese  strategists  do  not  consider  an  antiaccess  strategy 
by  itself  to  be  sufficient  to  prevent  or  defeat  a  militarily  superior  power. 
The  writings  we  reviewed  nonetheless  suggest  that  key  elements  of  a 
comprehensive  Chinese  strategy  for  defeating  a  military  power  like  the 
United  States  would  consist  of  actions  designed  to  impede  U.S.  mili¬ 
tary  access  to  the  Asian  theater  in  the  event  of  a  U.S.-China  conflict. 
These  include  attacking  U.S.  C^ISR  systems;  attacking  logistics,  trans¬ 
portation,  and  support  functions;  attacking  air  bases;  blockading  and 
attacking  sea  lanes  and  ports;  attacking  aircraft  carriers;  and  prevent¬ 
ing  the  use  of  bases  on  allied  territory.' 


Attacks  on  CISR  Systems 

As  noted  above,  Chinese  strategists  view  the  U.S.  information  network 
as  one  of  its  most  vital  key  points  to  target  because  disrupting  U.S. 
communications  and  critical  command-and-control  centers  would 
leave  the  affected  U.S.  forces  in  a  “state  of  paralysis”  (Jiang,  1997, 
pp.  113-114  [authors’  translation]).  Attacks  on  C^ISR  targets  could 


'  It  is  important  to  bear  in  mind,  however,  that  these  antiaccess  elements  are  embedded 
within  the  context  of  a  larger  strategy  designed  to  counter  technologically  advanced  military 
powers,  such  as  the  United  States,  and  are  not  a  distinct  strategy  in  and  of  themselves. 
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have  an  antiaccess  effect  by  disrupting  the  deployment  of  U.S.  military 
forces  to  a  region  or  by  interfering  with  command,  control,  and  com¬ 
munication  or  early  warning  capabilities  to  the  extent  that  a  decision 
would  be  made  to  withdraw  forward-deployed  forces  farther  from  the 
locus  of  conflict. 

Attacks  against  C'lSR  systems  can  involve  operations  against 
military  and  civilian  targets  in  all  five  dimensions — land,  sea,  air, 
space,  and  cyberspace — and  can  be  undertaken  during  peacetime  and 
wartime.  As  described  earlier,  Chinese  strategists  argue  that  the  more 
a  military  relies  on  information  technology,  the  more  vulnerable  it 
becomes  to  information  attacks.  In  what  the  Chinese  would  describe 
as  a  “contradiction,”  the  strength  of  the  U.S.  military  is  hinged  on  the 
successful  use  of  information.  This  strength,  however,  is  also  seen  as 
being  its  weakness. 

Chinese  writings  describe  a  combination  of  soft-  and  hard-kill 
methods  for  defeating  an  enemy’s  U'lSR  system.  Dong  et  al.  (1999, 
p.  107)  recognizes,  however,  that  purely  soft  methods  are  unlikely  to 
be  sufficient  to  achieve  overall  victory  in  a  campaign,  noting  that  it 
will  be 

difficult  for  [electronic  warfare]  to  form  an  independent  campaign 
stage  or  an  independent  campaign.  It  can  form  a  type  of  inde¬ 
pendent  method,  but  in  order  to  achieve  a  complete  campaign 
victory,  firepower  strikes  will  need  to  be  relied  upon,  [authors’ 
translation] 

Another  author  writes  that  “every  type  of  campaign  method” 
should  be  used  to  defeat  an  enemy’s  C^ISR  system  (Dai,  1999,  p.  273 
[authors’  translation]).  To  illustrate  how  a  combination  of  hard-  and 
soft-kill  methods  can  best  be  carried  out,  Dai  (1999,  pp.  303-304) 
describes  how  a  battle  against  command-and-control  systems  might 
develop: 

The  first  attack  wave  should  come  as  early  as  possible.  In  reality, 
early  in  the  preparation  stages  for  war  and  during  the  deterrence 
stages  before  a  war,  the  first  wave  is  already  being  conducted  in 
the  invisible  information  space.  This  attack  consists  mainly  of 
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intelligence  warfare,  psychological  warfare,  military  deception, 
and  military  deterrence  or  is  conducted  in  conjunction  with  a 
political  and  diplomatic  battle.  Adopted  measures  include  psy¬ 
chological  deception,  electronic  deception,  and  network  (seman¬ 
tic  meaning)  [sic]  attack.  The  main  goals  are  to  collect  intelligence 
from  enemy  information  systems  and  networks  and  to  conduct 
scattered  and  concealed  information  harassment  and  attacks  in 
conjunction  with  military  and  diplomatic  efforts  to  conceal  our 
operational  intent.  The  first  wave  is  actually  only  the  preparation 
or  prologue  to  seizing  campaign  information  superiority. 

After  the  stage  of  seizing  campaign  information  superiority,  the 
first  round  of  attacks  are  concentrated,  complete,  and  focused 
information  suppression  attacks  using  electromagnetic  suppres¬ 
sion,  powerful  electronic  warfare  attack,  and  computer  network 
countermeasures  to  carry  out  concentrated  interference,  suppres¬ 
sion,  and  destruction  attacks  against  the  enemy’s  strategic  and 
campaign-level  information  systems.  The  primary  targets  are 
the  hearts  and  minds  of  the  enemy’s  information  handling  and 
decisionmaking  centers,  as  well  as  those  of  the  operational  sys¬ 
tems’  eyes  and  ears,  such  as  information  monitoring  resources 
and  the  nerve  centers  of  information  lines,  to  greatly  reduce  the 
information  system’s  capability  and  to  create  beneficial  conditions 
for  subsequent  firepower  attacks.  Effective  concentrated  informa¬ 
tion  suppression  relies  on  large-scale  and  direct  suppression  and 
powerful  destructive  attacks  against  the  enemy’s  campaign-  and 
strategic-level  information  systems.  When  information  attacks 
are  not  strong  enough,  joint  firepower  attacks  can  be  directly  car¬ 
ried  out,  and  multiple  types  of  firepower  attacks  and  special  oper¬ 
ations  can  make  up  for  a  lack  in  information  attacks. 

After  the  second  wave  of  attacks  effectively  weakens  and  sup¬ 
presses  the  enemy’s  information  systems,  especially  command- 
and-control  centers,  the  enemy’s  radars  will  be  blind,  commu¬ 
nications  broken,  command  paralyzed,  and  coordination  lost. 
Weapons  will  be  out  of  control  and  temporarily  blind  and  deaf  or 
even  paralyzed.  The  opportunity  should  not  be  missed  to  organize 
missile  attacks  against  information  nodes.  Cruise  missiles  and 
stealth  aircraft  can  conduct  pinpoint  strikes  against  the  enemy’s 
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command-and-control  centers,  air-defense  systems,  electronic 
warfare  centers,  ground-to-ground  missile  bases,  and  other  point 
targets.  Tactical  ballistic  missiles  can  also  strike  targets  through¬ 
out  a  country.  When  missiles  are  launched,  air-  and  sea-based 
electronic  interference  will  be  used  against  the  electronic  systems 
of  strategic  warning  and  missile  defense  systems.  During  mis¬ 
sile  penetrations,  missile  penetration  electronic  countermeasure 
devices  will  be  used  to  interfere  with  and  deceive  the  enemy’s  mis¬ 
sile  defense  system  and  carry  out  necessary  tactical  maneuvers. 

At  the  same  time  as  firepower  attacks  are  being  conducted,  elec¬ 
tronic  interference,  computer  virus,  antiradiation,  and  directed- 
energy  weapon  attacks  should  be  conducted  against  electronic 
information  systems,  especially  command-and-control  centers 
and  nodes  to  form  a  combination  of  “soft”  and  “hard”  attacks. 
Special  attention  must  be  paid  to  destroying  and  suppressing  the 
enemy’s  air-defense  system  to  create  conditions  for  strikes  by  the 
air  force,  [authors’  translation] 

This  passage  does  not  necessarily  represent  official  doctrine  (par¬ 
ticularly  since  China  does  not  currently  possess  such  systems  as  stealth 
aircraft),  and  most  writings  speak  about  attacking  C'lSR  systems  in 
general  and  do  not  prioritize  targets  or  methods.  Examples  like  this 
one  do,  however,  illustrate  how  far  Chinese  researchers  have  thought 
through  the  use  of  information  operations.  Moreover,  several  informa¬ 
tion  warfare  methods — computer  network  attacks,  EMP  attacks,  and 
attacks  against  satellites — have  particular  implications  for  U.S.  theater 
access. 

Computer  Network  Attacks 

Computer  network  attacks  receive  special  attention  as  “one  of  the  most 
effective  ways  for  weak  militaries  to  fight  strong  militaries”  (Wang  and 
Zhang,  2000,  p.  174  [authors’  translation]).  In  fact,  some  Chinese  strat¬ 
egists  believe  them  to  be  so  effective  that  an  “entire  coordinated  and 
unified  command  and  control  capability  can  be  lost”  (Dai,  1999,  p.  234 
[authors’  translation]).  These  sources  describe  various  types  of  computer 
network  attack  methods,  including  hacker  attacks,  virus  attacks,  infor¬ 
mation  pollution,  information  harassment,  and  surveillance  methods. 
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Attacks  can  be  conducted  remotely  via  computers  or,  ideally,  at  the 
target  site  by  infiltrators  (Lu,  1999,  p.  320).  Chinese  strategists  claim 
that  computer  network  attacks  are  likely  to  have  a  high  degree  of  suc¬ 
cess  in  disrupting  U.S.  military  operations,  in  part  because  military 
information  systems  are  connected  to  commercial  lines.  One  source 
(Lu,  1999,  p.  311),  for  example,  recommends  utilizing 

a  computer  network’s  geographic  scope,  many  customers,  and 
high  degree  of  resource-sharing  to  enter  international  networks, 
civil-military  networks  and  communications  equipment  to  carry 
out  virus  destruction.  It  has  been  divulged  that  in  the  United 
States  95  percent  of  military  networks  pass  through  civilian  lines 
and  that  150,000  military  computers  pass  through  normal  com¬ 
puter  networks.  This  characteristic  of  computer  networks  makes 
it  easy  to  conduct  virus  attack,  [authors’  translation] 

According  to  this  same  source,  hackers  attempted  to  infiltrate 
U.S.  military  computer  systems  more  than  250,000  times  in  1995, 
with  a  success  rate  of  65  percent  (Lu,  1999,  p.  305).  For  example,  Chi¬ 
nese  authors  assert  that,  during  the  Kosovo  conflict,  Yugoslavian  hack¬ 
ers  attacked  the  command-and-control  system  of  a  U.S.  aircraft  carrier, 
temporarily  degrading  its  performance  (Peng  and  Yao,  2001,  pp.  363- 
364). 

Operations  against  computer  networks  are  not  limited  to  wartime. 
Peacetime  operations  against  computer  networks  include  computer 
reconnaissance  methods  that  infiltrate  computer  systems  to  obtain 
intelligence  or  to  reconnoiter  computer  systems  for  weaknesses  that 
can  be  exploited  during  wartime.  Other  methods  involve  infiltrating 
computer  systems  to  render  command-and-control  systems  dysfunc¬ 
tional.  One  example  given  of  “winning  without  fighting”  is  inserting  a 
virus  into  an  enemy’s  nuclear  weapon  command-and-control  computer 
system  during  peacetime  to  alter  its  code  and  render  it  unusable  (Lu, 
1999,  p.  308).  Infiltration  of  computer  systems  is  described  as  being 
used  against  the  Iraqi  army  before  the  Gulf  War  in  1991.  According  to 
one  author,  the  United  States  placed  infected  computer  chips  in  French- 
made  antiaircraft  computer  components  destined  for  Iraq.  When  these 
components  were  installed  into  the  Iraqi  air-defense  system,  the  virus 
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spread  throughout  the  system  and  “rendered  critical  Iraqi  weapon 
command-and-control  systems  useless  and  caused  immeasurable 
damage”  (Lu,  1999,  p.  309  [authors’  translation]). 

Chinese  discussions  of  computer  network  operations  appear  to 
include  the  possibility  of  attacking  DoD  computer  systems  in  the 
United  States.  In  this  regard,  information  operations  enable  the  PLA 
to  exert  a  form  of  long-range  power  projection  to  attack  a  variety 
of  targets.  While  the  vulnerability  of  the  U.S.  military  to  these  sorts  of 
attacks  may  be  debatable,  that  the  Chinese  have  identihed  command- 
and-control  as  the  U.S.  center  of  gravity  suggests  that  these  types  of 
targets  will  be  a  focus  of  Chinese  attacks. 

EMP  Attacks 

A  number  of  Chinese  writers  suggest  utilizing  EMP  weapons  to  dis¬ 
rupt  the  U.S.  C^ISR  system.  One  Chinese  source  (Dai,  1999,  p.  272) 
describes  EMP  attacks  as  including 

nuclear  EMP  attacks  and  nonnuclear  EMP  attacks.  Nuclear  and 
thermonuclear  explosions  create  a  large  EMP  effect  that  can  cause 
electronic  equipment  to  be  overloaded  and  ruined.  This  type  of 
large  nuclear  EMP  can  cause  electronic  systems  within  hundreds 
to  over  a  thousand  kilometers  to  be  destroyed.  The  effective  power 
of  a  nonnuclear  EMP  burst  is  several  million  times  greater  than 
those  of  current  jammers  (reaching  10,000  MW)  and  can  bum 
unprotected  and  highly  sensitive  and  even  complete  electronic 
equipment  (systems)  [sic],  as  well  as  destroy  the  normal  operation 
of  computer  systems,  [authors’  translation] 

Another  source  (Nie,  1999,  p.  185)  speaks  of  using  EMP  weapons 
as  part  of  an  attack  on  an  aircraft  carrier  strike  group: 

We  can  use  the  Second  Artillery  or  the  Air  Force  to  deliver  an 
EMP  bomb  to  the  enemy’s  large  naval  force  to  destroy  the  ene¬ 
my’s  warning  and  detection  systems,  operational  command  sys- 
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terns,  and  other  electronic  information  systems,  [authors’  transla¬ 
tion]  ^ 


Attacks  on  Satellites 

Space  warfare,  a  subset  of  information  warfare,  is  also  receiving  an 
increasing  amount  of  attention  from  Chinese  military  writers.  The 
U.S.  military’s  use  of  space  for  strategic  reconnaissance,  communica¬ 
tions,  navigation  and  positioning,  and  early  warning  have  highlighted 
the  importance  of  space  as  a  force  multiplier.  In  part  because  of  these 
observations,  Chinese  writers  have  predicted  that  space  power  will 
develop  as  airpower  has  developed,  from  a  reconnaissance  force  into  a 
strategic  bombing  force.  Because  of  this,  space  is  thought  to  be  the  next 
“strategic  vantage  point”  from  which  the  control  of  the  air,  land,  and 
sea  will  be  determined.  According  to  this  logic,  the  importance  of  seiz¬ 
ing  control  in  space  in  future  battles  makes  space  warfare  inevitable. 
PLA  strategists  envision  the  possible  expansion  of  electronic  warfare 
into  outer  space  in  future  conflicts  (Peng  and  Yao,  2001,  p.  363): 

As  a  result  of  the  continuous  development  of  space  technology, 
military  satellites  will  provide  increasingly  powerful  command- 
and-control  capabilities  in  future  wars.  Thus,  it  is  possible  that 
military  satellites  will  become  targets  for  attack  in  electronic  war¬ 
fare  and  that  space  electronic  warfare  will  become  a  new  field  of 
electronic  warfare,  [authors’  translation] 

Moreover,  many  PLA  writers  have  concluded  that  U.S.  space- 
based  systems  are  vulnerable  to  attack.  A  Liberation  Army  Daily  article 
(Li  and  Chen,  2001,  p.  17)  states  that 


^  It  is  unclear  whether  the  author  quoted  is  talking  about  a  nuclear  or  nonnuclear  EMP, 
although  one  suspects  that,  if  he  were  talking  about  nuclear  EMP,  he  would  have  said,  “We 
can  use  the  Second  Artillery  or  Air  Force  to  deliver  an  EMP  attack  using  a  nuclear  bomb” 
rather  than  “deliver  an  EMP  bomb.”  According  to  an  article  in  Aerospace  Power  Chronicles, 
the  effective  radius  of  a  nonnuclear  EMP  weapon  would  be  “on  the  order  of  hundreds  of 
meters”  (Kopp,  1996),  which  would  be  enough  to  upset  or  damage  the  electronics  on  an 
individual  ship  but  not  an  entire  formation  of  ships. 
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space  systems  have  increasingly  become  systems  in  which  coun¬ 
tries’  key  interests  lie.  If  an  anti-satellite  weapon  destroys  a  space 
system  in  a  future  war,  the  destruction  will  have  dealt  a  blow  to 
the  side  that  owns  and  uses  the  space  system,  stripped  it  of  space 
supremacy,  and  weakened  its  supremacy  in  conducting  informa¬ 
tion  warfare,  and  even  its  supremacy  in  the  war  at  large.  Anti¬ 
satellite  weapons  that  can  be  developed  at  low  cost  and  that  can 
strike  at  the  enemy’s  enormously  expensive  yet  vulnerable  space 
system  will  become  an  important  option  for  the  majority  of 
medium-sized  and  small  countries  with  fragile  space  technology. 

A  Xinhua  article  reiterates  this  sentiment:  “For  countries  that  can 
never  win  a  war  with  the  United  States  hy  using  the  method  of  tanks 
and  planes,  attacking  the  U.S.  space  system  may  he  an  irresistible  and 
most  tempting  choice”  (Wang  Hucheng,  2000).  Moreover,  one  PLA 
source  states  that  during  the  Gulf  War,  90  percent  of  strategic  com¬ 
munications  were  handled  hy  satellites,  including  commercial  satellites 
(Dai,  1999,  p.  350).  Successfully  attacking  U.S.  space-hased  commu¬ 
nication  systems  would  thus  have  a  powerful  effect  on  the  ability  of  the 
United  States  to  communicate  with  forces  in  a  given  theater  of  opera¬ 
tions. 

Satellites  can  be  attacked  using  both  soft-  and  hard-kill  methods. 
Jamming  is  an  example  of  a  soft-kill  method,  while  hard-kill  methods 
include  a  whole  range  of  antisatellite  technology,  including  missiles, 
directed- energy  weapons,  and  antisatellite  satellites.  Chinese  writings 
on  antisatellite  operations  are  generally  circumspect,  especially  in  rela¬ 
tion  to  hard  kills;  however,  while  no  one  method  is  valued  more  than 
another,  these  writings  suggest  a  desire  to  develop  antisatellite  weapons. 
Moreover,  one  article  notes  that,  although  China’s  aerospace  industry 
has  built  a  solid  foundation,  “it  is  still  far  from  meeting  the  require¬ 
ments  for  winning  a  local  war  under  high-technology  conditions”  (Xie, 
Qin,  and  Huang,  2002).  The  article  further  states  that 

In  the  future,  space  military  systems  will  directly  participate  in 
local  wars  that  break  out  around  our  periphery,  including  space 
information  support  and  even  offensive  and  defensive  counter¬ 
measures.  In  facing  this  threat,  we  should  concentrate  on  inten- 
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sifying  research  into  the  crucial  technologies  of  land-based  and 
space-based  (concentrating  on  space-based)  antisatellite  weapons 
and,  as  soon  as  possible,  develop  one  or  two  antisatellite  weapons 
that  can  threaten  the  enemy’s  space  systems  and  seize  the  initia¬ 
tive  in  future  space  wars,  [authors’  translation] 

While  Chinese  writers  do  discuss  attacking  satellites,  we  found 
no  direct  evidence  about  what  types  of  space  targets  the  PLA  may  con¬ 
sider  the  most  important.  Chinese  authors  do  not  assign  a  relative  value 
to  satellites  and  instead  list  all  types  of  satellites  as  potential  targets. 
Chinese  sources  on  strategy  and  information  warfare,  however,  provide 
some  clues  as  to  what  types  of  targets  may  he  considered  most  valuable. 
As  detailed  earlier  (see  pp.  35-37),  Wang  and  Zhang  (2000)  lists  five 
key  types  of  targets.  If  these  types  are  presented  in  order  of  importance, 
Chinese  strategy  would  seem  to  value  the  destruction  of  intelligence¬ 
gathering  satellites,  which  would  belong  to  the  second  category — infor¬ 
mation  systems — over  other  types  of  satellites,  such  as  communication 
and  Global  Positioning  System  satellites,  which  provide  links  between 
various  campaign  systems  and  therefore  fall  into  the  fifth  category. 

This  prioritization  is  supported  by  various  writings  on  informa¬ 
tion  warfare.  In  these,  information  collection  is  regarded  as  the  basis  of 
information  warfare.  One  source  states  that  “the  direct  goal  and  basis 
of  operations  to  achieve  campaign  information  control  is  the  collec¬ 
tion  of  information  and  the  maintaining  of  information  superiority” 
(Zhang,  1999,  p.  68  [authors’  translation]).  In  fact,  one  source  describes 
tfSiSfe  [“intelligence  warfare”]  as  the  primary  operational  method  and 
asserts  that  whoever  achieves  intelligence  superiority  will  then  be  able 
to  achieve  a  high  degree  of  battlefield  transparency,  which  can  then 
lead  to  seizing  operational  initiative  and  winning  the  war  (Lu,  1999, 
p.  74).  Another  source  (Xu,  1999,  p.  29)  goes  further  by  describing 
intelligence  warfare  as  holding  a  special  position  in  the  realm  of  infor¬ 
mation  countermeasures: 

“Know  the  enemy  and  know  yourself,  and  you  can  fight  a  hun¬ 
dred  battles  without  defeat.”  Under  information  warfare  condi¬ 
tions,  only  by  having  clear  intelligence  on  the  enemy  and  the 
operational  area  and  even  the  enemy’s  country,  and  by  strictly 
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controlling  our  intelligence,  can  correct  judgments  of  the  battle¬ 
field  be  made,  correct  operational  guidance  given,  and  informa¬ 
tion  attacks  and  firepower  attacks  correctly  organized  to  para¬ 
lyze  enemy  operational  systems  and  maintain  the  concealment  of 
operational  movement  to  accomplish  campaign  goals,  [authors’ 
translation] 

Perhaps  because  intelligence  collection  forms  the  basis  of  informa¬ 
tion  superiority,  one  source  states  that  “before  an  operation,  or  in  the 
opening  stages  of  an  operation,  enemy  reconnaissance  and  early  warn¬ 
ing  systems  must  be  struck”  (Xu,  1999,  p.  29  [authors’  translation]). 
This  statement  is  echoed  in  Dai  (1999,  p.  313),  which  states  that 

when  a  campaign  starts,  the  main  tasks  of  an  information  opera¬ 
tion  are  to  attack  enemy  reconnaissance  systems  and  implement 
campaign  information  deception  to  conceal  our  operational 
intent  and  protect  the  start  of  our  campaign  force,  [authors’ 
translation] 


Attacks  on  Logistics,  Transportation,  and  Support 
Functions 

Launching  attacks  against  the  enemy’s  logistics  system  is  another  key 
element  of  China’s  overall  strategy  for  dealing  with  the  U.S.  military 
that  has  antiaccess  implications.  Chinese  military  writings  discuss 
launching  attacks  on  logistics,  transportation,  and  support  facilities. 
The  goals  of  these  kinds  of  attacks  would  be  to  delay  the  deployment  of 
new  U.S.  forces  to  the  region  and  render  existing  forces  in  the  region 
less  effective  or  more  vulnerable  because  of  a  lack  of  timely  supplies  of 
materiel  needed  for  warfighting. 

PLA  authors  frequently  note  that  an  enemy  with  high-technology 
equipment  has  a  high  rate  of  consumption  on  the  battlefield,  which 
translates  into  heavy  requirements  for  logistics  support.  As  noted 
above,  PLA  authors  have  written  that  the  high  level  of  consumption  in 
modern  high-technology  campaigns  makes  the  U.S.  heavily  dependent 
on  complex  logistics  and  support,  and  this  is  seen  as  one  of  the  main 
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vulnerabilities  of  U.S.  forces.  Striking  a  high-technology  enemy’s  logis¬ 
tics  system  and  interdicting  its  logistics  and  transportation  are  thus 
seen  as  means  of  making  it  difficult  for  the  high-technology  enemy  to 
sustain  its  combat  operations  (Jiang,  1997,  pp.  149-150). 

Internal  Chinese  military  writings  stress  the  importance  of  attacks 
on  logistics  and  rear-area  support  in  many  types  of  modern  high- 
technology  campaigns.  One  source  notes  that  “Modern  campaign 
systems  .  .  .  increasingly  rely  on  the  rear  area”  (Zhan,  1997,  p.  348 
[authors’  translation]).  Military  forces  rely  on  oil,  supplies,  ammuni¬ 
tion,  and  other  items,  and  the  lack  of  these  can  lead  to  defeat.  They 
also  depend  on  many  types  of  bases  and  installations  and,  if  these  were 
destroyed,  the  effect  on  the  forces  would  be  crippling.  For  example, 
destroying  a  road  or  bridge  “would  paralyze  transportation.”  Support 
systems  are  seen  as  soft  and  therefore  “prime  targets.”  As  one  author 
puts  it,  the  “long  supply  lines  and  large  [support]  structure”  of  the 
enemy  are  “soft  targets  that  are  relatively  easy  to  attack.”  In  all,  accord¬ 
ing  to  this  source,  “destroying  the  rear  area  is  an  important  part  of 
destroying  the  complete  structure”  (Zhan,  1997,  p.  104  [authors’  trans¬ 
lation]). 

This  emphasis  on  attacking  logistics,  transportation,  and  support 
capabilities  is  echoed  by  another  source,  which  indicates  that  a  major 
operational  goal  is  to  [“cripple  the  enemy’s  support  sys¬ 

tems”]  (Wang  and  Zhang,  2000,  pp.  95-96  [authors’  translation]). 
High-technology  militaries  are  extremely  dependent  on  logistics  and 
support,  and  attacks  against  these  targets  could  severely  complicate  or 
disrupt  their  combat  operations.  In  another  passage,  Wang  and  Zhang 
(2000,  p.  351)  stresses  that  a  key  goal  for  PLA  planners  is 

to  disrupt  the  enemy’s  campaign  depth  or  rear  area  railway  and 
highway  hubs,  ports,  bridges,  and  other  transport  systems  and 
logistic  supply  networks,  to  block  or  slow  its  heavy  troop  con¬ 
centration,  and  to  cut  off  its  supplies  so  as  to  isolate  it  from  the 
battlefield,  [authors’  translation] 

Ballistic  missiles,  cruise  missiles,  aircraft,  SOF,  saboteurs,  and 
computer  network  attack  would  all  be  used  to  degrade  an  adversary’s 
transportation,  logistics,  and  support  capabilities.  Some  sources  suggest 
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that  SOF  might  play  a  particularly  important  role  in  attacking  logistics 
and  support  targets.  According  to  PLA  authors,  the  enemy’s  storage 
facilities,  fuel  storage  bases,  and  supply  depots  are  especially  vulnerable 
to  missile  strikes,  air  attack,  and  sabotage  (Jiang,  1997,  pp.  150-151). 
In  addition,  aerial-refueling  aircraft,  transport  ships,  freighters,  rail¬ 
ways,  roads,  and  bridges  are  also  identihed  as  targets  in  Chinese  writ¬ 
ings. 


Attacks  on  Enemy  Air  Bases 

Another  military  strategy  with  antiaccess  implications  that  Chi¬ 
nese  writers  have  identified  is  attacking  enemy  air  bases  to  disrupt 
and  degrade  enemy  air  operations.  PLA  Air  Force  doctrine  envisions 
that  enemy  air  bases,  along  with  command- and-control  facilities  and 
surface-to-air  missile  (SAM)  sites,  would  be  the  main  targets  of  initial 
strikes  early  in  a  campaign  (Stokes,  2001,  p.  45).  According  to  one 
source,  attacking  enemy  air  bases  can  quickly  degrade  an  adversary’s 
offensive  capabilities.  For  this  reason,  “It  is  the  most  effective  way  of 
seizing  air  superiority”  (Zhan,  1997,  p.  310  [authors’  translation]). 

Chinese  sources,  however,  appear  to  recognize  the  difficul¬ 
ties  inherent  in  successfully  attacking  air  bases.  As  Wang  and  Zhang 
(2000,  p.  362)  notes, 

mounting  counterattacks  against  the  air  bases  housing  the  enemy 
assault  force  and  weapons  is  an  extremely  complex  operation.  One 
should  meticulously  organize  coordination  among  various  par¬ 
ticipating  forces  and  various  supporting  forces,  accurately  seize 
combat  opportunities,  strive  to  fight  battles  of  quick  resolution, 
launch  swift  strikes,  and  swiftly  disengage,  so  as  to  win  great  vic¬ 
tories  at  small  cost.  Once  the  mission  is  completed,  one  should 
swiftly  divert  one’s  own  forces  and  guard  vigilantly  against  enemy 
retaliation,  [authors’  translation] 

Writings  reviewed  in  this  study  suggest  that  runways,  high-value 
aircraft,  critical  installations,  and  support  facilities,  as  well  as  aircraft 
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crews  and  support  personnel,  are  all  seen  as  vital  targets  in  attacks  on 
air  bases.3  Wang  and  Zhang  (2000,  p.  362)  observes  that, 

if  an  attack  is  aimed  at  disrupting  the  enemy  air  strike  plans, 
one  should  target  the  enemy’s  command- and-control  systems  and 
fuel  and  ammunition  supply  systems;  if  it  is  aimed  at  degrading 
an  enemy  aviation  corps  group  to  reduce  the  pressures  from  its 
air  strikes,  one  should  target  the  aircraft  parked  on  the  tarmacs 
of  airports  housing  the  enemy’s  main  bomber  and  fighter-bomber 
aviation  corps,  [authors’  translation] 

Chinese  strategists  discuss  attacking  enemy  airfields  using  a  range 
of  methods,  including  ballistic  missiles,  cruise  missiles,  fighters  and 
bombers  armed  with  precision-guided  munitions,  SOF,  and  covert 
operatives.  These  operations  might  be  conducted  either  together  or 
separately.  Conventional  ballistic  missiles  are  seen  as  especially  effec¬ 
tive  in  attacks  on  large-scale  fixed  targets,  such  as  air  bases. ^  Launch¬ 
ing  missile  attacks  against  enemy  air  bases  is  thus  regarded  as  “one  of 
the  most  important  counter-air  strike  measures”  (Cui,  2002,  p.  214 
[authors’  translation]). 

In  addition  to  missile  and  air  strikes,  Chinese  sources  indicate  that 
covert  operatives,  such  as  SOF  or  saboteurs,  would  also  play  an  impor¬ 
tant  role  in  attacks  on  enemy  air  bases.  Some  writings  on  the  general 
missions  that  are  assigned  to  SOF  units  suggest  their  role  in  air  base 
attacks  would  include  strategic  reconnaissance,  harassment  attacks, 
and  direct- action  missions,  such  as  carrying  out  strikes  on  critical  base 
facilities,  destroying  aircraft,  and  assassinating  key  personnel.^ 


^  See,  for  example,  Zhan  (1997,  p.  310).  According  to  this  source,  strikes  against  enemy 
air  bases  would  involve  a  combination  of  air  forces  and  short-range  ballistic  missiles.  The 
attacks  should  be  “concentrated  and  unexpected.”  This  book  argues  that  the  attack  should  be 
sequenced  so  that  the  first  strikes  damage  enemy  runways  to  prevent  takeoffs  and  landings, 
with  subsequent  strikes  destroying  aircraft  on  the  ground. 

^  See  Cui  (2002,  pp.  40,  176).  Cui  argues  that  the  long-range  strike  capabilities  of  conven¬ 
tional  missile  units  allow  them  to  “effectively  suppress  the  other  side’s  air  bases,”  as  well  as 
air  defense  assets  and  other  targets  [authors’  translation]. 

^  For  more  on  the  roles  of  Chinese  SOF  in  campaigns,  see  Wang  and  Zhang  (2000, 
pp.  213-220).  For  a  source  that  provides  a  brief  organizational  history  of  Chinese  SOF,  see 
Qu,  Liu,  and  Shi  (2000). 
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None  of  the  writings  we  reviewed  explicitly  discussed  specific  U.S. 
air  bases  in  the  theater  or  elsewhere  that  should  be  attacked.  In  most 
cases,  the  sources  are  probably  referring  to  options  for  attacks  against 
air  bases  in  Taiwan.  As  one  U.S.  analyst  notes,  however,  PLA  authors 
have  stated  that  China  would  reserve  the  right  to  attack  enemy  targets 
on  the  territory  of  a  third  country  if  that  country  allowed  the  enemy  to 
use  the  bases  on  its  territory  in  a  conflict  with  China  (see  Stokes,  2001, 
p.  38).*’  One  Liberation  Army  Daily  writer  observes  that  the  United 
States  tends  to  use  bases  in  “third  countries’  territory”  when  conduct¬ 
ing  military  operations.  The  writer  goes  on  to  assert  that,  when  a  third 
country  allows  the  United  States  to  use  its  bases,  it  immediately  loses 
its  neutral  status  in  the  conflict.  Huang  (1999)  concludes  that,  thus, 

a  country  subject  to  aggression  or  armed  intervention  not  only  has 
the  right  to  attack  the  enemy’s  combat  forces  and  arms  deployed 
on  the  enemy’s  territory  and  the  high  seas  but  also  has  a  totally 
legitimate  reason  to  attack  the  enemy  targets  on  the  third  coun¬ 
try’s  territory. 

In  addition.  Second  Artillery  (China’s  missile  forces)  officers  have 
suggested  that  there  would  be  opportunities  to  launch  missile  strikes 
against  the  air  force  of  an  “intervening  superpower”  in  a  Taiwan  con¬ 
flict  (Stokes,  2001,  p.  65). 


Blockades 

Blockades  have  the  potential  to  deny,  disrupt,  degrade,  or  otherwise 
complicate  the  arrival  of  U.S.  forces  and  supplies  in  a  region  via  sea.^ 
Chinese  writings  reveal  the  potential  these  types  of  operations  are 
believed  to  have  for  achieving  both  political  and  military  objectives. 
Chinese  writings  on  blockades  often  overlap  with  writings  on  attacks 
on  sea  lanes  and  ports  (discussed  in  the  following  section)  because  these 
actions  are  often  conducted  simultaneously. 


^  The  warning  appeared  in  Huang  (1999). 

^  For  an  additional  discussion  of  this  topic,  see  Goldstein  and  Murray  (2004,  pp.  161-196, 
especially  pp.  187-194). 
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Wang  and  Zhang  (2000,  p.  407)  defines  a  blockade  campaign  as 

an  offensive  campaign  undertaken  to  impose  a  sea  or  aerial  block¬ 
ade  on  an  enemy  entrenched  on  islands.  A  large-scale  island  block¬ 
ade  campaign  is  often  under  the  unified  command  of  a  combined 
campaign  commander  and  commanding  organ,  with  naval,  air 
force,  and  Second  Artillery  campaign  force  corps  as  the  main 
campaign  force,  supported  by  army,  armed  police  units,  and  mili¬ 
tias.  A  small-scale  blockade  campaign  is,  in  general,  undertaken 
by  a  naval  campaign  corps  in  coordination  with  other  services 
and  arms,  [authors’  translation] 

Blockades  accomplish  campaign  objectives  hy  coercing  opponents, 
hy  undermining  the  enemy’s  will  to  fight  and  its  war-making  potential, 
and  by  isolating  the  opponent  (Wang  and  Zhang,  2000,  p.  409). 

The  multidimensional  nature  of  blockades  presents  challenges  in 
that  a  total  blockade  of  an  area  would  mean  preventing  aircraft,  surface 
ships,  and  submarines  from  entering  it.  This  would  require  joint  oper¬ 
ations  involving  all  military  services  with  the  assistance  of  civilians. 
Wang  and  Zhang  (2000,  p.  411)  states  that  blockades  should,  first, 

bring  into  full  play  one’s  own  superiority  and  should  adopt  a  com¬ 
bined  operation  of  naval,  air,  and  ground  forces  and  a  tactic  of 
combined  guided  missile,  submarine,  and  mine  assault  to  enforce 
a  protracted  blockade  and  degrade  the  opponent’s  war  potential. 
Second,  one  should  take  advantage  of  the  characteristics  of  large 
quantity  and  stealth  in  submarines  and  mines  to  stage  offensive 
mine-laying  operations  against,  and  positional  ambush  near,  the 
main  ports  and  sea  lanes  of  the  opponent,  to  trap  its  ships  in  the 
ports  or  anchored  areas,  restrict  their  movement,  and  degrade  its 
combat  capabilities.  Third,  one  should  rely  on  the  broad  masses 
of  people  and  progressive  forces  in  the  coastal  regions  and  bring 
into  play  their  roles  in  carrying  out  reconnaissance,  mine  laying, 
harassment,  and  logistic  support,  [authors’  translation] 

Blockades  are  carried  out  as  multistage  operations,  with  the  first 
step  being  to  create  a  no-fly  zone  and  seize  air  superiority  by,  in  part, 
attacking  air  bases.  In  addition,  outer  islands  may  also  need  to  be 
seized  because  they  “constitute  [enemy]  forward  positions  and  form 
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a  protective  screen  for  the  enemy  defense”  (Wang  and  Zhang,  2000, 
p.  418  [authors’  translation]).  These  operations  would  then  he  followed 
hy  attacking  enemy  ports  and  mining  the  entrance  to  harbors.  After 
the  port  has  been  neutralized,  submarines,  followed  by  surface  ships 
would  enter  the  area  of  operation  and  enforce  the  blockade  (Wang 
and  Zhang,  2000,  pp.  323-324).  The  focus  of  the  units  enforcing  the 
blockade  would  be  to  control  waters  out  to  30  nautical  miles  from  the 
enemy  coast  (Wang  and  Zhang,  2000,  p.  415). 

Chinese  sources  on  blockade  operations  emphasize  the  use  of 
mines  and  submarines.  Mines,  to  be  laid  mainly  by  submarines  during 
the  opening  stages  of  a  campaign,  are  considered  one  of  the  weapons 
of  choice  when  carrying  out  blockade  operations  (Wang  and  Zhang, 
2000,  p.  416).  Wang  and  Zhang  (2000,  p.  416)  observes  that  mined 
areas  are 

often  located  near  the  waters  of  the  main  ports  in  the  enemy 
coastal  region  and  coastal  navigation  channels.  Mine  obstacle 
systems  should  be  made  up  of  several  mine  zones  and  widely  scat¬ 
tered  mines.  Every  mine  zone  should  be  targeted  at  one  important 
enemy  port  or  navigation  channel  and  should  be  wide  enough 
and  long  enough  to  achieve  a  certain  kill  probability  and  pose  a 
wide  threat  to  the  enemy,  [authors’  translation] 

While  the  use  of  submarines  is  stressed  in  conducting  mine  war¬ 
fare,  aircraft  are  also  indicated  as  playing  an  important  role  (Wang  and 
Zhang,  2000,  p.  416).  In  addition,  CAAKHIA  [“the  broad  masses  of 
people”] ,  a  possible  reference  to  the  use  of  civilian  vessels,  can  be  relied 
on  to  assist  blockade  operations,  including  mine  laying  (Wang  and 
Zhang,  2000,  p.  417  [authors’  translation]). 

Effectively  conducting  blockades  presents  signihcant  challenges. 
Wang  and  Zhang  (2000,  p.  411)  notes  that,  by 

seizing  command  of  the  air,  sea,  and  electromagnetic  fields  as 
the  centerpiece;  grasping  the  key  links;  striking  at  the  enemy’s 
vital  points;  and  collectively  and  flexibly  employing  forces  and 
weapons  can  one  gain  a  better  advantage  to  accomplish  campaign 
objectives,  [authors’  translation] 
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Thus,  effectively  enforcing  a  blockade  may  require  the  PLA  to  accom¬ 
plish  many  of  the  requirements  of  winning  a  war  first. 

Enforcing  a  blockade  can  be  a  key  element  of  a  prolonged  naval 
campaign.  Wang  and  Zhang  (2000,  p.  410)  stresses  that 

unless  one  is  absolutely  sure  of  a  victory,  one  should  not  rashly 
engage  the  opponent  for  a  decisive  sea  and  air  battle.  One  should 
instead  rely  on  protracted  operations,  cut  off  the  opponent’s 
sources  of  high-technology  equipment  and  war  materiel  supplies, 
and  degrade  its  war  potential,  [authors’  translation] 

One  factor  complicating  the  prosecution  of  blockades  is  conduct¬ 
ing  them  according  to  international  law.  Wang  and  Zhang  (2000, 
p.  321)  recommends  that, 

when  conducting  a  sea  blockade  campaign,  we  should  fully  con¬ 
sider  the  terms  of  international  laws;  this  is  very  significant  for 
the  political  and  diplomatic  struggle  of  the  nation.  On  the  other 
hand,  it  also  constrains  the  work  of  organization  and  command 
to  a  certain  extent  and  increases  the  complexity  and  hardship  of 
accomplishing  the  task,  [authors’  translation] 

Chinese  strategists  suggest  that  PLA  forces  should  conduct  unre¬ 
stricted  attacks  against  enemy  military  forces  but  that  “official”  ships 
and  aircraft  should  be  selectively  targeted,  and  purely  civilian  vessels 
that  put  up  no  resistance  should  either  be  captured  or  expelled.  Third- 
country  vessels  should  be  ordered  to  leave  and  those  that  resist  should 
be  boarded  (Wang  and  Zhang,  2000,  pp.  412-413).  In  addition,  the 
time-span  and  geographic  limits  of  the  blockade  must  be  announced 
before  it  is  conducted,  and  the  geographic  limits  must  not  cover  third- 
party  territory. 


Attacks  on  Sea  Lanes  and  Ports 

Attacks  on  sea  lanes  and  ports  may  be  conducted  independently  or  in 
conjunction  with  blockades  and  can  offer  huge  rewards.  The  targets  of 
such  operations  are  “transport  ships,  shielding  forces,  ports,  intermedi- 
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ate  ports,  and  attack  forces  with  the  main  targets  being  transport  ships 
and  ports”  (Chen,  1991,  p.  194  [authors’  translation]).  One  Chinese 
source  (Chen,  1991,  p.  191)  states  that 

attacking  freighters  and  blockading  ports  are  the  two  most  basic 
measures  for  destroying  sea  lines  of  communications  .... 

Transport  ships  are  the  basic  means  for  the  enemy  to  transport 
materiel,  equipment,  and  troops  and  are  pivotal  in  changing  the 
potential  of  a  campaign.  Destroying  or  cutting  off  transport  ships 
can  cut  off  the  enemy’s  front  line  from  the  rear  and  cannot  only 
weaken  the  enemy’s  national  economy  but  also  its  war  potential, 
[authors’  translation] 

Wang  and  Zhang  (2000,  pp.  324-325)  also  notes  that  an  opera¬ 
tion  against  sea  lanes  may  he  protracted: 

This  is  because,  first  of  all,  to  protect  the  safety  of  sea  transporta¬ 
tion,  the  enemy  will  use  different  transportation  means.  Some¬ 
times  the  enemy  will  even  seize  control  of  part  of  a  sea  area, 
making  it  impossible  for  the  party  that  conducts  sea  transpor¬ 
tation  sabotage  to  achieve  its  campaign  goal  with  one  or  two 
attacks.  Second,  not  every  sea  transportation  sabotage  campaign 
will  be  conducted  when  we  have  superiority.  When  our  sea  force 
is  in  an  inferior  position,  and  we  want  to  conduct  systematic  sab¬ 
otage  against  enemy  sea  transportation  lines,  the  campaign  will 
probably  last  longer.  Third,  a  sea  transportation  sabotage  cam¬ 
paign  usually  aims  to  help  combat  on  the  ground  battlefield  stra¬ 
tegically.  Thus,  it  is  necessary  that  the  sea  transportation  sabotage 
campaign  start  before  the  ground  campaign  that  it  safeguards 
and  that  it  end  after  that  ground  campaign  ends;  this  makes  sea 
transportation  sabotage  campaigns  last  longer,  [authors’  transla¬ 
tion] 

One  challenge  associated  with  attacking  sea  lanes  is  the  vastness 
of  the  ocean  and  the  scarcity  of  ships:  There  are  not  enough  to  patrol 
every  avenue  of  approach.  Chinese  analysts  recommend  that  the  PLA 
Navy  (PLAN)  focus  its  resources  on  attacking  a  small  number  of  sea 
lanes.  Such  a  strategy  could  be  disastrous  if  the  wrong  sea  lanes  were 
picked.  Wang  and  Zhang  (2000,  pp.  325-326)  states  that 
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various  targets  can  be  selected  for  a  sea  transportation  sabotage 
campaign,  and  the  targets  will  be  scattered  over  a  wide  area  and 
be  in  many  places  over  that  area,  and  combat  time  is  continuous 
and  long.  Therefore,  according  to  the  goal  of  a  sea  transporta¬ 
tion  sabotage  campaign,  the  importance  of  enemy  transportation 
lines,  and  the  conditions  of  the  sea  area,  we  should  focus  on  one 
direction  or  on  one  to  several  enemy  transportation  lines  for  sea 
transportation  sabotage  combat.  Thus,  we  must  deploy  our  forces 
judiciously,  [authors’  translation] 

Another  source  states  that  this  strategy  is  the  only  way  “the  contradic¬ 
tion  of ‘many  lines  and  few  troops’  can  be  resolved  and  local  superiority 
created  to  obtain  a  relatively  good  effect”  (Chen,  1991,  p.  190  [authors’ 
translation]). 

Chinese  analysts  also  recognize  that  operations  to  cut  off  sea  lanes 
may  meet  with  resistance.  One,  Chen  (1991,  p.  190),  says  that  future 

campaigns  to  destroy  sea  lines  of  communication  will  face  strong 
enemy  countermeasures.  To  protect  the  safety  of  transport  ships, 
the  enemy,  in  addition  to  organizing  a  protective  force  of  ships, 
will  also  organize  strikes  of  a  certain  scale  and  will  attack  our 
campaign  forces  and  the  ports  and  air  bases  where  they  are  sta¬ 
tioned  in  an  attempt  to  weaken  our  ability  to  destroy  sea  lines 
of  communication  and  prevent  us  from  effectively  conducting 
strikes  or  force  us  to  delay  this  campaign.  Under  such  a  situation, 
our  attacking  force  deployments  must  not  only  be  focused  but 
must  also  be  in  accord  with  the  demands  of  dispersion  to  render 
the  enemy’s  counterattacks  unsuccessful.  Only  in  this  way  can 
we  improve  our  force’s  survivability  and  attack  ability,  [authors’ 
translation] 

A  fundamental  part  of  blockading  and  attacking  sea  lanes  is 
attacking  ports.  PLA  strategists  view  ports  as  vital  targets  and  believe 
that  effectively  blockading  them  can  influence  the  outcome  of  a  war. 
Chen  (1991,  p.  203)  states  that 

the  important  coastal  targets  of  naval  bases,  ports,  and  their  facili¬ 
ties  are  central  to  the  stationing,  supply,  repair,  and  political  work 
of  naval  forces  and  form  an  important  part  of  the  navy’s  combat 
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ability  and  war-making  potential.  Therefore,  militarily,  politically, 
and  economically,  they  are  very  important.  The  destruction  and 
blockade  of  enemy  bases  and  ports  can  weaken  an  enemy’s  naval 
combat  ability  and  war-making  potential  and  crush  the  enemy’s 
morale.  Therefore,  this  is  one  of  the  main  responsibilities  of  the 
navy  and  one  of  the  most  important  campaign  types,  [authors’ 
translation] 

While  the  strategic  value  of  ports  is  recognized,  they  are  also 
known  to  he  heavily  defended.  To  overcome  these  defenses,  Chinese 
strategists  again  emphasize  the  role  and  value  of  surprise.  Chen  (1991, 
p.  200)  states  that 

enemy  bases  often  have  established  tight  defenses,  and  because 
they  are  far  from  our  coast,  our  ability  to  attack  them  is  limited. 
Therefore,  it  is  difficult  for  our  forces  to  achieve  overall  superior¬ 
ity.  Such  situations  will  cause  us  to  employ  large-scale  attacks  and 
possibly  suffer  large  losses  with  little  result.  During  the  Second 
World  War,  the  Japanese  navy  attacked  the  United  States’  Pearl 
Harbor.  Because  the  Japanese  achieved  campaign  surprise,  they 
achieved  success  with  very  little  cost  and  almost  sank  the  U.S. 
Pacific  Fleet.  The  experience  from  wars  proves  that  achieving  sur¬ 
prise  reduces  losses  and  achieves  a  great  result.  Therefore,  it  is  nec¬ 
essary  to  comprehensively  utilize  every  measure  and  work  hard  to 
achieve  campaign  surprise,  [authors’  translation] 

Wang  and  Zhang  (2000,  p.  323)  states  that  airpower  plays  a  cen¬ 
tral  role  not  only  in  attacking  the  port  hut  also  in  preparing  the  way 
for  follow-on  forces  and  protecting  the  attacking  force  from  enemy  air 
attack.  According  to  Chen  (1991,  p.  200), 

when  naval  air  forces  attack  enemy  ports,  some  of  these  forces 
will  often  suppress  and  destroy  enemy  air-defense  radars  and 
firepower  systems.  At  the  same  time,  others  will  be  used  to  con¬ 
duct  assisting  attacks  against  enemy  air  bases  and  aircraft  carriers 
that  are  hindering  our  main  attack  force  and,  thereafter,  concen¬ 
trate  attacks  against  enemy  piers,  unloading  and  loading  infra¬ 
structure,  and  transport  ships.  When  air  forces  are  attacking  the 
enemy  port,  some  bombers  and  submarines  should  be  used.  In 
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sea  lanes  outside  of  ports,  mines  are  used  to  hinder  and  blockade 
harbors,  [authors’  translation] 

Chinese  writings  on  conducting  blockades  recognize  their  impor¬ 
tance  for  waging  war.  While  most  discussions  of  such  operations  imply 
that  Taiwan  is  a  target,  the  descriptions  are  sufficiently  general  that 
they  could  apply  to  other  areas  in  the  western  Pacific.  In  addition,  Chi¬ 
nese  mention  attacking  “intermediate”  ports,  which  implies  the  pos¬ 
sibility  of  striking  targets  beyond  Taiwan. 

In  trying  to  conduct  blockades,  China  would  face  a  prolonged 
operation,  long  enough  to  allow  U.S.  forces  time  to  arrive  and  conduct 
counter-blockade  operations.  While  Chinese  analysts  state  that  air 
superiority  should  be  achieved  if  these  operations  are  to  be  carried  out 
effectively,  the  emphasis  on  submarines  and  mines  in  the  discussion 
of  blockades  suggests  that  Chinese  analysts  believe  that  air  superiority 
may  be  unachievable  or  fleeting  and  that  other,  more  stealthy  methods 
must  be  employed.®  Furthermore,  Chinese  writings  do  not  reconcile 
the  principle  of  achieving  surprise  with  the  need  to  publicly  announce 
a  blockaded  area,  although  it  may  be  assumed  that  whether  a  block¬ 
ade  was  announced  in  advance  would  depend  on  the  specific  situation 
or  could  follow  a  surprise  attack  on  military  vessels  with  a  subsequent 
warning  to  civilian  vessels  to  leave  or  stay  out  of  the  area. 


Attacks  on  Aircraft  Carriers 

Chinese  analysts  view  aircraft  carriers  as  a  key  element  of  the  U.S.  abil¬ 
ity  to  project  power.  Considerable  effort,  therefore,  is  devoted  to  iden¬ 
tifying  ways  to  neutralize  the  aircraft  carrier  threat.  The  risk  to  U.S. 
aircraft  carriers  such  measures  present  could  force  the  carriers  to  oper¬ 
ate  farther  from  the  focus  of  operations  than  is  ideal,  reducing  their 
effectiveness  in  combat  operations  against  China. 


®  Christensen  (2001,  p.  31)  points  out  that  Peng  and  Yao  (2001)  recommends  laying  mines 
during  periods  of  bad  weather  using  submarines  or  combining  mine-laying  and  attacks  on 
surface  shipping  with  information  warfare  and  missile  strikes  on  an  enemy’s  ASW  and  mine¬ 
sweeping  assets. 
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In  discussing  the  need  to  attack  naval  targets,  such  as  aircraft  car¬ 
riers,  PLA  writings  are  forthright  about  the  challenges  of  countering  a 
navy  with  advanced  weaponry.  Chen  (1991,  pp.  220-221)  states  that 

our  enemy’s  medium  and  large  ships  often  have  aircraft  or  heli¬ 
copters  and  medium-range  antiship  and  antiair  missiles.  The  ships 
have  long-range  reconnaissance  and  early  warning  capabilities, 
and  the  area  they  can  control  is  large.  They  can  conduct  long- 
range  offensive  and  defensive  operations.  Therefore,  these  ships 
ordinarily  do  not  enter  their  opponent’s  littorals  and  especially  do 
not  lightly  enter  into  the  range  of  its  missiles. 

The  ocean  areas  near  our  country  have  many  islands  that  can  be 
used,  but  most  of  them  are  nearby  and  are  of  limited  use  for  con¬ 
trolling  an  area.  These  islands  can  be  conveniently  used  by  our 
navy,  but  it  will  be  difficult  to  surround  an  enemy  force  that  is 
conducting  long-range  operations.  For  our  forces,  especially  sub¬ 
marines,  advancing  on  the  enemy  and  spending  a  long  time  in  its 
operational  radius  will  present  serious  dangers,  [authors’  transla¬ 
tion] 

To  overcome  these  challenges,  the  PLA  may  try  to  wait  for  oppor¬ 
tune  times  to  conduct  attacks  against  naval  vessels.  Chinese  analysts 
state  that  naval  vessels  are  particularly  vulnerable  when  a  naval  group 
is  being  redeployed,  is  undergoing  resupply  (see  fn.  11,  p.  74),  is  passing 
through  a  narrow  waterway,  or  when  the  weather  is  bad  (Chen,  1991, 
p.  227). 

Perhaps  the  most  potent  type  of  naval  force  is  an  aircraft  carrier 
strike  group.  Carrier  strike  groups  not  only  pose  significant  problems 
for  the  PLAN  but  would  also  likely  play  a  major  role  in  U.S.  efforts 
to  maintain  air  superiority  over  Taiwan  and  to  attack  targets  on  the 
mainland.  According  to  one  Chinese  writer,  the  United  States  some¬ 
times  relies  on  aircraft  carriers  for  80  percent  of  its  airpower  (Wei  Yue- 
jiang,  2003).  Because  of  this,  aircraft  carriers  are  also  described  as  “a 
great  threat  to  antiair  operations  in  littoral  areas  and  should  be  reso¬ 
lutely  countered”  (Cui,  2002,  p.  215  [authors’  translation]). 
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Chinese  analysts  do  not  believe  that  aircraft  carriers  are  invin¬ 
cible,  however,  and  have  identified  weaknesses  they  think  could  be 
exploited  (Guo,  2000): 

1 .  Because  of  its  large  size,  a  carrier  strike  group  is  difficult  to  con¬ 
ceal  and  detectable  by  radar,  infrared,  and  sonar.  In  addition, 
because  of  its  large  size,  an  aircraft  carrier  is  easier  to  hit  than 
other  types  of  vessels. 

2.  Air  operations  from  an  aircraft  carrier  can  be  affected  by 
weather. 

3.  A  carrier  strike  group  consumes  an  immense  amount  of  sup¬ 
plies. 

4.  Carrier  strike  groups  have  poor  antisubmarine  and  antimine 
capabilities. 

5.  The  hulls  and  flight  decks  of  aircraft  carriers  are  susceptible  to 
damage  by  armor-piercing  munitions. 

6.  While  aircraft  carriers  do  carry  a  large  number  of  aircraft,  only 
a  few  of  them  are  actually  devoted  to  air  defense,  around  20.  In 
addition,  aircraft  launching  is  sometimes  restricted  by  maneu¬ 
vers.  Thus,  it  would  be  possible  to  overwhelm  an  aircraft  carri¬ 
er’s  air  defense  during  certain  times. 

Several  tactics  can  be  used  to  attack  aircraft  carriers  with  bal¬ 
listic  missiles,  submarines,  antiship  missiles,  and  mines.  One  source 
(Wei,  2003)  recommends  first  shooting  down  an  aircraft  carrier’s  early 
warning  aircraft  and  states  that  “only  by  first  destroying  command, 
detection,  and  guidance  aircraft  can  the  operational  capability  of  an 
aircraft  carrier  be  weakened”  [authors’  translation].  This  would  also 
facilitate  low-level  air  attacks  that  could  approach  an  aircraft  carrier 
from  several  directions,  as  recommended  by  another  Chinese  writer 
(Guo,  2000).  An  article  in  the  popular  naval  journal  \Jian- 

chuan  Zhisht\  notes  that,  according  to  Soviet  tactics,  submarines  would 
lie  in  wait  for  a  carrier  strike  group  and  ambush  it  with  antiship  mis¬ 
siles.  The  first  wave  of  the  strike  would  use  a  combination  of  antiship 
missiles  and  antiradiation  missiles  against  ships  providing  protection 
to  the  carrier  to  weaken  the  strike  group’s  antimissile  capability,  but 
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the  article  also  states  that  going  after  the  carrier  in  the  first  wave  may 
be  preferable  (“The  Oscar  Class  .  .  .  2002). ^ 

Chinese  strategists  appear  to  base  most  of  their  anticarrier  tactics 
on  the  experiences  of  other  countries  (Russia  in  particular)  in  contend¬ 
ing  with  carrier  forces.  Chinese  naval  strategists  seem  to  have  taken 
special  note  of  an  incident  involving  a  Russian  Su-27  and  an  Su-24  that 
managed  to  penetrate  the  defensive  airspace  of  the  USS  Kitty  Hawk  in 
2000.  A  number  of  articles  in  Liberation  Army  Daily  consider  this  epi¬ 
sode  to  be  evidence  of  gaps  in  carriers’  air-defense  systems  and  go  into 
some  detail  on  the  methods  the  Russian  aircraft  employed  (Xu,  2000; 
Zhou  and  Xiao,  2000).  They  place  particular  emphasis  on  the  effec¬ 
tiveness  of  the  electronic  equipment  used,  such  as  the  “Police  Whistle 
III”  radar  warning  system  that  supposedly  allowed  the  Russian  aircraft 
to  detect  and  evade  U.S.  radar  and  other  detection  devices.'** 

Another  source  goes  into  great  detail  about  a  three-stage  attack 
against  naval  ships  using  information  warfare  methods.  The  first  stage 
is  force  deployment,  in  which  electronic  monitoring  by  coastal,  sea, 
air,  and  space-based  reconnaissance  platforms  would  locate  and  collect 
information  on  the  disposition,  location,  and  direction  of  movement  of 
an  enemy  naval  force.  The  PLA  would  also  use  deception  techniques 
to  misdirect  or  disperse  enemy  reconnaissance  platforms  to  make  them 
less  able  to  determine  the  real  objective.  This  could  involve  using  cover 
and  concealment,  as  well  as  fake  radio  and  radar  signals.  Unmanned 
aerial  vehicles  and  floating  radar  reflectors  could  confuse  the  air  bat- 
tlespace,  while  fake  submarines  and  periscopes  could  flood  the  sea 
battlespace.  Finally,  communications  would  be  strictly  controlled  so 


^  See  also,  for  example,  Liu,  Zhu,  and  Hu  (1999). 

According  to  the  U.S.  Navy,  the  Russian  aircraft  were  detected  and  tracked  from  shortly 
after  they  took  off,  30  to  45  minutes  away  from  the  carrier  group.  The  carrier  was  at  a  low 
level  of  alert,  however  (consistent  with  the  lack  of  tensions  between  the  United  States  and 
Russia  at  that  time,  the  Navy  stated),  and  was  apparently  overflown  before  any  interceptors 
became  airborne.  In  addition  to  the  low  level  of  alert,  the  delay  in  getting  aircraft  aloft  was 
also  partially  due  to  the  fact  that  the  Kitty  Hawk  was  in  the  midst  of  taking  on  fuel  from  an 
underway  replenishment  ship  at  the  time  the  Russian  aircraft  were  detected.  RAND  naval 
operations  specialists  state  that,  in  a  true  emergency,  an  aircraft  carrier  would  be  able  to  rap¬ 
idly  disengage  from  the  underway  replenishment  ship  and  get  interceptor  aircraft  aloft  more 
quickly.  (See  Jontz  and  Liewer,  2000,  and  Dougherty,  2000.) 
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as  not  to  reveal  the  true  direction  or  actual  forces  used  (Nie,  1999, 
p.  185). 

The  second  stage  is  weakening,  in  which  the  PLA  would  try  to 
tire  out  and  weaken  the  enemy  to  create  the  conditions  for  a  concen¬ 
trated  attack.  Unmanned  aerial  vehicles  could  harass  enemy  ships  and 
cause  the  redeployment  of  enemy  early  warning  and  electronic  warfare 
aircraft  and  reduce  the  sortie  rate  of  enemy  fighter  aircraft.  Civilian 
vessels  could  place  radar  reflectors,  fake  submarines,  and  fake  peri¬ 
scopes  into  the  water  to  simulate  naval  platforms,  creating  “a  complex 
electromagnetic  naval  battlefield”  to  cause  the  enemy  to  make  mistakes 
(Nie,  1999,  p.  185  [authors’  translation]). 

The  final  stage  is  sudden  attack.  According  to  Nie  (1999,  p.  185), 
hard  kills  could  be  used  during  this  phase  to 

paralyze  the  enemy’s  electronic  information  systems.  We  can  use 
the  Second  Artillery  or  the  Air  Force  to  deliver  an  EMP  bomb  to 
the  enemy’s  large  naval  force  to  destroy  the  enemy’s  warning  and 
detection  systems  and  operational  command  systems  and  other 
electronic  information  systems,  and  can  use  the  air  force  to  attack 
shipborne  radar  and  early  warning  aircraft  radar  with  antiradia¬ 
tion  missiles  to  paralyze  or  partially  paralyze  the  enemy’s  warn¬ 
ing  and  detection  systems  and  operational  command  systems, 
[authors’  translation] 

Soft-kill  methods  can  be  used  to  jam  communication  satellites. 
Nie  (1999,  pp.  185-186)  states  that 

jamming  satellite  communications  can  block  the  main  chan¬ 
nel  of  information  flow.  The  enemy’s  naval  force  and  its  national 
military  command  authorities,  naval  command  centers,  and 
other  force  links  mainly  rely  on  high-frequency  satellite  com¬ 
munications  and  microwave  communications,  and  all  satellite 
communications,  including  commercial  and  military  satellite 
communications,  are  easily  susceptible  to  electronic  interference 
and  deception.  On  this  point,  to  attack  the  transmitters  of  the 
high-frequency  satellites  used  by  large  naval  forces,  we  can  use 
high-powered  satellite  communication  jammers,  based  either  on 
the  ground  or  on  vessels,  And  an  advantageous  position  within 
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the  satellite’s  coverage  area,  then  jam  the  satellite’s  transmitter  at 
the  source,  thus  ruining  its  normal  operation  and  interrupting 
its  communication  with  the  outside  world.  We  can  also  deploy 
aircraft  carrying  electronic  interference  equipment  to  conduct 
suppression  or  deception  at  the  source  against  shipborne  WSC-3 
high-frequency  communication  satellite  receivers  and  SSR-1  sat¬ 
ellite  signal  receivers,  [authors’  translation] 

In  addition  to  these  measures,  radars  will  be  jammed  or  destroyed, 
and  Global  Positioning  System  signals  will  be  jammed  (Nie,  1999, 
pp.  186-187). 

Information  warfare  tactics  are  also  emphasized  in  another  text 
on  naval  warfare,  which  advocates  attacking  the  command-and- 
control  functions  of  a  naval  group  (Chen,  1991,  pp.  221-222): 

Modern  navies  are  very  maneuverable,  reflecting  high  speed  and  a 
strong  defense.  Therefore,  their  strike  needs  require  a  large  invest¬ 
ment.  At  the  same  time,  their  equipment  is  highly  automated;  the 
technology  is  complex;  and  the  links  between  their  weapons  and 
equipment  are  difflcult  to  repair  once  damaged.  Therefore,  weak¬ 
nesses  exist.  If  a  strike  can  be  carried  out  that  severely  damages 
a  crucial  point,  it  can  greatly  reduce  the  operational  effectiveness 
of  the  target  in  a  short  period  and  may  even  basically  paralyze 
them,  eliminating  their  combat  ability  and  quickly  producing 
good  results.  To  achieve  these  results  and  overcome  force  insuf¬ 
ficiencies,  a  campaign  commander  should  make  paralyzing  the 
enemy’s  force  and  destroying  the  enemy’s  command  capability 
the  main  goals  early  in  the  campaign,  [authors’  translation] 

This  theme  was  echoed  in  a  January  2003  article  concerning 
attacks  on  Aegis-equipped  destroyers.  This  article  (which  was  described 
as  the  author’s  own  opinion)  advocated  the  use  of  large  numbers  (54)  of 
Harpy  antiradiation  cruise  missiles,  which  would  crash  into  the  radars 
of  the  destroyers.  These  attacks  would  be  backed  up  by  antiradiation 
missiles  launched  from  Su-30  aircraft.  After  the  radars  were  disabled, 
additional  Su-30s  and  Kilo-class  submarines  and  Sovremenny  destroy¬ 
ers  could  sink  the  ships  (“Blockade  and  Kill  .  .  .  ,”  2003). 
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Preventing  the  Use  of  Bases  on  Allied  Territory 

In  addition  to  military  antiaccess  strategies,  Chinese  security  analysts 
also  discuss  a  number  of  diplomatic  and  political  means  of  denying  or 
limiting  U.S.  military  access  to  the  region  in  the  event  of  conflict.** 
As  noted  earlier,  Chinese  strategists  identify  reliance  on  allies  for  assis¬ 
tance  and  support,  including  access  to  forward  bases,  as  a  major  vul¬ 
nerability  in  U.S.  strategy.  Although  the  Chinese  writings  we  reviewed 
are  not  always  explicit  in  discussing  the  end  result  that  China  would 
hope  to  achieve  through  [“diplomatic  struggle”],  it  seems 

likely  that  diplomatic  and  political  antiaccess  strategies  would  be  at 
least  partly  aimed  at  pressuring  countries  in  the  region  to  deny  use  of 
bases  and  refuse  to  provide  other  critical  forms  of  assistance  to  U.S. 
forces.  At  a  minimum,  Chinese  writings  reflect  awareness  that  depriv¬ 
ing  the  United  States  of  the  ability  to  use  its  overseas  bases  and  prevent¬ 
ing  its  forces  from  receiving  other  types  of  support  from  allies  would 
restrict  U.S.  military  options  in  the  event  of  a  conflict  between  the 
United  States  and  China.  *2 

According  to  one  military  author,  for  example,  local  high- 
technology  wars  will  involve  a  diplomatic  struggle  to  split  the  ene¬ 
my’s  alliances  and  isolate  the  enemy  politically  and  diplomatically  to 
the  maximum  possible  extent.  This  struggle  entails  attempts  to  dis¬ 
mantle  an  enemy’s  alliances  and  improve  relations  with  an  enemy’s 
allies.  China  would  do  whatever  was  possible  to  split  or  drive  a  wedge 
between  an  enemy  and  its  allies  (Jiang,  1997,  pp.  133-134).  This  point 
is  reinforced  in  Peng  and  Yao  (2001,  p.  486),  which  argues  that  “split- 


**  It  should  be  noted  that  discussion  of  political  and  diplomatic  strategies  was  not  nearly 
as  extensive  as  the  discussion  of  military  strategies  in  the  publications  we  analyzed.  This  is 
likely  at  least  in  part  a  result  of  our  choices  of  publications  to  analyze,  which  for  the  most 
part  were  military-operational  teaching  materials,  but  it  also  suggests  either  that  Chinese 
analysts  have  not  devoted  their  full  attention  to  assessing  the  potential  utility  of  diplomatic 
and  political  leverage  as  part  of  a  comprehensive  antiaccess  strategy  or  that  such  discussions 
are  considered  more  sensitive  than  discussions  of  military  tactics  and  operations. 

*^  For  example.  Pan  and  Sun  (1994,  p.  237),  Li  (1995,  p.  188),  Tang  (1999),  and  Jiang 
Chuan  (1999).  The  sources  we  evaluated  are  usually  very  general  in  their  descriptions  of  sce¬ 
narios,  but  Peng  and  Yao  (2001,  p.  302)  contains  a  brief  discussion  of  dividing  alliances  as 
part  of  a  blockade  strategy. 


78  Entering  the  Dragon's  Lair:  The  Implications  of  Chinese  Antiaccess  Strategies 


ting  the  enemy’s  military  alliances”  [authors’  translation]  is  an  impor¬ 
tant  element  of  a  comhined  military,  political,  and  economic  strategy. 
In  another  article,  published  in  the  journal  China  Military  Science,  a 
senior  military  ofEcer  notes  that  China  should  exploit  potential  dif¬ 
ferences  between  the  dominant  member  of  an  alliance  and  the  other 
members  of  an  alliance.  When  some  alliance  members  are  reluctant 
to  intervene  in  a  conflict,  either  because  they  have  different  views  and 
interests  than  the  dominant  ally  or  because  of  a  weak  foundation  of 
domestic  political  and  social  support  for  participation  in  a  conflict, 
it  presents  China  an  opportunity  to  “break  through  at  weak  points 
.  .  .  warn  the  other  countries,  create  a  chain  reaction,  and  completely 
undermine  the  enemy’s  alliance”  (Zhao,  2001).  The  objectives  are  to 
restrict  the  enemy’s  freedom  of  action  and  to  prevent  other  countries 
from  intervening  in  the  crisis  or  conflict.  To  this  end,  it  is  also  viewed 
as  essential  for  China  to  seek  greater  support  from  the  countries  with 
which  it  already  has  strong  relationships  and  to  pursue  the  support  of 
members  of  the  United  Nations  Security  Council,  or  at  least  to  strive  to 
ensure  that  they  remain  neutral  (Jiang,  1997,  pp.  133-134). 

Few  of  the  sources  we  reviewed  refer  to  specific  countries,  but 
Chinese  strategists  have  in  interviews  clearly  identified  Japan  as  the  pri¬ 
mary  target  of  the  diplomatic  and  political  antiaccess  strategies.  Chi¬ 
nese  analysts  also  assess  that,  for  the  United  States,  the  importance  of 
military  bases  in  Japan  has  increased  greatly  in  the  wake  of  the  clo¬ 
sure  of  U.S.  bases  in  the  Philippines  (Kang  Wuchao,  1998).  More¬ 
over,  they  have  suggested  that  diplomatic  and  political  leverage  might 
be  sufficient  to  keep  Japan  out  of  a  potential  Taiwan  conflict  involv¬ 
ing  China  and  the  United  States.  In  an  interview  published  in  a  Chi¬ 
nese  academic  journal  (Zhu,  2001),  for  example,  a  professor  at  China’s 
National  Defense  University  expressed  optimism  that  China  would  be 
able  to  prevent  Japan  from  supporting  the  United  States  and  interven¬ 
ing  in  a  conflict  over  Taiwan: 

If  the  U.S.  intervened  [in  a  conflict],  we  would  have  to  pay  close 
attention  to  tendencies  in  Japan.  In  accordance  with  the  U.S.- 
Japan  alliance  and  treaty,  Japan  also  will  be  bound  to  intervene, 
but  if  the  time  comes,  there  is  reason  to  doubt  that  Japan  would 
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act  in  accordance  with  the  treaty.  In  my  view,  Japan  would  cer¬ 
tainly  take  its  own  interests  as  most  important,  and  it  is  possible 
that  China  could  make  Japan  remain  neutral,  [authors’  transla¬ 
tion] 

In  other  settings,  Chinese  military  officers  have  indicated  that 
deterrence  and  coercion,  including  threats  to  use  force  against  Japan, 
might  he  required  to  undermine  Japan’s  willingness  to  support  the 
United  States  in  a  Taiwan  scenario.  For  example,  a  senior  colonel 
assigned  to  PLA’s  National  Defense  University  told  a  visiting  Ameri¬ 
can  China  specialist  that,  in  the  event  of  a  conflict  with  Taiwan,  Bei¬ 
jing  would  try  to  coerce  Tokyo  into  refusing  to  allow  U.S.  forces  to  use 
Japanese  bases  in  the  conflict.  The  PLA  officer  said  that  China  would 
“try  to  deprive  the  United  States  [of  the]  right  to  use  foreign  bases — we 
shall  tell  Japan  that  if  they  allow  the  United  States  to  use  bases  there 
[in  the  conflict],  we  shall  have  to  strike  them!”  (Shambaugh,  2002, 
p.  309) 

As  for  dealing  with  the  possibility  that  Washington  might  look  to 
other  countries  in  the  region  for  support  in  the  event  of  a  conflict  over 
Taiwan,  reports  in  the  Hong  Kong  media  suggest  that  Chinese  ana¬ 
lysts  are  generally  dismissive  of  Washington’s  ability  to  gain  military 
assistance  from  other  regional  actors.  Countries  like  India,  Singapore, 
and  Thailand  are  seen  as  unlikely  to  support  the  United  States  in  a 
Taiwan  conflict  scenario.  According  to  one  Hong  Kong  media  report, 
Chinese  analysts  assess  that,  “after  weighing  up  the  gains  and  losses  in 
their  ties  with  mainland  China  and  their  ties  with  Taiwan,  they  would 
very  likely  adopt  a  shirking  and  passive  attitude”  (Yi,  2002). 
assessment  suggests  that  Chinese  analysts  calculate  Beijing  would  have 
to  apply  relatively  minimal  pressure  on  some  countries  to  prevent  them 
from  assisting  and  supporting  the  United  States  in  any  crisis  involving 
Taiwan. 


As  suggested  by  the  title  of  the  article,  this  observer  argues  that  the  prospect  of  Japanese 
intervention  in  a  Taiwan  Strait  crisis  is  a  matter  of  much  greater  concern  to  Chinese  military 
officers  and  security  specialists. 


CHAPTER  FOUR 


Potential  Effects  of  Chinese  Antiaccess  Measures 


If,  in  a  conflict  with  the  United  States,  China  were  to  employ  the 
measures  described  in  the  preceding  chapter,  they  could  not  only  sig¬ 
nificantly  disrupt  U.S.  military  operations  as  a  whole  hut  specifically 
slow  the  deployment  of  U.S.  forces  to  the  theater  of  operations,  pre¬ 
vent  them  from  operating  from  certain  locations  within  the  theater, 
or  cause  them  to  operate  from  distances  greater  than  the  U.S.  military 
would  otherwise  prefer.  For  analytic  purposes,  the  antiaccess  measures 
described  in  the  preceding  chapter  can  be  consolidated  into  four  broad 
categories:  attacks  on  airfields;  attacks  on  U'ISR  systems;  attacks  on 
logistics,  transportation,  and  support  functions;  and  attacks  on  aircraft 
carriers. 


Attacks  on  Airfields 

Attacks  on  airfields  in  the  western  Pacific  could  prevent  U.S.  aircraft 
from  deploying  to  them  in  the  first  place  or  compel  the  aircraft  to  with¬ 
draw  to  more-distant  locations.  As  noted  in  the  previous  chapter,  the 
Chinese  concept  of  operations  for  attacking  air  bases  entails  first  dam¬ 
aging  runways  to  prevent  takeoffs  and  landings,  then  destroying  air¬ 
craft  on  the  ground.  China  is  said  to  be  developing  conventional  bal¬ 
listic  missiles  that  could  reach  Okinawa  and  all  of  South  Korea,  to  have 
developed  submunition  warheads  for  its  short-range  ballistic  missiles, 
and  to  have  improved  their  guidance  to  achieve  circular  error  probable 
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values  (CEPs)  of  less  than  50  meters.'  Therefore,  assuming  that  China 
possesses  a  runway-penetrating  suhmunition  warhead,  it  would  he  pos¬ 
sible  for  China  to  implement  the  concept  described  above  against  U.S. 
air  bases  in  Okinawa  or  South  Korea  by  first  using  ballistic  missiles 
with  runway-penetrating  submunitions  to  shut  down  flight  operations 
at  key  U.S.  air  bases,  then  by  using  additional  ballistic  missiles,  as  well 
as  aircraft  and  cruise  missiles,  to  attack  the  aircraft  at  these  facilities. 
High-explosive  bomblet  submunitions  delivered  by  ballistic  missiles 
would  be  particularly  effective  in  attacking  aircraft  parked  in  the  open 
at  air  bases  (Stillion  and  Orletsky,  1999,  pp.  11-15,  23-25). 

Shelters  for  protecting  large  aircraft,  such  as  bombers,  AWACS, 
electronic  warfare,  aerial-refueling,  and  transport  aircraft  have  yet  to 
be  developed,  so  these  aircraft  would  be  particularly  vulnerable  to  such 
attacks.  Missiles  with  unitary  high- explosive  warheads  could  attack  soft 
targets,  such  as  pilot  quarters  and  ready  rooms.  Submunitions  are  gen¬ 
erally  not  capable  of  penetrating  the  hardened  shelters  used  to  house 
fighter  aircraft  at  many  air  bases,  however,  and  even  missiles  with  50- 
meter  CEPs  are  not  sufficiently  accurate  to  ensure  a  high  percentage 
of  direct  hits  by  unitary  warheads.  Thus,  fighter  aircraft  in  hardened 
shelters  would  be  relatively  safe  from  Chinese  ballistic  missile  attack. 
They  would,  however,  be  vulnerable  to  attack  by  aircraft  with  preci¬ 
sion-guided  munitions  and  land-attack  cruise  missiles  with  concrete- 
penetrating  warheads.  China  is  believed  already  to  possess  at  least  some 
precision-guided  air-to-surface  missiles  and  bombs  and  is  expected  to 
field  land- attack  cruise  missiles  within  the  next  few  years  (OSD,  2005, 
p.  29;  Jane’s,  2004b). 

Chinese  aircraft  and  cruise  missiles  would  normally  have  diffi¬ 
culty  penetrating  the  fighter  screens  defending  U.S.  air  fields,  but  if 
flight  operations  had  been  temporarily  suspended  because  of  attacks  on 
runways  by  ballistic  missiles  with  runway-penetrating  submunitions,^ 


'  This  is  discussed  in  the  OfBce  of  the  Secretary  of  Defense’s  (OSD’s)  2004  Annual  Report 
on  the  Military  Power  of  the  People’s  Republic  of  China,  and  by  Jane’s  Information  Group 
[Jane’s],  2005b). 

^  Rapid  runway  repair  capabilities  could  enable  relatively  early  resumption  of  flight  opera¬ 
tions,  but  the  PLA  could  periodically  reattack  the  runways,  extending  the  amount  of  time 
that  they  were  inoperable.  However,  because  each  attack  would  require  a  significant  number 
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Chinese  aircraft  and  cruise  missiles  would  be  able  to  attack  the  aircraft 
and  facilities  at  U.S.  air  bases  in  Okinawa  or  South  Korea  with  relative 
impunity.3  China’s  Su-30  strike  aircraft  are  believed  to  be  equipped 
with  precision-guided  munitions  and  have  an  unrefueled  combat 
radius  of  approximately  1,500  km  (Jane’s,  2004a;  Jane’s,  20051)/  and 
its  H-6  bombers  have  an  unrefueled  combat  radius  of  1,800  km  and 
will  soon  carry  the  YJ-63  air-launched  cruise  missile  (Hunter,  2003; 
Jane’s,  2006a)3  China  is  developing  a  ground-launched  cruise  missile 
with  a  range  of  more  than  1,500  km  (Jane’s,  2004b)  and  may  be  devel¬ 
oping  conventional  ballistic  missiles  with  enough  range  to  reach  tar¬ 
gets  throughout  Japan  (Jane’s,  2005a).  Thus,  it  is  possible  that  China 
will  eventually  be  also  able  to  implement  this  concept  of  operations 
against  U.S.  air  bases  in  the  main  islands  of  Japan.'" 

A  hnal  means  of  attacking  airhelds  consists  of  using  covert  opera¬ 
tives  (PLA  SOF  or  covert  agents  under  the  control  of  China’s  non¬ 
military  intelligence  services),  who  could  destroy  aircraft  or  critical 
facilities,  such  as  control  towers  and  air  traffic  control  radars,  or  to 
assassinate  key  personnel.  Figure  4.1  shows  the  locations  of  major  U.S. 
air  and  naval  facilities  in  the  western  Pacific. 


Attacks  on  CISR  Systems 

Attacks  on  C^ISR  systems  in  the  western  Pacific  would  not  necessar¬ 
ily  prevent  the  deployment  of  forces  to  the  theater,  but  could  force 
U.S.  forces  to  withdraw  some  distance.  For  example,  ballistic  missiles, 
covert  operatives,  and  (if  flight  operations  at  nearby  U.S.  airfields  have 


of  missiles  to  ensure  that  runways  were  no  longer  usable,  they  could  not  be  kept  closed  indefi¬ 
nitely. 

^  Except  for  any  SAM  systems  and  any  fighters  that  could  be  scrambled  from  nearby  unaf¬ 
fected  airfields  or  from  aircraft  carriers. 

^  China  does  not  currently  have  an  aerial  refueling  capability  for  its  Su-30s. 

^  China  does  not  currently  have  an  aerial  refueling  capability  for  its  H-6s. 

Other  potential  operating  locations  for  aircraft,  such  as  the  island  of  Luzon  in  the  Philip¬ 
pines,  will  be  also  be  vulnerable. 
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Figure  4.1 

Major  U.S.  Air  and  Naval  Facilities  in  the  Western  Pacific 


RAND  MGS24-4.1 


been  disrupted  as  described  above)  cruise  missiles  and  aircraft  could 
destroy  command  facilities  associated  with  U.S.  air  forces,  significantly 
degrading  local  air  operations.  Given  the  ranges  of  China’s  missiles- 
and  aircraft,  command  facilities  in  Okinawa,  South  Korea,  and — 
eventually — the  main  islands  of  Japan  would  be  most  vulnerable  to 
such  attacks.  Cruise  missiles,  aircraft  with  precision-guided  muni¬ 
tions,  or  covert  operatives  could  also  sever  terrestrial  communica¬ 
tions  links  and  destroy  satellite  ground  stations;  high-energy  lasers  or 
kinetic-energy  antisatellite  weapons  could  blind  or  destroy  U.S.  sur¬ 
veillance  and  reconnaissance  satellites^;  and  satellite  uplink  jammers 
could  interfere  with  communications  satellites.  Air-  or  seaborne  jam¬ 
mers  could  disrupt  U.S.  land-based  or  airborne  early  warning  radars; 


^  According  to  DoD,  China  is  conducting  research  to  develop  ground-based  laser  antisat¬ 
ellite  weapons  that  could  eventually  be  capable  of  damaging  or  destroying  satellites  (OSD, 
2005,  p.  36). 
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and  long-range  SAMs  or  air-to-air  missiles  (AAMs)  could  intercept 
early  warning  aircraft.^  All  these  actions  could  degrade  the  U.S.  theater 
commander’s  ability  to  coordinate  the  operations  of  forward-deployed 
forces  or  the  U.S.  ability  to  collect  and  transmit  early  warning  informa¬ 
tion,  thus  increasing  the  vulnerability  of  forward- deployed  forces  to  air 
and  missile  attacks. 

Although  the  effects  of  EMP  on  different  kinds  of  equipment 
are  highly  variable,  an  EMP  attack  on  U.S.  military  facilities  or  naval 
forces  in  the  western  Pacihc  could  destroy  key  sensors,  communica¬ 
tions  systems,  or  information  systems,  rendering  weapon  systems  inef¬ 
fective  or  command  elements  unable  to  command,  control,  and  coor¬ 
dinate  forces  effectively.^  If  the  EMP  were  produced  using  a  nuclear 
explosion,  moreover,  that  explosion  would  also  result  in  ionization  of 
the  atmosphere  for  minutes  to  hours,  disrupting  radio  communica¬ 
tions  and  the  operation  of  radars  in  the  area  of  the  nuclear  fireball 
(U.S.  Air  Force,  1998;  Headquarters,  Departments  of  the  Army,  Navy, 
and  Air  Force,  1963,  Appendix  B).  A  nuclear  explosion  of  sufficiently 


^  Historically,  this  has  not  been  a  significant  issue  because  U.S.  early  warning  aircraft  were 
unlikely  to  have  need  to  operate  within  range  of  China’s  SAMs,  and  Chinese  fighter  aircraft 
were  unlikely  to  be  able  to  approach  U.S.  early  warning  aircraft  closely  enough  to  attack 
them.  China  has,  however,  recently  acquired  the  Russian  S-300PMU1  system,  which  has 
a  range  of  150  km.  According  to  the  U.S.  Secretary  of  Defense’s  annual  report  on  Chinese 
military  power,  China  will  also  acquire  the  S-300PMU2  system,  which  has  a  range  of  200 
km,  in  2006  (see  Jiang,  2004;  OSD,  2006,  p.  30).  When  Russia’s  S-400  system,  which  is 
to  have  a  range  of  400  km,  completes  development,  China  is  expected  to  acquire  it  as  well 
(see  Jane’s,  2005d).  China  is  also  said  to  be  developing  a  SAM  designed  to  home  in  on  the 
emissions  of  AWACS  and  jamming  aircraft  (see  O’Halloran,  2004).  Finally,  China  may  be 
developing  or  attempting  to  acquire  a  400-km-range  AAM  based  on  the  Russian  Kh-31P 
(see  Hewson,  2004a). 

^  O’Rourke  (2005,  pp.  60-61)  reports  that  testimony  from  the  2004  Electromag¬ 
netic  Pulse  Commission  asserted  that  “the  assessed  consequences  of  ...  a  single¬ 
explosion  [nuclear  EMP]  attack,  are  very  somber,”  “the  loss  of  military  capability  might  be 
absolutely  staggering,”  and  “there’s  substantial  reason  to  be  concerned.”  The  area  of  nuclear 
EMP  effects  is  largely  determined  by  the  height  and  location  of  the  explosion.  Thus,  it  would 
be  possible  for  China  to  choose  the  location  of  a  nuclear  detonation  so  that  it  produced  EMP 
effects  over  Taiwan  and  the  western  Pacific  but  left  mainland  China  unaffected.  According 
to  Glasstone  and  Dolan  (1977,  p.  519),  for  example,  a  nuclear  burst  at  an  altitude  of  30  miles 
would  result  in  EMP  effects  over  a  circular  area  960  miles  in  diameter  centered  beneath  the 
detonation. 
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high  altitude  would  also  result  in  the  excitation  of  the  Van  Allen  belts; 
within  weeks  to  months,  this  would  lead  to  the  failure  of  all  satellites 
in  low  earth  orbit  except  any  military  satellites  specifically  designed  to 
withstand  this  effect  (Mueller  and  Harris,  2003). 

According  to  OSD  (2006,  p.  34),  Chinese  technicians  are  work¬ 
ing  to  develop  short-range  radio  frequency  weapons  that  could  be 
packaged  into  missiles  (or  artillery  shells)  and  launched  into  the  vicin¬ 
ity  of  radars  or  command  posts,  where  they  would  release  a  radio  fre¬ 
quency  pulse  that  would  disrupt  or  destroy  electronic  systems.  Radio 
frequency  weapons  might  also  be  deployed  on  small  vehicles  or  in  suit¬ 
cases,  which  covert  operatives  would  use  to  target  critical  military  or 
civilian  infrastructure. 

A  final  type  of  attack  on  C^ISR  systems,  computer  network 
attack,  could  render  key  computer  systems  or  communications  links 
inoperable,  denying  weapon  platforms  vital  targeting  and  early  warn¬ 
ing  information  or  preventing  command  elements  from  being  able  to 
command,  control,  or  coordinate  forces. 

If  any  of  the  attacks  on  C^ISR  systems  described  above  were  suf¬ 
ficiently  successful,  the  effectiveness  of  forces  based  or  operating  in 
the  western  Pacific  could  be  degraded  to  the  point  that  the  theater 
commander  would  choose  to  move  them  farther  away,  either  out  of 
concern  for  their  physical  survival  or  simply  as  a  result  of  a  judgment 
that,  because  of  the  difficulty  of  commanding  and  controlling  these 
forces,  they  would  be  more  effective  operating  from  more-distant  loca¬ 
tions.  Thus,  although  not  directly  impeding  the  ability  of  U.S.  forces 
to  deploy  into  the  theater,  attacks  on  C^ISR  systems  could  nonetheless 
have  an  antiaccess  effect  by  making  these  forces  to  operate  from  more- 
distant  locations. 


Attacks  on  Logistics,  Transportation,  and  Support  Assets 

Attacks  on  logistics,  transportation,  and  support  functions  could  also 
render  U.S.  forces  unable  to  operate  effectively  from  forward  loca- 


According  to  OSD  (2006,  p.  36),  “The  PLA  has  established  information  warfare  units  to 
develop  viruses  to  attack  enemy  computer  systems  and  networks.” 
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tions.  For  example,  ballistic  missiles,  cruise  missiles,  aircraft,  or  covert 
operatives  could  destroy  aviation  fuel  storage  and  distribution  facilities 
at  U.S.  air  bases  in  the  western  Pacific.  Given  the  ranges  of  China’s 
missiles  and  strike  aircraft,  facilities  in  Okinawa,  South  Korea,  and 
the  main  islands  of  Japan  would  again  be  the  most  vulnerable.  Such 
attacks  would  limit  the  amount  of  time  that  high-intensity  air  opera¬ 
tions  could  be  sustained  from  the  affected  bases.  Similarly,  destruction 
of  the  munitions  storage  facilities  supporting  these  bases  would  limit 
the  number  of  air-to-air  or  strike  missions  that  aircraft  operating  from 
them  could  perform. 

In  the  case  of  air  bases  located  on  relatively  small  islands,  such  as 
Okinawa,  cruise  missiles,  aircraft  with  precision-guided  munitions,  or 
covert  operatives  could  destroy  the  limited  number  of  facilities  on  these 
islands  for  offloading  fuel  or  munitions  from  ships;  submarines  could 
mine  these  facilities  or  associated  harbor  entrances;  aircraft,  surface 
ships,  or  submarines  could  intercept  supply  ships;  and  fighter  aircraft 
and  long-range  SAMs  could  intercept  transport  aircraft  bringing  fuel, 
munitions,  and  other  supplies  to  sustain  these  bases.”  Once  on-hand 
supplies  were  exhausted,  the  aircraft  at  these  bases  would  no  longer  be 
combat  effective  or  would  be  forced  to  relocate  to  other,  more-distant, 
bases. 

Aircraft,  surface  ships,  or  submarines  could  also  intercept  ships 
transporting  equipment  for  ground  forces,  and  fighter  aircraft  and 
long-range  SAMs  could  intercept  transport  aircraft  attempting  to 
convey  U.S.  ground  force  troops  and  equipment  (including  air-defense 
or  helicopter  units)  to  regions  near  China  (e.g.,  to  Korea,  Okinawa,  or 
Taiwan).  If  ground  forces  have  already  been  deployed,  cruise  missiles, 
aircraft  with  precision-guided  munitions,  or  covert  operatives  could 
destroy  fuel,  munitions,  and  other  offloading  facilities  at  the  ports  used 
to  sustain  these  forces;  submarines  could  mine  the  facilities  and  ports; 
aircraft,  surface  ships,  or  submarines  could  intercept  supply  ships;  and 
fighter  aircraft  and  long-range  SAMs  could  intercept  transport  aircraft 


”  Attacks  on  airfields  as  described  above,  of  course,  could  prevent  transport  aircraft  from 
being  able  to  land,  at  least  until  China’s  ballistic  missile  inventory  had  been  exhausted. 
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bringing  fuel,  munitions,  and  other  supplies  to  sustain  these  forces, 
rendering  them  combat  ineffective^^ 

Aircraft,  surface  ships,  or  submarines  could  also  intercept 
underway  replenishment  ships,  limiting  the  amount  of  time  that 
conventionally  powered  naval  vessels  could  remain  on  station  in  the 
combat  theater  and  the  number  of  air-to-air  or  strike  missions  that  air¬ 
craft  operating  from  aircraft  carriers  could  perform.  Naval  operations 
would  also  be  degraded  if  ballistic  missiles,  aircraft  with  precision- 
guided  munitions,  cruise  missiles,  or  covert  operatives  were  used  to 
destroy  facilities  at  ports  for  storing,  transporting,  or  loading  muni¬ 
tions  and  aviation  and  ship  fuel  onto  underway  replenishment  and 
combat  ships.  Again,  given  the  ranges  of  China’s  missiles  and  strike  air¬ 
craft,  U.S.  facilities  in  Okinawa,  South  Korea,  and  the  main  islands  of 
Japan  would  be  most  vulnerable  to  such  attacks.  Destruction  of  these 
facilities  would  prevent  underway  replenishment  ships  from  being  able 
to  take  on  supplies  or  prevent  combat  ships  from  receiving  supplies  by 
returning  to  these  ports. 

China  could  also  use  fighter  aircraft  or  long-range  SAMs  to  inter¬ 
cept  aerial-refueling  aircraft,  which  would  force  U.S.  combat  aircraft 
to  return  to  base  to  refuel,  limiting  the  distance  from  their  bases  within 
which  they  could  operate  and  the  amount  of  time  that  they  could 
spend  in  the  area  of  combat  operations.  Even  if  aerial-refueling  aircraft 
were  not  successfully  intercepted,  the  mere  threat  of  interception  could 
force  these  aircraft  to  operate  farther  from  Chinese  territory,  limiting 
the  distances  from  their  bases  at  which  combat  aircraft  could  operate 
and  the  amount  of  time  that  they  could  spend  in  the  area  of  combat 

operations. 


In  the  case  of  a  Chinese  invasion  of  Taiwan,  of  course,  China’s  ground  forces  would  be 
vulnerable  to  the  same  tactic. 

Were  China  to  acquire  the  S-400  system  noted  above,  for  example,  U.S.  aerial-refueling 
aircraft  would  have  to  orbit  at  least  400  km  from  Chinese  territory  to  be  safe  from  SAM 
attack.  U.S.  fighters  flying  combat  air  patrols  over  the  Taiwan  Strait  would  thus  have  to  fly 
about  325  km  each  way  from  their  refueling  stations  (assuming  that  their  combat  air  patrols 
were  near  the  center  of  the  Taiwan  Strait,  which  is  about  150  km  wide).  For  an  F-15C,  which 
has  a  maximum  combat  radius  of  1,968  km  (Laur  and  Llanso,  1995,  p.  88),  this  means  that 
nearly  20  percent  of  its  time  would  be  consumed  transiting  to  and  from  the  tanking  station. 
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Ballistic  missiles,  aircraft,  cruise  missiles,  or  covert  operatives 
could  also  destroy  repair  and  maintenance  facilities  (or  maintenance 
crew  quarters)  at  air  and  naval  bases  in  the  western  Pacific,  preventing 
damaged  craft  from  returning  for  service  and  forcing  them  to  relo¬ 
cate  to  other  bases  for  needed  maintenance.  The  net  effect  would  be  a 
reduction  in  the  number  of  combat  sorties  that  could  be  flown  from  an 
air  base  each  day  or  the  number  of  ships  that  could  remain  on  station 
near  China. 

Computer  network  attack  could  disrupt  the  computer  systems 
used  to  support  U.S.  transportation  and  logistics  networks.  According 
to  OSD  (2006,  p.  26),  “PLA  writings  suggest  a  successful  computer 
network  attack  against  these  systems  could  have  a  disruptive  effect  on 
an  adversary’s  ability  to  generate  its  forces.” 


Attacks  on  Aircraft  Carriers 

A  fourth  type  of  attack  discussed  in  Chinese  military  writings  that 
could  prevent  forces  from  operating  within  the  theater,  or  at  least  force 
them  to  operate  from  greater- than-optimal  distances,'^  is  attacks  on 
aircraft  carriers.  If  a  carrier  were  in  port  at  the  beginning  of  a  conflict, 
a  plausible  situation  given  the  emphasis  on  surprise  in  Chinese  doc¬ 
trinal  writings,  it  would  be  particularly  vulnerable  because  its  loca¬ 
tion  could  easily  be  determined.  Then,  the  carrier  might  be  prevented 
from  leaving  port  (or  damaged  while  trying  to  do  so)  by  aircraft  and 
missile  attacks,  by  mines  covertly  placed  at  the  harbor  entrance,  or  by 
submarine  ambush  (using  torpedoes  or  missiles)  just  after  the  carrier 


As  a  result,  about  20  percent  fewer  aircraft  would  actually  be  available  for  intercept  opera¬ 
tions  at  any  given  time. 

The  farther  from  the  locus  of  a  conflict  an  aircraft  carrier  operates,  the  less  effective  it 
will  be,  particularly  in  intercepting  enemy  air  raids  on  land-based  facilities,  such  as  those 
on  Taiwan.  When  fighters  scramble  in  response  to  an  air  raid,  the  increased  transit  time 
will  mean  that  fewer  may  arrive  or  that  they  may  arrive  too  late  entirely.  When  conducting 
combat  air  patrols,  the  increased  amount  of  time  spent  in  transit  will  mean  that  fewer  air¬ 
craft  can  be  maintained  on  station  at  any  one  time.  Strike  capabilities  will  also  be  reduced, 
although  less  severely,  because  longer  transit  times  mean  that  fewer  sorties  can  be  conducted 
each  day. 
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leaves  port.*^  Given  the  ranges  of  China’s  missiles  and  strike  aircraft, 
an  aircraft  carrier  at  port  in  Japan  or  South  Korea  at  the  beginning  of 
a  conflict  would  he  at  particular  risk  from  such  attacks. 

Once  an  aircraft  carrier  has  left  port,  finding  it  would  he  more 
difficult.  Nonetheless,  China  already  possesses  capable  maritime  sur¬ 
veillance  and  electronic  intelligence  aircraft  and  is  developing  addi¬ 
tional  means  for  locating  ships  at  sea,  including  over-the-horizon  radar, 
long-range  unmanned  aerial  vehicles,  and  ocean-surveillance  satellites 
(DoD,  2004,  pp.  41,  43-45).  These  systems,  and  the  ability  to  inte¬ 
grate  and  fuse  data  from  multiple  systems,  would  significantly  increase 
China’s  capability  to  detect  and  recognize  an  aircraft  carrier  at  sea. 

Once  a  carrier  had  been  detected,  China  would  have  multiple 
means  of  attacking  it.  One  would  be  with  surface  ships.  China’s  sur¬ 
face  fleet  consists  of  roughly  25  guided-missile  destroyers  and  over 
40  guided-missile  frigates.''’  The  most  capable  of  these  are  China’s 
Russian-built  Sovremenny-class  destroyers  equipped  with  the  Mach  2+ 
“Sunburn”  ASCM  (Hooten,  2004b).  The  air  defenses  of  all  but  China’s 
newest  destroyers  are  weak,  however,  so  these  ships  would  be  vulner¬ 
able  to  attack  from  a  carrier’s  strike  aircraft,  and  China’s  surface  ships 
and  their  missiles  could  have  difficulty  penetrating  the  carrier’s  protec¬ 
tive  screen  of  escort  ships. 

A  second  means  of  attacking  an  aircraft  carrier  would  be  using 
land-based  aircraft.  Each  PLAN  bomber  and  fighter-bomber  is  capable 
of  carrying  two  to  four  ASCMs  (see  Hunter,  2004;  Munson,  2003; 
Jackson,  2003;  OSD,  2004,  p.  35).  If  PLAN  maintained  these  aircraft 
on  alert  until  a  U.S.  aircraft  carrier  was  detected  and  surged  them  to 
attack  a  carrier  strike  group,  that  strike  group  could  potentially  face  a 


Mining  a  harbor  entrance  prior  to  the  beginning  of  hostilities  would  be  highly  risky, 
however.  Were  China  discovered  in  the  act  of  doing  so,  it  would  lose  the  element  of  surprise. 
Moreover,  if  the  harbor  mined  belonged  to  a  third  country,  such  as  Japan,  it  might  cause 
that  country  to  join  the  U.S.  side  when  it  otherwise  would  have  chosen  to  stay  out  of  the 
conflict. 

See  Jane’s  (2004c)  and  OSD  (2006,  p.  48)  for  estimates  of  current  numbers  of  destroyers 
and  frigates  in  PLAN’s  inventory. 
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massed  attack  from  nearly  100  attack  aircraft  and  over  200  ASCMsd^ 
Although  the  carrier’s  F-18  hghters  and  Aegis-class  escorts  have  highly 
capable  antiair  systems,  they  could  he  simply  overwhelmed  hy  the  sheer 
number  of  attackers.  Moreover,  given  that  only  one  U.S.  carrier  strike 
group  is  permanently  based  in  the  western  Pacific  at  present  and  if  the 
U.S.  had  little  or  no  warning  that  China  was  about  to  launch  an  attack, 
only  one  U.S.  aircraft  carrier  might  be  present  in  the  first  few  days  of 
a  conflict.  A  lone  aircraft  carrier  would  be  particularly  vulnerable  to 
such  a  massed  attack.  In  addition,  the  supersonic  antiship  missiles  that 
some  of  China’s  naval  strike  aircraft  carry  would  present  significant 
challenges  for  U.S.  ship  defenses  (see  Hewson,  2004b). 

As  noted  in  the  previous  chapter  (p.  76),  China  has  also  acquired 
the  Israeli-made  Harpy  system,  a  truck-launched  antiradiation  cruise 
missile.  Once  the  rough  location  of  an  aircraft  carrier  strike  group  has 
been  determined.  Harpies  could  then  home  in  on  the  radar  emissions 
of  the  aircraft  carrier  and  its  escorts.  The  Harpy  has  a  range  of  several 
hundred  kilometers,  and  because  it  is  small  and  slow,  it  would  be  dif¬ 
ficult  for  air-defense  radars  to  detect.  Although  it  would  be  unlikely  to 
sink  an  aircraft  carrier  or  major  surface  ship,  it  could  destroy  its  radars, 
rendering  it  vulnerable  to  subsequent  attack  (Jane’s,  2004b;  Munson, 
2004;  Ben-David,  2005). 

A  fourth  means  of  attacking  an  aircraft  carrier  at  sea  would  be 
with  submarines.  China  has  more  than  50  attack  submarines,  but  most 
of  these  are  still  slow,  noisy  craft  armed  only  with  torpedoes.  Given  the 
speed  of  an  aircraft  carrier  while  on  station,  these  submarines,  even  if 
they  were  able  to  evade  detection  by  the  carrier’s  escorts,  would  not  be 
capable  of  intercepting  an  aircraft  carrier.  To  be  attacked,  the  aircraft 
carrier  would  have  to  venture  within  torpedo  range  (8  nautical  miles 
or  less)  of  one  of  these  submarines  (Jane’s,  2004c;  Saunders,  2004c; 
Saunders,  2004a). 

China  does,  however,  have  about  20  domestically  built  subma¬ 
rines  equipped  with  ASCMs,  which  extend  the  attack  radius  of  China’s 
submarines  to  more  than  20  nautical  miles,  and  is  rapidly  building 


See  Jane’s  (2004c)  for  estimates  of  current  numbers  of  H-6s,  JH-7s,  and  Su-30s  in  PLAN’s 
inventory. 
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more  (Jane’s,  2004c;  Saunders,  2004a;  Saunders,  2004d).  Moreover, 
by  2007,  PLAN  will  have  taken  delivery  of  eight  Russian-built  “Kilo- 
class”  submarines  that  are  equipped  with  a  120  nm-range  supersonic 
ASCM  (Jane’s,  2004c;  Saunders,  2004e,  p.  30;  Hooten,  2004a).  If 
these  Kilo-class  submarines  were  deployed  in  the  waters  around  China 
in  a  conflict  with  the  United  States,  any  aircraft  carriers  that  China’s 
surveillance  systems  found  would  quite  likely  be  within  range  of  at 
least  one  of  these  submarines  and  thus  subject  to  missile  attack,  which 
would  significantly  challenge  U.S.  ship  defenses.  (This  missile  would 
likely  need  multiple  hits,  however,  to  put  an  aircraft  carrier  out  of 
action.) 

China’s  best  chance  of  sinking  or  disabling  an  aircraft  carrier,  of 
course,  would  be  not  to  attack  it  with  a  single  type  of  system  but,  if 
possible,  to  attack  it  with  all  four  types  of  systems  at  the  same  time. 
Doing  so  would  maximize  the  number  of  threats  that  the  carrier  strike 
group  would  have  to  contend  with  at  once  and  thus  increase  the  likeli¬ 
hood  that  at  least  some  attacks  would  penetrate  the  carrier’s  defenses. 
China’s  surface  ships  and  submarines  could  theoretically  attack  an 
aircraft  carrier  far  out  on  the  ocean,  but  China’s  Su-30,  JH-7,  and 
H-6  naval  strike  aircraft  have  unrefueled  combat  radiuses  of  1,500  km, 
1,650  km,  and  1,800  km,  respectively  (Jane’s,  2005f;  Hunter,  2003; 
Jane’s,  2005c).'®  Thus,  the  greatest  risk  to  U.S.  carriers  would  be  when 
they  were  less  than  1,500  km  from  China’s  coast. 

Finally,  China  is  apparently  attempting  to  develop  the  capability 
to  hit  a  ship  at  sea  with  a  ballistic  missile  (OSD,  2006,  p.  25).  Hit¬ 
ting  a  moving  target,  such  as  an  aircraft  carrier,  with  a  ballistic  mis¬ 
sile  would  require  a  maneuverable  reentry  vehicle  and  probably  some 
type  of  seeker  in  the  missile  warhead.  These  are  daunting  technical 


'®  China  would  likely  want  to  escort  any  air  raids  on  U.S.  surface  ships  with  fighter  aircraft, 
of  which  China’s  longest-ranged  are  its  Su-27s,  which  have  an  unrefueled  combat  radius  of 
1,500  km.  China  does  not  currently  have  a  capability  to  aerial  refuel  any  of  the  above  air¬ 
craft.  (See  Jane’s,  2005e.) 

The  risk  would  be  even  greater  if  a  carrier  strike  group  were  within  range  of  the  Harpy 
system,  which  is  believed  to  be  at  least  400  km  (see  Munson,  2004). 
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challenges, but  if  China  succeeded  in  overcoming  them,  its  ability 
to  threaten  aircraft  carriers  would  increase  dramatically  because  such 
missiles  would  be  extremely  difhcult  to  intercept  and,  given  their  high 
speeds,  would  extensively  damage  any  ship  they  hit.  Some  U.S.  Navy 
officials  reportedly  believe  that  China  may  have  such  a  capability  by 
2015  (Chang,  2005;  see  also  Parsons,  2006;  O’Rourke,  2005,  p.  63). 


In  particular,  the  physical  effects  of  the  interaction  of  a  hypersonic  reentry  vehicle  with 
the  earth’s  atmosphere  would  create  problems  for  any  kind  of  seeker  in  the  reentry  vehicle 
unless  measures  were  taken  to  slow  the  reentry  vehicle  down,  which  would  reduce  its  lethal¬ 
ity. 


CHAPTER  FIVE 


Countering  Chinese  Antiaccess  Threats  to 
U.S.  Forces 


Although  Chinese  antiaccess  tactics  have  the  potential  to  disrupt  U.S. 
theater  access  in  the  event  of  a  conflict  with  China,  the  United  States 
can  take  a  numher  of  measures  to  counter  these  threats.  These  include 
actions  using  existing  forces  and  capabilities  to  reduce  the  potential 
effects  of  Chinese  antiaccess  measures,  as  well  as  acquiring  new  capa¬ 
bilities  or  improvements  to  existing  capabilities,  for  the  U.S.  military. 


Actions  to  Reduce  the  Potential  Effects  of  Chinese 
Antiaccess  Measures 

To  reduce  the  potential  effects  of  Chinese  antiaccess  measures,  the 
United  States  can  strengthen  passive  defenses  at  air  bases,  deploy  air- 
defense  systems  near  critical  facilities,  diversify  basing  options  for  U.S. 
military  aircraft,  strengthen  defenses  against  covert  operative  attack, 
reduce  the  vulnerability  of  naval  forces  to  attack  while  in  port,  reduce 
the  effects  of  attacks  on  C^ISR  systems,  reduce  the  threat  of  high- 
altitude  nuclear  detonations,  and  bolster  the  capabilities  of  allies. 

Strengthen  Passive  Defenses  at  Air  Bases 

Chinese  missile  and  air  attacks  on  U.S.  air  bases  would  be  critical  to 
a  successful  antiaccess  campaign.  Improved  passive  defenses  at  key  air 
bases  could  significantly  reduce  the  effectiveness  of  such  attacks.  Chi¬ 
na’s  ability  to  threaten  operations  from  U.S.  air  bases  in  the  region 
hinges  largely  on  its  ability  to  use  ballistic  missiles  with  runway- 
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penetrating  submunitions  to  damage  the  runways  and  prevent  air¬ 
craft  from  taking  off  or  landing.  Strengthening  these  runways  (e.g., 
by  adding  a  layer  of  concrete  to  them)  would  decrease  the  amount 
of  damage  each  individual  submunition  would  cause,  increasing  the 
number  of  missiles  required  to  render  a  runway  unusable.  Assuming 
some  capacity  to  repair  the  runway  (see  next  paragraph),  this  would 
shorten  the  amount  of  time  that  flight  operations  would  be  disrupted 
before  China’s  supply  of  ballistic  missiles  was  exhausted.  Given  that 
China  is  apparently  developing  conventional  ballistic  missiles  designed 
specifically  to  reach  Okinawa,  particular  priority  should  be  given  to 
strengthening  the  runways  there. 

Similarly,  the  more  rapidly  runways  can  be  repaired,  the  shorter 
the  amount  of  time  they  can  be  kept  inoperable.  Increasing  the  runway 
repair  capacity  at  U.S.  air  bases  in  the  western  Pacific,  particularly  those 
on  Okinawa,  would  decrease  the  time  after  a  ballistic  missile  attack 
before  flight  operations  could  resume,  thus  increasing  the  number  of 
missiles  needed  to  keep  an  airfield  closed  for  a  given  period  and  short¬ 
ening  the  time  that  the  airfield  could  be  kept  closed. 

Hardened  aircraft  shelters  also  reduce  the  effectiveness  of  missile 
attacks  on  air  bases.  As  noted  above,  high-explosive  bomblet  submuni¬ 
tions  are  a  significant  threat  to  aircraft  parked  in  the  open,  but  even 
with  CEPs  of  less  than  50  meters,  ballistic  missiles  have  a  relatively  low 
probability  of  scoring  a  direct  hit  on  an  aircraft  shelter.  While  submu¬ 
nitions  increase  the  probability  of  hitting  a  shelter,  they  lack  the  pen¬ 
etrating  power  to  damage  the  aircraft  inside.  Thus,  ensuring  sufficient 
numbers  of  hardened  shelters  to  house  all  the  fighter  aircraft  likely  to 
operate  from  an  air  base  in  a  contingency  would  greatly  increase  their 
survivability.'  Moreover,  although  the  costs  and  engineering  challenges 
of  constructing  shelters  for  large  aircraft — bombers,  AWACS,  electronic 
warfare,  transport,  and  refueling  aircraft — may  be  prohibitive,  shelters 
capable  of  protecting  at  least  against  damage  from  submunitions  may 
not  be  infeasible,  and  their  development  is  worth  investigating. 


'  As  noted  above,  aircraft  shelters  are  potentially  vulnerable  to  attack  by  aircraft-delivered 
precision-guided  munitions  and  cruise  missiles,  but  many  of  the  measures  described  below 
would  significantly  reduce  the  threat  from  such  systems. 
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Finally,  construction  of  underground  fuel  tanks,  which  are  much 
less  vulnerable  to  attack  hy  missiles,  aircraft,  and  covert  operatives, 
would  further  strengthen  passive  defenses.  The  United  States  should 
therefore  ensure  that  any  air  bases  in  the  western  Pacihc  likely  to  be 
used  in  a  conflict  with  China  have  sufficient  underground  fuel  storage 
to  sustain  several  weeks  of  high-intensity  air  operations. 

Deploy  Air-Defense  Systems  Near  Critical  Facilities 

In  addition  to  passive  defenses,  active  air  defenses  can  play  a  key  role 
in  countering  Chinese  antiaccess  threats.  First,  to  the  extent  to  which 
air-defense  systems  are  capable  of  intercepting  ballistic  missiles,  they 
would  limit  the  effectiveness  of  Chinese  ballistic  missile  attacks.  In 
particular,  they  could  prevent  China’s  ballistic  missiles  from  shutting 
down  runway  operations.  This  in  turn  would  enable  U.S.  fighters  to 
defend  these  bases  from  cruise  missile  and  aircraft  attacks.  Even  if 
ballistic  missile  defenses  were  not  able  to  protect  runways  completely 
from  attack,  they  would  at  least  increase  the  number  of  missiles  China 
would  need  to  direct  at  a  given  airfield  to  be  confident  of  putting  it 
out  of  action,  which  would  reduce  the  number  of  missiles  available  to 
attack  other  targets  and  shorten  the  length  of  time  that  flight  opera¬ 
tions  could  be  prevented. 

A  second  way  in  which  air-defense  systems  could  play  a  key  role  in 
countering  Chinese  antiaccess  threats  would  be  by  intercepting  cruise 
missiles  and  aircraft.  Currently,  U.S.  fighter  aircraft  would  be  the  best 
means  of  intercepting  Chinese  aircraft  and  cruise  missiles.  If  ballistic 
missile  attacks  on  runways  prevented  aircraft  from  taking  off  to  defend 
their  base,  however,  China’s  aircraft  and  cruise  missiles  would  be  able 
to  attack  a  range  of  key  targets,  including  aircraft  shelters;  command 
posts;  communications  facilities;  storage,  distribution,  and  loading 
facilities  for  fuel  and  munitions;  and  repair  and  maintenance  facili¬ 
ties.  In  this  case,  surface-based  air-defense  systems  would  be  crucial  in 
thwarting  such  attacks. 

A  number  of  different  types  of  air-defense  systems  can  contribute 
to  the  defense  of  critical  facilities  against  missiles  and  aircraft.  Cur¬ 
rently,  the  most  capable  operational  land-based  air-defense  system  is 
the  Patriot  Advanced  Capability-3  (PAC-3)  system.  When  the  Terminal 
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High  Altitude  Area  Defense  system  becomes  available,  it  will  increase 
capabilities  against  ballistic  missiles,  and  the  Medium  Extended  Air- 
Defense  System  (MEADS)  will  do  the  same  against  low- altitude  cruise 
missiles  and  aircraft.  These  systems  should  be  augmented  by  short- 
range  air-defense  systems,  such  as  the  Avenger,  the  Surface-Eaunched 
Advanced  Medium  Range  Air-to-Air  Missile  (SEAMRAAM),  or  the 
U.S.  Navy’s  Rolling  Airframe  Missile.  Gun-based  quick-reaction  sys¬ 
tems,  such  as  the  U.S.  Navy’s  Close-In  Weapon  System,  could  also  play 
a  valuable  role  in  defending  point  targets  against  cruise  missiles  that 
evade  other  systems. 

It  is  important  to  note  that,  if  land-based  air-defense  systems  are 
to  contribute  to  the  defense  of  critical  facilities,  they  must  be  deployed 
before  a  crisis  occurs.  Once  hostilities  commence,  one  of  the  very 
threats  that  such  systems  would  be  intended  to  defend  against — air 
and  missile  attacks  on  airhelds — would  likely  prevent  transport  air¬ 
craft  from  delivering  them  where  they  are  needed.  Moreover,  the  airlift 
requirements  for  such  systems  as  the  PAC-3  are  considerable,  mean¬ 
ing  that,  even  if  transport  aircraft  were  able  to  land,  a  number  of  days 
would  elapse  before  a  unit  could  be  operational.  A  conflict  between  the 
United  States  and  China  could  develop  very  rapidly  (especially  given 
the  Chinese  emphasis  on  rapid  operations  noted  in  Chapter  Two);  in 
certain  scenarios,  such  as  a  Chinese  attack  on  Taiwan,  a  few  days  could 
mean  the  difference  between  success  and  failure.^ 

Sea-based  air  defenses  can  also  help  counter  air  and  missile  attacks 
on  critical  facilities.  An  Aegis  ship  patrolling  near  Okinawa,  for  exam¬ 
ple,  would  contribute  significantly  to  the  defense  of  that  island’s  facili¬ 
ties  from  attacks  by  cruise  missiles  and  aircraft  and,  to  some  extent, 
from  attack  by  ballistic  missiles.^ 


^  After  research  for  this  monograph  was  completed  in  June  2006,  the  U.S.  and  Japanese 
governments  announced  a  plan  to  deploy  PAC-3  batteries  to  Kadena  Air  Base  and  Kadena 
Ammunition  Storage  Area  on  Okinawa  (see  Watanabe,  2006;  “U.S.  to  Deploy  Intercept 
Missiles  to  Japan,”  2006). 

^  By  2009,  18  Aegis  ships  are  to  be  equipped  with  the  Aegis  Ballistic  Missile  Defense 
system,  although  these  ships  will  probably  have  at  most  ten  interceptors  each  (see  Cortes, 
2004;  McAvoy,  2005;  U.S.  Missile  Defense  Agency,  2006). 
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It  should  also  be  noted  that  host  nations  can  play  a  valuable  role 
in  countering  attacks  on  critical  facilities.  The  Japanese  government 
has  announced  its  intention  to  acquire  PAC-3  batteries  (see  Brooke, 
2003).  These  systems  are  being  acquired  primarily  to  counter  a  possible 
North  Korean  ballistic  missile  attack;  however,  if  deployed  near  criti¬ 
cal  U.S.  military  facilities  in  Japan,  these  systems  will  also  be  capable 
of  defending  the  facilities  against  Chinese  air  and  missile  attacks.  In 
addition,  Japan  has  four  Aegis  destroyers  that  could  be  deployed  near 
critical  U.S.  military  facilities;  beginning  in  2007,  Japan  plans  to  equip 
these  ships  with  a  ballistic  missile  defense  capability  (Onishi,  2004; 
“Japan  to  Buy  .  .  .  ,”  2006). 

Diversify  Basing  Options  for  Aircraft 

In  view  of  China’s  potential  capability  to  disrupt  operations  at  U.S. 
airfields  in  the  western  Pacific,  particularly  those  on  Okinawa,  the 
United  States  should  be  prepared  to  operate  from  other  airfields  in  the 
region  in  the  event  of  a  conflict  with  China.  This  would  force  China 
to  distribute  its  antiaccess  capabilities  and  resources  over  a  larger  set 
of  targets,  rendering  these  capabilities  less  effective,  and  would  avoid 
the  risks  associated  with  concentrating  all  assets  at  a  single  location. 
Moreover,  given  the  lack  of  shelters  for  large  aircraft  (such  as  AWACS, 
electronic  warfare,  and  aerial  refueling  aircraft),  these  platforms  should 
be  operated  from  bases  out  of  range  of  China’s  conventional  ballistic 
missiles. 

The  United  States  should  also  consider  forward-deploying  an 
additional  aircraft  carrier  in  the  Pacific.  Aircraft  carriers  departing 
from  the  west  coast  of  the  United  States  would  need  nine  to  ten  days  to 
arrive  in  waters  off  of  Taiwan,  while  an  aircraft  carrier  departing  from 
Hawaii  could  arrive  off  of  Taiwan  in  about  seven  days.  An  aircraft 
carrier  departing  from  Singapore  could,  however,  arrive  in  three  days, 
and  one  departing  from  Guam  could  arrive  in  about  two  days.^  Given 


^  Assuming  an  average  transit  speed  of  25  knots.  According  to  O’Rourke  (2005,  p.  30), 
although  U.S.  nuclear-powered  aircraft  carriers  are  capable  of  sustained  speeds  of  more  than 
30  knots,  their  average  speeds  over  longer  transits  might  be  closer  to  25  knots  or  less  because 
of  rough  sea  conditions  and  the  need  for  their  conventionally  powered  escorts  to  slow  down 
for  refueling.  As  they  approached  Chinese  waters,  moreover,  they  would  probably  be  further 
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the  emphasis  on  surprise  or  preemption  in  Chinese  military-doctrinal 
writings,  the  United  States  may  have  little  or  no  warning  of  a  Chinese 
attack  and,  given  the  emphasis  on  rapid  operations  in  Chinese  doc¬ 
trine,  a  few  days  delay  in  the  arrival  of  U.S.  naval  forces  could  have  a 
significant  effect  on  the  outcome  of  a  conflict. 

Strengthen  Defenses  Against  Covert  Operative  Attack 

As  noted  above,  covert  operatives  could  attack  aircraft  or  key  facili¬ 
ties  and  personnel  at  airfields;  command  posts;  communications  links; 
fuel  and  munitions  storage,  distribution,  and  loading  facilities;  key 
port  facilities;  and  repair  and  maintenance  facilities.  Since  such  attacks 
would  generally  originate  from  host-nation  territory  outside  the  U.S. 
bases,  the  capabilities  of  host-nation  security  forces  would  be  critical  to 
defending  against  such  attacks.  The  United  States  should  ensure  that 
host  nations  are  prepared  to  prevent  and  respond  to  such  attacks  and 
that  mechanisms  are  in  place  to  ensure  smooth  coordination  between 
U.S.  base  security  forces  and  host-nation  security  forces.  In  addition, 
U.S.  forces  should  take  steps  to  reduce  their  vulnerability  to  the  vari¬ 
ous  types  of  attacks  covert  operatives  might  attempt.  These  steps  could 
include  installing  antisniper  systems,  increasing  perimeter  security,  and 
screening  critical  areas  from  outside  view. 

Reduce  Vulnerability  of  Naval  Forces  to  Attack  While  in  Port 

A  number  of  steps  can  be  taken  to  reduce  the  vulnerability  of  naval 
forces  in  port,  including  the  aircraft  carriers,  command  ships,  logis¬ 
tics  ships,  and  transports  that  would  likely  be  the  focus  of  Chinese 
attacks.  Preconflict,  this  would  include  periodically  mapping  the  sea 
bottom  near  harbor  mouths  using  high-frequency  sonar.  Once  a  con¬ 
flict  began  or  became  imminent,  this  would  allow  rapid  detection  of 
any  new  objects  (potential  mines)  on  the  harbor  bottom.  Similarly, 
hydrophones  should  be  installed  near  harbor  mouths  to  detect  the 


slowed  by  the  need  to  avoid  ambush  by  submarines.  Sea  transit  times  were  calculated  using 
the  World  Ports  Distance  Calculator  (Distances.com),  setting  the  destination  to  the  north¬ 
ern  Taiwanese  port  of  Keelung  as  a  proxy  for  the  waters  near  Taiwan. 
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presence  of  submarines.^  The  United  States  should  also  ensure  that  the 
U.S.  or  host-nation  navy  has  assets  positioned  to  respond  rapidly  to  any 
mining  or  enemy  submarine  presence  at  key  ports  and  facilities. 

In  addition,  in  view  of  the  Chinese  doctrinal  emphasis  on  sur¬ 
prise  and  preemption,  U.S.  naval  forces  in  the  western  Pacific  should 
immediately  go  to  a  state  of  heightened  alert,  including  activation  of 
air  and  missile  defenses  while  ships  are  still  in  port,  whenever  there 
are  any  indications  that  China  may  be  preparing  to  use  force  against 
another  country,  even  if  that  country  does  not  appear  to  be  the  United 
States  (e.g.,  even  if  China’s  preparations  for  the  use  of  force  appear  to  be 
directed  solely  at  Taiwan).  Moreover,  given  that  naval  forces  are  most 
vulnerable  while  still  in  port,  ships  that  are  in  port  when  indications 
of  a  possible  attack  are  received  should  put  to  sea  as  soon  as  possible. 
When  they  do  so,  of  course,  these  ships  should  aggressively  patrol  for 
the  presence  of  submarines  near  the  harbor  mouth,  even  if  hostilities 
have  not  yet  begun,  because  China  could  be  waiting  to  initiate  hostili¬ 
ties  by  attacking  U.S.  forces  as  they  leave  port. 

Reduce  the  Effects  of  Attacks  on  C'’ISR  Systems 

Many  of  the  measures  described  above  for  strengthening  defenses 
against  attacks  on  critical  facilities  by  missiles,  aircraft,  or  covert 
operatives  will  reduce  the  vulnerability  of  C^ISR  systems  to  physical 
attack.  Given  the  interest  in  the  topic  Chinese  military  writers  have 
shown,  however,  it  seems  likely  that,  in  the  event  of  a  conflict  with  the 
United  States,  China  will  also  devote  significant  resources  to  computer 
network  attack  and  related  information  operations.  The  effectiveness 
of  such  efforts  will  depend  largely  on  exploiting  poor  information- 
security  practices.  Enforcement  of  proper  security  practices  for  U.  S .  mil¬ 
itary  information  systems  can  significantly  reduce  the  potential  effects 
of  Chinese  information  operations.  Such  practices  include  the  elimina¬ 
tion  of  known  security  vulnerabilities,  the  use  of  software  encryption, 
isolation  of  critical  systems  from  publicly  accessible  networks,  elimina- 
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tion  of  unencrypted  links  into  secure  computers,  enhanced  user  identi¬ 
fication  measures,  and  monitoring  of  network  activity. 

Given  the  possibility  that  China  could  nonetheless  succeed  in 
disrupting  U.S.  C^ISR  systems,  however,  the  U.S.  military  should 
also  maintain  (and  exercise)  the  ability  to  conduct  operations  without 
continuous,  high-bandwidth  communications  between  units. This 
could  entail  using  communications  technologies  that  are  out  of  date  by 
modern  standards  or  even  completely  autonomous  operations,  without 
data  from  remote  sensors  or  direction  from  higher  headquarters. 

Reduce  the  Threat  of  High-Altitude  Nuclear  Detonations 

Because  there  is  evidence  that  Chinese  leaders  may  not  consider  the  use 
of  a  high-altitude  nuclear  detonation  to  represent  a  violation  of  China’s 
“no  first  use”  policy,^  the  United  States  should  take  steps  both  to  deter 
and  to  mitigate  the  effects  of  such  an  act.  One  such  step  is  to  engage 
Chinese  military  and  political  officials  on  the  topic  and  to  communi¬ 
cate  that  the  United  States  does  view  this  type  of  action  as  a  nuclear 
weapon  attack  (even  if  it  does  not  directly  produce  any  fatalities)  and 
would  therefore  consider  retaliatory  use  of  nuclear  weapons  to  be  a  jus¬ 
tifiable  act  of  self-defense. 

In  case  U.S.  efforts  to  deter  Chinese  use  of  a  high-altitude  nuclear 
detonation  fail,  however,  the  United  States  should  be  prepared  to  resist 
and  counter  the  attack.  This  entails  ensuring  that  all  military  systems 
are  “hardened”  against  EMP  and  identifying,  in  advance,  a  set  of 
response  options  that  will  prevent  subsequent  instances.® 


See  Wolthusen  (2004)  for  other  reasons  the  U.S.  military  should  maintain  the  ability  to 
conduct  operations  without  continuous,  high-bandwidth  communications  between  units. 

^  Personal  communication  with  Michael  Glosy,  Ph.D.  candidate,  Massachusetts  Institute 
of  Technology,  July  2003. 

®  For  a  description  of  how  to  harden  equipment  against  EMP,  see  Kopp  (1996).  Reportedly, 
the  2004  Electromagnetic  Pulse  Commission  stated  that  incorporating  EMP  hardening  into 
the  design  of  a  system  has  historically  added  about  1  percent  to  its  cost.  ITardening  systems 
after  they  have  been  designed  and  manufactured  has  cost  about  ten  times  as  much  (see  Sirak, 
2004). 
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Bolster  Allied  Capabilities 

Regional  allies  can  play  a  vital  role  in  neutralizing  the  effectiveness  of 
Chinese  antiaccess  measures.  Even  if  an  ally  did  not  wish  to  partici¬ 
pate  directly  in  the  defense  of  a  third  country  against  China,  it  would 
want  to  defend  its  territory  from  Chinese  incursion.  We  have  already 
noted  the  value  of  allied  nations  in  defending  U.S.  forces  and  facilities 
on  their  territory  against  attacks  hy  missiles,  aircraft,  covert  operatives, 
and  mines.  Consequently,  the  United  States  should  help  the  military 
and  security  forces  of  regional  friends  and  allies  ensure  that  they  are 
prepared  to  defend  their  airspaces  against  Chinese  missiles  and  aircraft, 
to  counter  covert  operative  attacks  originating  from  their  territory,  and 
to  clear  their  ports  and  harbors  of  mines.  Such  assistance  could  take 
the  form  of  intelligence  sharing,  training,  or  provision  of  key  systems 
and  technologies,  hut  most  important,  it  would  involve  ensuring  that 
regional  allies  are  focused  on  and  have  invested  in  strengthening  their 
capabilities  to  counter  the  types  of  attacks  China  might  employ  in  a 
conflict  with  the  United  States.® 


Capabilities  to  Counter  Chinese  Antiaccess  Threats 

The  United  States  can  acquire  or  enhance  a  number  of  capabilities  that 
would  significantly  reduce  the  potential  effects  of  Chinese  antiaccess 
measures.  While  the  U.S.  military  already  possesses  some  of  these 
capabilities,  we  discuss  them  here  because  further  improvements  are 
desirable.  Programs  may  also  already  be  under  way  to  develop  some  of 
these  capabilities,  but  we  mention  them  to  highlight  the  importance  of 
continuing  the  development  program  through  to  acquisition. 


®  In  September  2005,  it  was  reported  that  Japan’s  Ground  Self-Defense  Forces  had  devel¬ 
oped  contingency  plans  for  responding  to  Chinese  attacks,  including  possible  “gurerilla” 
(i.e.,  covert  forces)  attacks,  on  Japanese  Self-Defense  Force  facilities  or  on  U.S.  military  bases 
in  Japan  in  the  event  of  a  war  between  the  United  States  and  China  over  Taiwan  (see  “GSDF 
Defense  Plan  .  .  .  ,”  2005).  Assuming  this  report  is  accurate,  it  suggests  that  the  Japanese 
military  has  begun  to  take  positive  steps  in  this  regard. 
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Improved  Ballistic  Missile  Defenses 

Given  the  antiaccess  threat  ballistic  missiles  pose  and  their  potential 
role  in  enabling  other  types  of  antiaccess  threats,  a  robust  capability 
to  intercept  and  destroy  these  missiles  would  be  a  major  contribution 
to  the  ability  of  the  United  States  to  counter  Chinese  antiaccess  mea¬ 
sures.  Existing  land-based  PAC-3  and  sea-based  Aegis  Ballistic  Missile 
Defense  systems  provide  some  missile  defense  capability,  but  given  the 
number  and  variety  of  conventional  ballistic  missiles  China  possesses 
or  is  developing,  further  ballistic  missile  defense  capabilities  are  desir¬ 
able.  Such  capabilities  could  be  provided  by  land-based,  sea-based,  air¬ 
borne,  or  space-based  systems.  Given  the  emphasis  on  surprise  and  pre¬ 
emption  in  Chinese  doctrinal  writings,  land-based  systems — if  already 
in  place  in  advance  of  a  crisis — would  have  the  advantage  of  being  able 
to  protect  nearby  facilities  on  relatively  short  notice.  Sea-based  systems 
have  the  advantage  of  being  deployable  to  where  they  are  most  needed, 
given  adequate  warning  time.  Moreover,  if  China  develops  the  ability 
to  attack  ships  at  sea  with  ballistic  missiles,  sea-based  ballistic  mis¬ 
sile  defenses  will  also  play  a  critical  self-defense  role  for  carrier  strike 
groups.  Given  the  difficulty  of  acquiring  advance  warning  of  a  mobile 
ballistic  missile  launch,  airborne  systems,  which  are  generally  designed 
for  boost-phase  intercept,  would  have  to  be  maintained  continuously 
on  station  near  potential  ballistic  missile  launch  points  to  be  effective, 
and  the  United  States  would  have  to  have  some  way  of  neutralizing 
the  long-range  surface-to-air  and  AAM  threat  to  large  aircraft.  While 
space-based  ballistic  missile  defense  systems  could  be  useful  against 
conventional  ballistic  missiles,  the  defensive  systems  would  have  to  be 
able  to  intercept  large  numbers  of  ballistic  missiles  because  the  Chinese 
are  fielding  so  many  of  them. 

Regardless  of  the  specific  types  of  systems  involved,  the  ideal  pro¬ 
tection  for  airfields  and  other  critical  facilities  from  large-scale  ballistic 
missile  attack  would  be  a  layered  series  of  defenses  capable  of  engag¬ 
ing  the  missiles  at  multiple  points  along  their  flight  trajectories.  These 
defenses  need  not  be  completely  impenetrable  to  be  helpful  and  effec¬ 
tive,  but  the  more  layers  and  the  more  capable  each  is,  the  more  effec¬ 
tive  they  will  be  in  reducing  the  effects  of  Chinese  conventional  bal¬ 
listic  missile  attacks. 
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Detecting,  Identifying,  and  Attacking  Mobile  Time-Sensitive  Targets 

Although  this  prohlem  has  so  far  proved  extremely  challenging,  the 
threat  of  ballistic  missile  attack  would  he  further  reduced  if  the  U.S. 
military  had  the  capability  to  detect,  identify,  and  rapidly  attack  mobile 
targets,  such  as  ballistic  missile  launchers. This  capability  would  also 
be  valuable  for  countering  the  antiaccess  threat  from  cruise  missiles 
and  long-range  mobile  air-defense  systems." 

Advanced  Shipborne  Cruise-Missile  Defenses 

China’s  acquisition  of  supersonic  ASCMs  and  antiradiation  cruise  mis¬ 
siles  with  small  radar  cross  sections  means  that  U.S.  Navy  ships  must 
be  capable  of  defending  themselves  against  these  weapons.  Moreover, 
given  that  Chinese  land- attack  cruise  missiles  targeted  against  U.S. 
facilities  in  the  western  Pacihc  would  generally  have  to  pass  over  the 
ocean,  shipborne  anti-cruise  missile  capabilities  can  contribute  to  the 
defense  of  these  facilities  against  land- attack  cruise  missiles.  This  capa¬ 
bility  would  be  particularly  valuable  if  land-based  air  operations  were 
suspended  because  of  ballistic  missile  attack. 

Improved  Land-Based  Cruise-Missile  Defenses 

Land-attack  cruise  missiles  could  attack  a  variety  of  critical  targets, 
including  aircraft  shelters;  command  and  communication  facilities; 
fuel  and  munitions  storage,  distribution,  and  loading  facilities;  and 
repair  and  maintenance  facilities.  If  China  succeeded  in  suspending 
air  operations  through  ballistic  missile  attacks  on  airfields,  land-based 
air-defense  systems  would  be  the  primary  defense  against  land-attack 
cruise  missiles.  Thus,  the  capability  to  intercept  low-altitude,  small 
radar-cross-section  cruise  missiles  could  be  critical  to  defeating  Chi¬ 
nese  antiaccess  efforts.  Existing  land-based  air-defense  systems,  such 
as  Patriot  and  Avenger,  can  provide  some  defense  against  cruise  mis- 


Such  a  capability  would  be  unlikely  to  prevent  an  initial  volley  of  ballistic  missiles  if  that 
were  China’s  first  action  in  a  conflict — the  United  States  would  be  unlikely  to  launch  a  pre¬ 
emptive  attack  against  Chinese  territory — but  would  be  extremely  valuable  in  preventing  or 
disrupting  subsequent  ballistic  missile  attacks. 

"  For  an  in-depth  discussion  of  the  challenges  associated  with  this  problem,  as  well  as  pos¬ 
sible  means  of  overcoming  them,  see  Vick  et  al.  (2001). 
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siles,  but  neither  is  optimized  for  this  mission.  Developmental  systems, 
such  as  MEADS  and  SLAMRAAM,  which  are  readily  deployable  and 
specifically  designed  for  intercepting  cruise  missiles,  should  improve 
cruise  missile  defense.  In  addition,  deploying  U.S.  Navy  quick- 
reaction  systems,  such  as  the  Rolling  Airframe  Missile  and  the  Close- 
In  Weapon  System,  for  point  defense  of  critical  land-based  facilities  is 
worth  investigating. 

Improved  Antisubmarine  Warfare  Capabilities 

China’s  submarines  present  a  variety  of  potential  antiaccess  threats. 
They  could  attack  aircraft  carriers;  command  ships;  or  under  way 
replenishment,  transport,  and  supply  ships.  They  could  also  mine 
harbor  entrances  and  critical  port  facilities.  Defeating  Chinese  sub¬ 
marines  would  therefore  be  a  key  element  of  countering  Chinese  anti¬ 
access  measures.  By  the  U.S.  Navy’s  own  admission,  however,  its  ASW 
capabilities  have  eroded  since  the  end  of  the  Cold  War,  although  the 
Navy  has  recognized  this  deficiency  and  is  now  working  to  revitalize 
its  capability  to  perform  this  mission  (see  “Another  Pacific  .  .  .  ,”  2003; 
Jane’s,  2003,  p.  3).  These  efforts  must  be  sustained  for  the  indefinite 
future,  and  improving  the  Navy’s  ASW  capabilities  needs  to  remain  a 
priority.*^ 

Improved  Minesweeping  Capabilities 

Sea  mines  could  affect  the  ability  of  the  United  States  to  deploy  forces 
to,  or  operate  within,  areas  around  China  in  a  number  of  ways.  Mines 
sown  before  U.S.  naval  combatants  and  logistics  ships  in  the  region 
left  port  could  delay  or  prevent  the  ships  from  putting  to  sea.  Mines 
could  also  prevent  or  slow  sea  deployment  of  U.S.  ground  forces  or 
the  provision  of  key  supplies,  such  as  fuel,  to  U.S.  bases  in  the  region. 
Minesweeping  is  a  long-standing  weakness  of  the  U.S.  Navy,  which 
has  traditionally  relied  on  allies  to  perform  this  mission. In  a  conflict 


See  Smith,  Sandel,  et  al.  (2005,  pp.  4-10)  for  a  description  of  new  ASW  capabilities  being 
developed  by  the  U.S.  Navy. 

According  to  a  report  by  the  Congressional  Research  Service,  “The  Navy’s  mine  coun¬ 
termeasures  (MCM)  capabilities  have  been  an  area  of  concern  ...  for  a  number  of  years” 
(O’Rourke,  2005,  pp.  34-35). 
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with  China,  however,  the  United  States  may  have  relatively  little  sup¬ 
port  from  allies.  Taiwan  will  likely  he  preoccupied  with  keeping  its 
own  ports  clear.  Japan  and  Korea  would  undoubtedly  provide  mine¬ 
sweeping  assets  to  clear  mines  from  their  own  territorial  waters  hut,  for 
both  political  and  time-and-distance  reasons,  cannot  be  counted  on 
to  clear  mines  from  U.S.  facilities  outside  these  nations’  territory.  The 
United  States  therefore  needs  to  have  a  strong  minesweeping  capability 
of  its  own.'^ 

Counters  to  Antisatellite  Attacks 

Given  the  dependence  of  U.S.  military  operations  on  satellite  surveil¬ 
lance  and  communications,  counters  to  potential  antisatellite  attacks 
would  be  vital  to  defeating  Chinese  antiaccess  threats  and  sustain¬ 
ing  effective  military  operations  more  generally.  Possible  approaches 
include  hardening  satellites  against  antisatellite  attack,  stealth,  build¬ 
ing  redundancy  or  the  capability  to  “degrade  gracefully”  into  satellite 
constellations,  acquiring  a  rapid  reconstitution  capability,  and  the  abil¬ 
ity  to  retaliate  in  kind. 

Antisatellite  Attack 

Satellite  surveillance  and  communications  could  be  a  critical  enabler 
of  many  of  China’s  antiaccess  measures,  particularly  efforts  to  locate 
and  attack  an  aircraft  carrier  at  sea.  Having  the  capability  to  disable 
China’s  satellites  would  signihcantly  reduce  the  potential  effectiveness 
of  associated  antiaccess  attacks.  If  China  also  possessed  an  antisatellite 
capability,  the  United  States,  given  its  greater  dependence  on  satellites, 
might  not  want  to  be  the  side  to  escalate  a  conflict  to  space.  The  United 
States  would  nonetheless  want  a  robust  antisatellite  capability,  both  to 
deter  China  from  escalating  to  space  and  to  be  able  to  respond  in  kind 
if  China  did. 


See  Smith,  Sandel,  et  al.  (2005,  pp.  11-14)  for  a  description  of  new  minesweeping  capa¬ 
bilities  the  U.S.  Navy  is  developing. 
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Counters  to  Long-Range  Surface-to-Air  and  Air-to-Air  Missiles 

China’s  possession  of  long-range  SAM  systems  and  potential  acquisi¬ 
tion  of  even  longer-range  surface-to-air  and  AAMs  threaten  the  ability 
of  a  variety  of  U.S.  aircraft  to  operate  near  or  over  China.  The  poten¬ 
tially  affected  aircraft  include  not  just  fighters  hut  also  intelligence, 
surveillance,  and  reconnaissance;  electronic  warfare;  transport;  aerial 
refueling;  and  missile  defense  aircraft.  These  aircraft  need  to  he  able 
to  operate  near  or  over  China  with  a  relatively  low  risk  of  interception 
by  long-range  active  or  passive  radar-homing  missiles.  Possible  means 
for  providing  this  capability  include  stealth,  passive  surveillance  sys¬ 
tems,  and  the  ability  to  defeat  antiair  missiles,  including  passive  radar¬ 
homing  missiles. 

Highly  Capable  Long-Range  Air  Defense 

In  a  conflict  between  the  United  States  and  China,  such  as  one  over 
Taiwan,  Chinese  antiaccess  measures  could  succeed  in  preventing  U.S. 
land-based  interceptors  from  using  air  bases  close  to  China  or  in  pre¬ 
venting  U.S.  naval  forces  from  operating  close  to  China’s  shores.  Thus, 
the  capability  to  defend  airspaces  far  from  the  nearest  U.S.  air  bases 
or  naval  platforms  would  be  valuable  to  countering  Chinese  antiaccess 
efforts.  One  form  this  capability  could  take  would  be  extremely  long- 
range  sea-based  SAM  systems,  such  as  the  SM-6,  which  would  enable 
U.S.  Navy  ships  to  provide  air  defense  over  such  areas  as  the  Taiwan 
Strait  while  remaining  well  out  to  sea.*^  Another  form  could  be  fight¬ 
ers  capable  of  defeating  several  times  their  number  of  Chinese  counter¬ 
parts.'*^  The  U.S.  Air  Force’s  F-22  is  believed  to  have  such  a  capability. 
F-35s,  which  are  the  most  capable  ship-based  aircraft  that  the  U.S. 
Navy  and  Marine  Corps  currently  plan  to  acquire,  will  also  have  this 
capability,  albeit  to  a  lesser  extent. 


The  SM-6  is  planned  to  have  a  range  of  200  nautical  miles  (370  km)  (see  Jane’s,  2006). 

The  long  transit  times  for  fighter  aircraft  operating  from  distant  land  bases  or  aircraft  car¬ 
riers  would  mean  both  that  only  aircraft  already  on  combat  air  patrol  at  the  time  of  a  Chinese 
air  raid  would  able  be  to  respond  to  it  and  that  the  number  that  could  be  maintained  on 
combat  air  patrol  at  any  one  time  would  be  limited. 

For  a  description  of  the  capabilities  of  the  F-35,  see  Verschaeve  (2006). 
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Early  Strategic  and  Tactical  Warning 

As  noted  in  multiple  places  above,  Chinese  antiaccess  measures  would 
be  significantly  more  effective  if  China  achieved  strategic  and/or  tacti¬ 
cal  surprise  in  launching  preemptive  attacks  on  U.S.  forces.  Improved 
strategic  and  tactical  warning  of  a  Chinese  attack  would  therefore  sig¬ 
nificantly  enhance  the  ability  of  the  United  States  to  counter  Chinese 
antiaccess  measures.  In  view  of  China’s  current  and  known  develop¬ 
mental  military  capabilities,  U.S.  air  and  naval  forces  in  Okinawa, 
South  Korea,  and  the  main  islands  of  Japan  would  be  at  greatest  risk 
from  such  an  attack.  Even  ambiguous  warning  would  allow  the  United 
States  to  put  naval  assets  to  sea,  activate  missile  defenses,  and  deploy  or 
disperse  air  assets,  all  of  which  would  substantially  reduce  the  effects  of 
Chinese  antiaccess  measures. 


CHAPTER  SIX 

Conclusion 


The  possibility  of  a  Chinese  antiaccess  strategy  is  more  than  hypotheti¬ 
cal.  Although  the  Chinese  military  doctrinal  writings  we  reviewed  for 
this  study  do  not  reflect  an  explicit  antiaccess  concept,  they  do  dis¬ 
cuss  a  wide  range  of  tactics  that  could  slow  the  deployment  of  U.S. 
forces  to  the  theater  of  operations,  prevent  them  from  operating  from 
certain  locations  within  the  theater  of  operations,  and/or  cause  them 
to  operate  from  distances  greater  than  the  U.S.  military  would  oth¬ 
erwise  prefer.  For  example,  a  combination  of  ballistic  missile,  cruise 
missile,  aircraft,  and  covert  operative  attacks  on  runways,  aircraft,  shel¬ 
ters,  and  other  critical  facilities  could  render  U.S.  airfields  in  Okinawa, 
South  Korea,  and  the  main  islands  of  Japan  unusable,  particularly  in 
the  early  days  of  a  conflict.  In  addition,  ballistic  missile,  cruise  mis¬ 
sile,  aircraft,  covert  operative,  jammer,  antisatellite,  EMP,  and  com¬ 
puter  network  attacks  could  degrade  command-and-control  or  early 
warning  capabilities  for  forward- deployed  forces,  particularly  air  forces 
operating  from  bases  within  about  1,500  km  of  China,  to  the  point 
that  the  theater  commander  would  choose  to  move  them  farther  away. 

Similarly,  ballistic  missile,  cruise  missile,  aircraft,  covert  opera¬ 
tive,  naval,  submarine,  mine,  and  long-range  SAM  attacks — on  stor¬ 
age,  transportation,  and  loading  facilities  for  fuel  or  munitions;  on 
transport  aircraft  or  ships  for  troops,  fuel,  or  munitions;  or  on  repair 
and  maintenance  facilities — could  prevent  the  deployment  or  sustain¬ 
ment  of  forces  at  forward  locations,  such  as  Taiwan  or  Korea.  Attacks 
by  aircraft,  surface  ships,  submarines,  mines,  antiradiation  drones,  and 
perhaps  even  ballistic  missiles  could  force  aircraft  carriers  to  operate 


111 


112  Entering  the  Dragon's  Lair;  The  Implications  of  Chinese  Antiaccess  Strategies 


more  than  1,500  km  from  China’s  coast  or  risk  being  disabled  or  sunk 
(thus  denying  naval  aviation  a  platform  from  which  to  operate).  Figure 
6.1  shows  the  portions  of  the  western  Pacific  that  are  most  vulnerable 
to  Chinese  antiaccess  measures. 

As  a  consequence  of  all  this,  it  is  possible  that  the  United  States 
could  actually  be  defeated  in  a  conflict  with  China — not  in  the  sense 
that  the  U.S.  military  would  be  destroyed  but  in  the  sense  that  China 
would  accomplish  its  military-political  objectives  while  preventing 
the  United  States  from  accomplishing  some  or  all  of  its  own  political 
and  military  objectives.  A  weakened  initial  U.S.  response  to  a  Chinese 
assault  on  Taiwan,  for  example,  could  result  in  the  collapse  of  Taiwan’s 
military  resistance.  The  island  might  therefore  capitulate  before  the 
United  States  could  bring  all  its  combat  power  to  bear.  If  that  were  to 

Figure  6.1 

"The  Dragon's  Lair" — Portions  of  the  Western  Pacific  Most  Vulnerable  to 
Chinese  Antiaccess  Measures 
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happen,  it  seems  unlikely  that  the  United  States  would  continue  the 
conflict,  even  though  U.S.  military  power  would  largely  he  intact. 

A  Taiwan  scenario  may  he  unusual  in  the  extremely  high  pre¬ 
mium  associated  with  a  rapid  U.S.  response,  hut  it  is  not  the  only  con¬ 
ceivable  scenario  in  which  a  delayed  or  degraded  initial  U.S.  response 
could  make  it  significantly  more  difficult  for  the  United  States  to 
reverse  the  results  of  China’s  actions.  A  combined  Chinese-North 
Korean  invasion  of  South  Korea,  for  example,  if  it  succeeded  in  occu¬ 
pying  the  entire  Korean  peninsula,  would  also  be  extremely  difficult 
for  the  United  States  to  reverse.  Although  it  presumably  would  take 
China  weeks  rather  than  days  to  occupy  the  entire  Korean  peninsula, 
U.S.  ground  forces  would  play  a  more-important  role  in  resisting  such 
an  invasion  than  they  would  in  an  invasion  of  Taiwan,  and  the  deploy¬ 
ment  timelines  for  significant  amounts  of  ground  forces  would  also  be 
measured  in  weeks  and  months.  Thus,  Chinese  antiaccess  measures  in 
the  initial  stages  of  a  conflict  on  the  Korean  peninsula  could  still  have 
a  significant  influence  on  the  outcome. 

Even  if  Chinese  antiaccess  measures  did  not  result  in  the  out¬ 
right  defeat  of  the  United  States,  they  would  likely  make  it  significantly 
more  costly  for  the  United  States  to  operate  in  the  region.  Moreover,  it 
is  possible  that  these  costs  could  rise  enough  that,  even  if  U.S.  decision¬ 
makers  were  confident  that  the  United  States  would  eventually  prevail 
in  a  conflict  with  China,  they  might  be  unwilling  to  pay  those  costs. 

Finally,  even  if  the  tactics  described  above  did  not  result  in  the 
United  States  being  unwilling  or  unable  to  defeat  China,  it  is  pos¬ 
sible  that  Chinese  decisionmakers  could  convince  themselves  that  they 
would  cause  the  United  States  to  be  unwilling  or  unable  to  intervene 
successfully.  China  could  consequently  take  actions  that  would  bring 
it  into  conflict  with  the  United  States.  That  is,  Chinese  belief  in  the 
effectiveness  of  antiaccess  and  other  asymmetric  strategies  could  result 
in  the  failure  of  U.S.  deterrence  and  a  costly  and  bloody  conflict  that 
otherwise  would  not  have  occurred. 

The  United  States  can,  however,  take  a  number  of  actions  to  coun¬ 
ter  Chinese  antiaccess  threats.  Strengthening  passive  defenses  at  air 
bases,  deploying  air  and  missile  defense  systems,  strengthening  defenses 
against  covert  operatives,  and  bolstering  allied  air-defense  capabilities 
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will  reduce  the  vulnerability  of  air  bases  to  antiaccess  attacks.  Diver¬ 
sifying  basing  options  for  aircraft  will  diminish  the  effects  of  such 
attacks  even  if  they  are  successful.  Air  and  missile  defense  systems, 
strengthened  defenses  against  covert  operatives,  improved  allied  defen¬ 
sive  capabilities,  improved  information-security  practices,  and  efforts 
both  to  deter  and  to  mitigate  the  potential  effects  of  high-altitude 
nuclear  detonations  can  reduce  the  vulnerability  of  OISR  and  logistics 
systems  to  antiaccess  attacks.  Maintaining  the  ability  to  conduct  oper¬ 
ations  without  continuous  high-bandwidth  communications  between 
units  will  diminish  the  effects  of  attacks  on  C'lSR  systems  even  if  they 
are  successful.  Preconflict  mapping  of  the  sea  bottom  and  installation 
of  hydrophones  near  harbor  mouths,  as  well  as  strategic  positioning  of 
mine-clearing  and  antisubmarine  assets,  will  reduce  the  vulnerability 
of  ships  in  port,  as  will  putting  naval  combatants  on  a  heightened  state 
of  alert  and  sending  them  to  sea  as  soon  as  possible  whenever  there  are 
any  indications  that  China  may  be  preparing  to  use  force  in  the  region. 
Moreover,  because  of  the  concern  that  Chinese  decisionmakers  could 
convince  themselves  that  antiaccess  tactics  might  cause  the  United 
States  to  be  unwilling  or  unable  to  intervene  successfully  in  a  conflict, 
the  actions  described  above  should  be  openly  publicized  so  as  to  reduce 
the  likelihood  that  China  might  be  willing  to  risk  a  confrontation  with 
the  United  States.' 

In  addition,  the  United  States  can  acquire  or  improve  a  number  of 
capabilities  to  further  enhance  its  ability  to  counter  Chinese  antiaccess 
strategies.  Improved  ballistic  missile  defenses  and  a  capability  to  detect, 
identify,  and  attack  mobile,  time-sensitive  targets  would  reduce  the  bal¬ 
listic  missile  threat  to  air  bases;  to  C^ISR  and  logistic  facilities;  and,  if 
China  acquires  the  capability,  to  ships  at  sea.  Improved  land-based  and 
advanced  shipborne  cruise  missile  defenses  would  reduce  the  cruise 
missile  threat  to  air  bases,  C^ISR  and  logistics  facilities,  and  ships  at 
sea.  Improved  ASW  and  minesweeping  capabilities  would  reduce  the 
submarine  and  mining  threats  to  key  surface  ships  and  ports.  Counters 
to  antisatellite  attack  and  the  United  States’  own  antisatellite  capabil¬ 
ity  would  respectively  reduce  the  threat  to  US.  satellites  and  to  ships 
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So  long  as  doing  so  would  not  compromise  the  effectiveness  of  these  actions. 
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at  sea,  particularly  aircraft  carriers.  A  highly  capable  long-distance  air- 
defense  ability  and  counters  to  long-range  SAMs  and  AAMs  would 
reduce  the  threat  to  U.S.  intelligence,  surveillance,  and  reconnaissance 
aircraft  and  enable  the  U.S.  military  to  defend  airspaces  near  China 
even  if  Chinese  antiaccess  tactics  against  airhelds  and  aircraft  carriers 
were  successful.  Finally,  early  strategic  and  tactical  warning  capabili¬ 
ties  would  substantially  reduce  the  potential  effects  of  a  wide  range  of 
Chinese  antiaccess  measures. 

The  Chinese  military  writings  we  have  examined  do  not  address 
in  any  detail  the  strategic  trade-offs  Chinese  decisionmakers  would 
be  forced  to  confront  in  weighing  whether  or  not  to  order  the  PLA 
to  employ  certain  antiaccess  approaches  in  a  conflict  with  the  United 
States.^  At  the  strategic  level,  Beijing  would  likely  seek  to  prevent  the 
scope  of  conflict  from  expanding  and  avoid  causing  third  parties  to 
become  directly  involved  in  a  conflict  between  the  United  States  and 
China  (although  such  countries  might  nonetheless  allow  U.S.  forces  to 
operate  out  of  bases  on  their  territory).  Although  some  of  the  antiaccess 
approaches  discussed  in  this  study  would  be  highly  valuable  to  China 
at  the  operational  level,  they  would  seriously  undermine  the  chances 
of  achieving  the  higher-level  political  objectives.  Employment  of  anti¬ 
access  measures  would  risk  sparking  horizontal  and  vertical  escalation, 
potentially  broadening  the  geographic  scope  and  increasing  the  inten¬ 
sity  and  destructiveness  of  the  conflict.  Attacks  on  U.S.  bases  in  Japan 
or  Korea,  for  example,  would  greatly  increase  the  likelihood  that  Tokyo 
or  Seoul  would  participate  more  actively  in  a  conflict,  and  any  attacks 
against  bases  on  U.S.  territory,  such  as  Guam  or  Hawaii  (China’s  cur¬ 
rent  capability  to  attack  bases  in  Guam  or  Hawaii  is  extremely  limited, 
but  could  increase  in  the  future),  or  perhaps  against  such  high-value 
platforms  as  aircraft  carriers  or  space  assets,  would  risk  sparking  the 
escalation  of  what  might  otherwise  be  a  limited  conflict.  Nonetheless, 
we  judge  that  Beijing  may  well  be  willing  to  run  some  of  these  risks 
in  a  conflict  over  Taiwan,  especially  if  senior  leaders  perceived  that 


^  Inferring  national  intentions  and  leadership  preferences  from  operational-level  military 
writings  would  likely  result  in  major  analytical  errors.  We  have  thus  attempted  to  avoid 
doing  so  in  this  study. 
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the  survival  of  the  current  regime  was  at  stake.  Moreover,  because  of 
the  Chinese  emphasis  on  striking  early  in  a  conflict,  the  United  States 
must  also  he  prepared  for  the  possibility  that  it  may  not  have  deployed 
needed  forces  to  the  theater  before  combat  starts.  Indeed,  any  move 
to  deploy  forces  to  the  theater,  even  one  intended  to  deter  rather  than 
initiate  conflict,  could  trigger  a  preemptive  Chinese  attack  on  U.S. 
forces. 

There  is  much  the  United  States  can  do  to  mitigate  the  antiaccess 
threat.  Some  of  the  measures  required  cost  relatively  little,  such  as 
deploying  existing  air-defense  systems  and  mine-clearing  assets  to  loca¬ 
tions  near  critical  facilities  in  the  western  Pacific,  preparing  to  operate 
from  alternative  airfields  in  the  region,  ensuring  that  mechanisms  are 
in  place  to  ensure  smooth  coordination  between  U.S.  base  security 
forces  and  host-nation  security  forces  in  responding  to  covert  operative 
attacks  on  U.S.  bases,  preconflict  mapping  of  harbor  bottoms,  enforc¬ 
ing  proper  information-system  security  practices,  and  maintaining 
and  exercising  the  capability  to  conduct  combat  operations  without 
continuous,  high-bandwidth  communications  between  units.  Others, 
however,  will  require  substantial  resources,  and  still  others  may  require 
fundamental  reassessment  of  operational  doctrine  and  plans.  Failure 
to  respond  to  the  Chinese  antiaccess  threat,  however,  will  put  poten¬ 
tial  U.S.  military  operations  against  China  at  increasing  risk,  particu¬ 
larly  as  China’s  military  capabilities  increase  in  the  future.  The  Chinese 
antiaccess  threat  is  real  and  growing,  but  it  can  be  overcome  if  the  U.S. 
military  devotes  the  necessary  thought  and  resources  to  defeating  it. 
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